[Ipuxa3 @exepanbHOi CIyXKOBI MO TEXHUIECKOMY M SKCIIOPTHOMY KOHTpouro oT 11 ¢espansa 2013 . N 17 "00...

[Tpuka3 denepanbHON CIYKOBI 10 TEXHUIECKOMY U SKCTIOPTHOMY KOHTpoutro oT 11 depans 2013 1. N 17
"O06 yrBepkaenuun TpeboBaHuii 0 3aiUTe HHPOPMAILMK, HE COCTABIISAIOLIEN rOCYAapCTBEHHYIO TaliHy,
coJieprKallieiicst B rocy1apCTBEHHBIX HH(POPMAIIMOHHBIX cucTeMax" (C U3MEHEHUSIMU U JTIOTIOJTHEHUSIMH )

C u3MeHeHHSIMH H JOIMOJITHCHUSAMM OT:

15 ¢espamns 2017 r., 28 mas 2019 r.

B cootBercTBuU ¢ uacThio 5 crathu 16 denepanbHoro 3akoHa ot 27 urossg 2006 r. N 149-d3 "O6
uHpopManuu, HHPOPMALMOHHBIX TEXHOIOTUAX U 0 3aumre nHpopmanun" (CobpaHne 3aKOHOAATEILCTBA
Poccuiickoit ®denepammu, 2006, N 31, ct.3448; 2010, N 31, cr.4196; 2011, N 15, cr.2038; N 30,
cT. 4600; 2012, N 31, ct.4328) u I[lonoxennem o @DenepanbHON CIy)KOe IO TEXHUYECKOMY U
9KCIIOPTHOMY KOHTPOIIIO, yTBepkKIeHHbIM Yka3om [Ipesupenta Poccuiickoit denepanuu ot 16 aBrycra
2004 r. N 1085 (CoOpanue 3akononatensctBa Poccuiickont @enepamuu, 2004, N 34, ct. 3541; 2006, N 49,
cT. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818), npukasbpiBaro:

1. VYrtBepmuth mpmmaraemple TpeOoBanuss o 3amuTe WHPOPMAIMK, HE COCTABISIOUICH
rOCy/IapCTBEHHYIO TaliHy, COJIeprKalleiics B roCyJapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX.

2. YCTaHOBHTH, YTO yKa3aHHBIC B ITyHKTE | HACTOAIIETO mpukaza TpeOOBaHUS MPUMEHSIOTCS JUIS
3alUThl MH(OOPMALIUK B TOCYIaPCTBEHHBIX HH(POPMAIIMOHHBIX cucTeMax ¢ 1 centaops 2013 r.

Hupexrop denepanbHOn B. Cenun
CITY)KOBI T10 TEXHHYECKOMY
1 DKCIIOPTHOMY KOHTPOJTIO

3apeructpupoBano B Muntocte PO 31 mas 2013 r.
Perucrpanmonnsiii N 28608

T'APAHT:

Hacrosimue TpeGoBaHMs  NPUMEHSAIOTCS  JUId  3aIIUThl  MHGOpMAlMM B  TOCYJapCTBEHHBIX
nH(popMalMOHHBIX cucTemax ¢ 1 cenTsiops 2013 r.

TpedoBanus
0 3amuTe HHGOPMALIUH, HEe COCTABJIAIOLIEH rOCY1apCTBEHHYIO TaliHy, coAep:Kaleiics B
roCcyAapcTBeHHbIX HHPOPMALMOHHBIX CHCTEMAX
(yTB. npukazom PegepanbHOil C1yKObI 10 TEXHHYECKOMY H IKCIIOPTHOMY KOHTPOJII0
ot 11 ¢eBpans 2013 r. N 17)

C n3MeHeHHSIMH H TONOJTHEHUSAMH OT:

15 depans 2017 1., 28 mas 2019 1.
TAPAHT:

CMm. Metonuueckuii 1okymMeHT "Mepsl 3amiuThl HHGOPMAIUN B FOCYIapCTBEHHBIX MH(GOPMAIIMOHHBIX
cucremax", yreepxaeHHbiii ®CTOK Poccun 11 despanst 2014 r.

1. O01mue mos1okeHUA

1. Hactosmue TpeGoBanus pazpaboTaHbl B COOTBETCTBUU ¢ DeepalbHBIM 3aKOHOM OT 27 HIONS
2006 r. N 149-®3 "O6 wundopmaruu, WHOOPMAIMOHHBIX TEXHOJIOTHSX W O 3ammuTe uHbopmarun'
(Cobpanue 3akoHogaTenscTBa Poccuiickoit @enepanmn, 2006, N 31, cr. 3448; 2010, N 31, ct. 4196; 2011,
N 15, ct. 2038; N 30, ct.4600; 2012, N 31, cT.4328), a Takke ¢ Yy4eTOM HAIMOHAIBHBIX CTAaHIAPTOB
Poccwuiickoit @enepaiuu B o61acTu 3amuThl HHGOpMAUMKU U B 0OJIACTH CO3/IaHUS aBTOMATU3HPOBAHHBIX
cucTeM (Janee - HallMOHAIbHBIC CTAHIAPTHI).

2. B [nokymeHTe ycTaHaBIUBAIOTCA TpeOOBaHUS K 0OECMEYeHHIO 3alluThl HH(pOpMau
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OTPAaHUYEHHOTO JIOCTYIa, HE COJAEpXAIICH CBEICHHS, COCTABISIONIME I'OCYIAPCTBEHHYIO TallHy (nanee -
uH(popMallns), OT YTEUKH MO TEXHUYECKHM KaHajiaM, HECaHKIIMOHUPOBAHHOTO JOCTYIA, CHEIMAIbHBIX
BO3/ICHCTBUI Ha Takyr MH(OpMaui (HOCUTENIM WH(DOpPMAIMK) B IENAX €€ JOOBIBaHMS, YHUUITOKCHHUS,
HMCKKCHHS WM OJIOKMPOBAHUS JOCTYyNa K HEeHl (manee - 3anmura nHpopManun) npu oopaboTke yka3zaHHON
nH(GOpPMAIIMU B TOCYJaPCTBEHHBIX WH()OPMAIIMOHHBIX CHUCTEMAX.

Hactosmme TpeGoBanusi MOryT NPUMEHSATHCS Ui 3aIIUTHl OOMIETOCTYIMHOM HH(pOpMAIH,
COJIEpIKaIIeicsl B TOCYIapCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMAaX, ISl JOCTHIKCHUS IIeJIel, YKa3aHHbBIX B
nyakTax | u 3 yactu 1 crateu 16 @eaepanbHoro 3akoHa ot 27 uroisg 2006 r. N 149-03 "O6 undopmarumy,
WH(GOPMAIMOHHBIX TEXHOJIOTHIX U O 3amuTe nHpopManmn'.

B nokymente He paccMarpuBaroTcsi TpeOoBaHUS O 3amuTe UWHGOpMalUU, CBS3aHHBIE C
OPUMEHEHUEM  KpUNTOTpadUYecKuX  METOJOB  3aIlUThl  WHGOpPMAMKU W IIHUPPOBATHHBIX
(kpunTorpauECKuX) CpEICTB 3aIUTHl HH(POPMAITUH.

Undopmarus 06 n3MEHEHUX:
Ipukazom @CTIK Poccuu om 15 ¢pespans 2017 2. N 27 6 nynkm 3 6HeceHbl U3MEHEHUs

Cm. mexkcm nyHkma 6 npeovloyujeli peoaxyuu

3. Hacrosmme TpeOoBaHus SBISIOTCS O00s3aTeNbHBIMH TpH  00paboTke uWHOpManuu B
rOCy/IapCTBEHHBIX HH(POPMALMOHHBIX cHUCTeMaX, (QYHKIHMOHUPYIOIMUX Ha Teppuropun Poccuiickoit
QOenepanuy, a TakKe B MYHUIUNAIBHBIX HH()OPMAIIMOHHBIX CHCTEMAax, €CIM HMHOE HE YCTaHOBJIECHO
3akoHojarenscTBoM Poccuiickoit denepanuu 0 MECTHOM CaMOYIPABIICHUU.

Hacrosimue TpeGoBaHus HE pacripoCTPaHSIIOTCS Ha TOCYIapCTBEHHBIE MHPOPMAIIMOHHBIE CUCTEMBI
Anmunuctpanuu Ilpesuaenta Poccuiickoit @enepannu, Coeta bezonacHoctu Poccuiickoit @enepanuu,
Oepnepansaoro CobOpanus Poccuiickoit  ®enepanuu, I[IpaButensctBa Poccuiickoit  ®eneparuu,
Koncturynmonnoro Cyna Poccuiickoit @enepauuu, BepxoBnoro Cyma Poccuiickoii denepannn u
®enepanbHOl ciy)0b1 6e30omacHocTH Poccuiickoit denepanun.

4. Hacrosmue TpeOoBaHnus mpeaHasHaueHbl s oOnanateneil uHdopMaluM, 3aKa3yUKOB,
3aKJIIOYMBILINX TOCYJApPCTBEHHBIM KOHTPAKT Ha CO3JaHHE T'OCYJapCTBEHHOM HH(OPMAIlMOHHOW CHCTEMBI
(tayiee - 3aKa34MKH) U ONIEPATOPOB rOCYIAPCTBEHHBIX HH(OPMAIIMOHHBIX CHCTEM (Jajiee - OIepaTopsl).

Jluno, oOpaOaTeiBaromiee MHGOPMALUIO, SIBISIIOIIYIOCS TOCYIApCTBEHHBIM HH(GOPMAIMOHHBIM
pecypcoM, MO TMOpy4YeHHIO oOnaaarens uHGopManuu (3aKa3uumka) WM omeparopa u  (WIH)
IPEOCTABISAONIEE WM BBIUMCIUTENbHBIE pPECypchbl (MOIIHOCTH) s OO0pabOTKM HHQOpMAIMK Ha
OCHOBAaHMHU 3aKJIIOUYEHHOTO JOroBOpa (Jajee - YHOJHOMOYEHHOE JIMIIO), OO0ecleyuBaeT 3aluTy
uHopManuid B COOTBETCTBHHM C 3akoHOjatenscTBOM Poccuiickoit ®denepanuu 006 wuHbOpMaImy,
UH(POPMALIMOHHBIX TEXHOJIOTUAX U O 3ammre MHpopManuu. B noroBope nomkHa ObITH MPEIyCMOTPEHA
00s13aHHOCTh ~ YIOJHOMOYEHHOTO  JuIa oOecreyuBaTh  3alUTy  MHQOpMAIUH,  SBISIOLIEHCS
roCyJapCTBEHHBIM HH(OPMAIIMOHHBIM PECYPCOM, B COOTBETCTBUU C HACTOSIIUMU TpeCoBaHUAMMU.

5. Ilpu 06paboTke B rocymaapCcTBEHHOW HHGOPMAIMOHHOW cUcTeMe WH(POPMAIMH, COIEpKaIien
NepcoHaNbHbIE JaHHBIe, HacTosmMe TpeOoBaHMS NPUMEHSIOTCA Hapsy C TpeOOBaHMAMU K 3allUTe
NEPCOHAIBHBIX JAHHBIX NMpPU HX 00paboTke B MH(GOPMALMOHHBIX CHUCTEMAaxX IEPCOHAJbHBIX JaHHBIX,
yTBEpP)KIEHHBIX roctanosinenreM [IpaBurensctBa Poccuiickoit ®eneparyu ot 1 Hos6ps 2012 1. N 1119
(Cobpanue 3axkonomarensctBa Poccuiickoit deneparuu, 2012, N 45, ct. 6257).

6. Ilo pemenuto obnanarens uHGopMauK (3aKa3zyuka) UM oreparopa Hacrosimue TpedoBaHUsS
MOTYT MPUMEHSTHCS JIJIs 3aUTh HH(POPMAIIH, COIepKaIEeiicsl B HErOCyAapCTBEHHBIX HH(OPMAaLlMOHHBIX
CUCTEMAX.

7. 3amuTta uHGOPMAIINH, COJIEpKAIIEHCs B TOCYIapCTBEHHONW MH(GOPMAIIMOHHON cucTeMe (naree -
UHPOpPMAllMOHHAsL CHCTeMa), O0ecleynBaeTcsi IyTeM BBINOJHEHUS obiaaareneM HHPOpPMALUU
(3aka3ymkoM) W (UJIK) OTNepaToOpoM TpeOOBaHUN K OpPTaHM3aIlMU 3allUThl HHPOPMAIIMH, COACpIKaIICHCs B
UHPOPMALIMOHHOM cHucTeMe, M TpeOOBaHMM K MepaM 3aluThl WHPOpMAlMH, CoOJepXKaleics B
WH()OPMAITMOHHOM CHCTEME.

24.05.20233 Cucrema 'APAHT 2/33


http://ivo.garant.ru/document/redirect/10102673/5
http://ivo.garant.ru/document/redirect/12148555/1611
http://ivo.garant.ru/document/redirect/12148555/1613
http://ivo.garant.ru/document/redirect/71629276/1004
http://ivo.garant.ru/document/redirect/57418990/1003
http://ivo.garant.ru/document/redirect/186367/0
http://ivo.garant.ru/document/redirect/12148555/16
http://ivo.garant.ru/document/redirect/70252506/41
http://ivo.garant.ru/document/redirect/70252506/0

ITpukas @enepanpHO CIIYKOBI IO TEXHUIECKOMY M OKCIIOPTHOMY KOHTpoutro oT 11 ¢erpans 2013 1. N 17 "06...

I1. TpeGoBaHusi K OPraHU3al UM 3a1UTHI HH(pOpManuK, coaep:kalelicss B MHGpOpMaHOHHOM
cucreme

8. B mHpopMannoOHHON cucTeMe OOBEKTaMH 3alIUThI SBISIOTCS MH(GOpMANMs, COAEpKaIlasics B
MH(GOPMALIMOHHON CHUCTEME, TEXHUYECKUE CPEICTBA (B TOM YHMCJE CPEICTBA BHIYMCIUTEIBHON TEXHHKH,
MalllMHHBIE HOCHTEIH HH(OpPMAIMH, CPEICTBa M CHCTEMBl CBS3M W Tepeladyd JaHHBIX, TEXHUYECKUE
cpenctBa  00pabOTKHM  OyKBEHHO-IIM(POBOW, TrpaduyecKkol, BHIEO- W pedeBodl uH)Opmaiun),
o0IIecucTeMHOe, MMPUKIIAIHOE, CIISIUATBHOE IIporpaMMHOe obecriedeHne, nH(HOPMAaIMOHHBIE TEXHOJIOTHH,
a TaKKe CpeliCTBa 3alIUThl HH(POPMaIUH.

9. Jlna oOecreyeHus 3amuThl MHPOpPMALUH, coAepkaiieiics B HH(OOPMAIMOHHOW CHUCTEME,
OIepaTOpoOM Ha3HA4yaeTcs CTPYKTYpHOE TMOApa3iefieHue WM JODKHOCTHOE JUIo  (paboTHUK),
OTBETCTBEHHBIC 32 3aIIUTY UHPOPMAIIUH.

10. [Ins mpoBeneHuss pabOT MO 3amiuMTe HHPOpPMAIMM B XOJI€ CO3JaHUS M OKCIUTyaTalluu
UH(POPMALMOHHON cucTeMbl oOiamareneM MHPOpPMaUHU (3aKa3YUKOM) U OTIIEpaTOPOM B COOTBETCTBHHU C
3aKoHOAAaTensCcTBOM Poccuiickoit ®enepanuu mnpu  HEOOXOJUMOCTH TMPUBIEKAIOTCS OpraHU3aluH,
UMEIOIME JIMICH3UI0 Ha JEATENIbHOCTh M0 TEXHUYECKOH 3ammTe KOH(QUACHIMATbHOW HH(pOpMAIMH B
cootBercTBUU ¢ Denepanbubiv 3akoHoM oT 4 masg 2011 1. N 99-®3 "O nuiieH3upoBaHUU OTAEIbHBIX
Bun0B JnesrenbHocTH" (CoOpanue 3akoHonmarenscTBa Poccuiickoit ®epepanuu, 2011, N 19, cr. 2716;
N 30, c1. 4590; N 43, ct. 5971; N 48, cT. 6728; 2012, N 26, c1. 3446; N 31, c1. 4322; 2013, N 9, ct1. 874).

11. JIns oOecnieveHus 3amuThl WHDOpMAMH, cCOIEpKamieiicss B WHPOPMAIMOHHON CHCTEME,
OPUMEHSIOTCS  CPeACTBa 3allUThl HMH(OpPMAMM, WPOLISANINEe OIEHKY COOTBETCTBUA B (Qopme
00s3aTeNIbHOM cepTU(UKALMU Ha COOTBETCTBUE TpeOOBAHUSAM IO O€30MaCHOCTH MH(OpPMALUU B
COOTBETCTBUM co cTaTheil 5 PenepanbHoro 3akoHa ot 27 nexadbps 2002 r. N 184-d3 "O texHHUECKOM
perynupoBanun" (Cobpanue 3akoHonaTenbcTBa Poccuiickoit ®@enepanuu, 2002, N 52, cr. 5140; 2007,
N 19, ct. 2293; N 49, ct. 6070; 2008, N 30, ct. 3616; 2009, N 29, ct. 3626; N 48, ct. 5711; 2010, N 1,
cT. 6; 2011, N 30, cT. 4603; N 49, ct. 7025; N 50, ct. 7351; 2012, N 31, ct. 4322; 2012, N 50, cT. 6959).

Wndopmarys 06 n3MEHEHHSAX:
Ipukazom @CTIK Poccuu om 15 ¢pespans 2017 2. N 27 6 nynkm 12 enecervl uzmeHemust

Cm. mexkcm nyHkma 8 npeovloyujeli peoaxyuu

12. 3ammra uHpOpManuu, cojepaileiics B MHPOPMALMOHHON cUCTeMe, SBISETCS COCTaBHOU
4acThio pabOT MO CO3/aHUI0 U SKCITyaTalluu MH(GOPMAIMOHHON CHUCTEMBbl U OOECIEeYMBAETCS Ha BCEX
CTagusaX (9Tamax) ee COo3/aHusi, B XOJie JKCIUIyaTalldd M BBIBOAA M3 OSKCIUIyaTallud IMyTeM NPHHITUSA
OpPraHM3al[MOHHBIX M TEXHUYECKHX Mep 3alluThl WH(OpMAalM{, HANpaBJIEHHBIX Ha OJOKUpOBaHME
(HefiTpanu3anuio) yrpo3 0e3onacHocTd WH(pOpMaMKU B MHPOPMALMOHHOW CHCTEME, B PAMKAaX CHUCTEMBI
(moacucTeMsbl) 3auThl HHPOpMau HHPOPMAITMOHHON CUCTEMBI (J1ajiee - CUCTeMa 3aluThl HHPOPMAITHHI
UH(POPMALIMOHHOM CUCTEMBI).

OpranuzalvoHHbIE U TEXHUYECKHUE MEPhI 3alIUThl HTHPOPMAIUH, peaTu3yeMble B paMKax CUCTEMbI
3alUThl UH(pOpMAIMU UHPOPMALMOHHOW CHCTEMBI, B 3aBUCHUMOCTU OT MH(OpMaIuu, cojepxaiieiics B
MH(OPMALlMOHHON cucTeMe, Iened co3gaHus MH(GOPMAlMOHHOM CHUCTEMBbl U 3a/ay, PEIIaeMbIX STOH
UH(POPMALIMOHHOM CUCTEMOM, JOIKHBI OBITh HAIPABJIEHBI HA HCKIIIOYESHHUE!

HENPAaBOMEPHBIX JOCTYIA, KOMUPOBAHUSA, MPEAOCTABICHUS WU paclpoCTpaHEeHUs HH(GOpMaluu
(obecnieuenmne KOH(PUACHINATLHOCTH HH(OPMAIIUH);

HEIPAaBOMEPHBIX YHUUTOXKEHHS WIH MOAUPHUIMpoBaHUs nH(popMaluu (o0ecrieueHne HeloCTHOCTH
UHpOpMaLIUN);

HEIPaBOMEPHOT0 OJIOKWpOBaHUs HH(popManuu (oGecrieueHre TOCTYTHOCTH HH(OpMaLnn).

13. Jlna oOecrneueHust 3amuThl MH(pOpMaIuu, cojepxamieiics B MHOOPMAIIMOHHON CHCTEME,
IPOBOJATCS CIEAYIOLINE MEPOIPUATHS:

¢dopmupoBanue TpeOOBaHMN K 3amrTe HHPOpMAIMK, cofepkauielics B HHGOPMAIMOHHON
cHCTEME;
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pa3paboTKa CHCTEMBI 3aIUTHI HHPOpMAUU HHPOPMAITMOHHOW CHCTEMBIL;

BHEJ[PEHHE CHCTEMBbI 3alUThHI HH(pOpManuy HHPOPMAIIOHHON CUCTEMBI;

arrectTanusg HMH()OPMAIMOHHOW CHUCTEMbI 1O TpeOoBaHMSAM 3amUTHl WHpopManuu (maiee -
arTecTanys HHPOPMAIIMOHHOW CHCTEMBI) M BBOJI €€ B JICHCTBUE;

oOecrieyeHne 3amuUThl WHGOPMAIMKA B XOJAE SKCIUTyaTallMd aTTECTOBAHHOM HMH(OPMAIMOHHOU
CHCTEMBI,

obecrieyeHne 3amIUThl  MH(GOPMAIMM TPU  BBIBOAE W3  OKCIUIyaTallkd  aTTECTOBAHHOU
MH()OPMAIIMOHHON CHCTEMBI WIIH TTOCTIE IPUHSATHUS pEelIeHnsl 00 OKOHYaHMK 00paboTkK MH(OpManuy.

®opmupoBaHue TpedboBaHuii K 3ammTe HHpOpMa UK, colep:Kaleiicss B MHPOPMAIlMOHHOM cucTeMe

14. ®opmupoBanue TpeOOBaHUN K 3amuTe MHPOpMaLUH, coiepxalieiics B MHPOPMaLMOHHON
CUCTEME, OCYIIECTBIsIeTCS 00anaTeneM nH(OpMaLUY (3aKa3UUKOM).

®opmupoBaHue TpebOBaHMI K 3amuTe HHQOpMAIUM, cojaepkaiieics B HH()OPMAIMOHHON
cucreme, ocymectsiasiercs ¢ ydetoMm ['OCT P 51583 "3amwmra undopmanuu. Ilopsnox coznanus
ABTOMAaTHU3MPOBAHHBIX CHUCTEM B 3alUIICHHOM wHcrnojHeHuu. OOmme mnonoxeHus" (manee - 'OCT P
51583) mu I'OCT P 51624 "3ammra uHbopManuu. ABTOMATU3UPOBAHHBIE CHUCTEMBI B 3aIIMIICHHOM
ucnonHennu. O6mme tpedoanus" (nanee - FOCT P 51624) u B TOM uncie BKIIOYALT:

NPUHATHE PEIICHHS 0 HEOOXOIUMOCTH 3aIUThl HH(POPMAIUH, coeprKaeics: B THGpOpMamoHHON
cUCTEME;

KiIaccupukanuio WHHOPMAIMOHHON CHUCTEMBI 1O TPeOOBAaHWSAM 3amUThl WHpoOpManuu (xaiee -
Kiaccudukanus HHPOPMAIMOHHON CUCTEMBI);

onpezeneHue yrpo3 0e30macHOCTM MH(OpPMalMM, peanu3alusi KOTOPbIX MOXET MPHUBECTH K
HapyLeHUI0 0e30MacHOCTH MH(pOpPMALUU B MHPOPMALMOHHOM cUCTeMe, U pa3padOTKy Ha HUX OCHOBE
MOJIEH yrpo3 06e301acHOCTH NH(OpMaLINH;

ornpeeneHue TpeOoBaHUN K cUCTeMe 3allUuThl HHPOpMaIui UH(HOPMAIITUOHHON CHCTEMBI.

14.1. [lpn npuHATHH pemieHuss O HEOOXOAMMOCTH 3alUThl HMH(OPMAaLWHU, CcoJepKalieiics B
UH(POPMALIMOHHOM CUCTEME, OCYIIECTBIISAETCS:

aHaJIM3 Lenel co3aanus MHGOPMAIMOHHON CUCTEMBI U 3a/1a4, PelaeMbIX 3TOM MH(OpMAaLMOHHON
CHCTEMOM;

omnpezeneHue HHPopMaIuu, noajaexaiieii o00padboTke B MHPOPMAILIMOHHOW CUCTEME;

aHaJli3 HOPMATUBHBIX IPABOBBIX AaKTOB, METOJMYECKUX JIOKYMEHTOB U HAlMOHAJIbHBIX
CTaH/IapTOB, KOTOPBIM JOJI’KHA COOTBETCTBOBATh MH(POPMAIIMOHHASI CUCTEMA;

OPUHATHE  pelIeHUs O  HEeOOXOAMMOCTH  CO3JAaHUS  CUCTEMbl  3aIIUThl  MH(OpMaIUH
MH(GOPMALlMOHHOM CHCTEMbI, a Tak)Ke OIpeaeseHre Leiaeil M 3a7ad  3aluThl HUHQOpPMAlUU B
UHPOPMALIMOHHOM  CHUCT€ME, OCHOBHBIX JTaloB  CO3JaHUS CHCTEMBbl 3allUThl  MH(POPMALUU
MH(GOPMALIMOHHON CHCTEMBl M (QYHKIMH MO 00eCrnedyeHHIo 3alluThl MHGOpMaluu, CoJAepKalleiics B
UH(POPMALIMOHHOM cucTeme, 0baaaaress HHPopMalnu (3aKa3zdynka), onepaTopa U ynoJIHOMOYEHHBIX JIMII.

Wudopmanust 06 U3MEHEHUIX:
Ilynxkm 14.2 usmenen c 27 cenmsops 2019 e. - [lpuxaz @CTIK Poccuu om 28 masn 2019 2. N 106

CMm. npedvloyuyro pedaKyuio

14.2. Knaccudukaruss nHOOPMAITMOHHOW CHCTEMBI MPOBOAMUTCS B 3aBUCUMOCTH OT 3HAYHMMOCTH
oOpabarbiBaeMoii B Hel wuHpOpManuu M Maciutaba HHPOPMALMOHHON cucTeMbl ((enepanbHbIid,
peruoHanbHbIN, OOBEKTOBBII).

VYcTraHaBaMBalOTCA TPU Kiacca 3aIIMIIEHHOCTH HMH(OPMAIIMOHHONW CHUCTEMBI, OIpEelIsIoNne
YPOBHH 3aIlIMIEHHOCTH cojepxareiicss B He mHpopmaruu. Camblii HU3KUH KiIacc - TPETUH, CaMblid
BBICOKHUH - mepBbIi. Kitacc 3amumenHocT nHOPMAIIMOHHON CUCTEMbI ONPEAETseTCs B COOTBETCTBHH C
npuinoxkenneM N 1 k HacTosimuM TpeGoBaHUAM.

Knacc 3ammmeHHOCTH ompeaensercs i WHGOPMAIMOHHOM CHCTEMBI B IIEJIOM W, NpHU
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HEOOXOUMOCTH, JUIsl €€ OTHCNBbHBIX CErMEHTOB (cocTaBHBIX uacteit). TpebGoBaHme Kk Kiaccy
3alUIIEHHOCTH BKIIIOYAETCSl B TEXHUYECKOE 3aJaHHe Ha CO3JaHHe MH(POPMAIIMOHHOM CHUCTEMbl U (HJIN)
TEXHUYECKOE 3a/laHue (YacTHOE TEXHHUYECKOE 3aJaHue) Ha CO3JaHHE CHUCTEMBl 3alIUThl WH(OpMAIUU
nH(pOpMaIMOHHOM cucTeMbl, pazpadareiBaembie ¢ yueroMm ['OCT 34.602 "NuHdopManimoHHass TEXHOIOTHSI.
Kommieke craHmaproB Ha aBTOMATH3HPOBAHHBIE CUCTEMbl. TeXHHMYECKOE 3aJaHhe Ha CO3JaHHue
aBromatusupoBanHoi cucteMbl" (ganee - OCT 34.602), TOCT P 51583 u I'OCT P 51624.

Knacc 3amumieHHOCTH WHGOPMAIMOHHOM CHCTEMBI MOMJICKUT IEPECMOTPY INPH H3MEHEHHU
MacimTaba HHPOPMAIIMOHHON CUCTEMBI HJIM 3HAYMMOCTH 00pabdaThiBaeMol B Hel HH(OpMaIuy.

PesynbraTsl KnaccupuKauu HHPOPMALUOHHON CUCTEMBI O(POPMIISIOTCS aKTOM KJIACCHU(PHUKAIHH.

Knacc  3ammmenHoctd  MHGOPMAlMOHHOW  CHUCTEMbI,  (YHKIMOHUPOBAHHE  KOTOPOU
npeznonaraercs Ha 6a3ze HHPOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON HHPPACTPYKTYPhI LIEHTpa 00pabOTKU
J@HHBIX, He OIDKCH OBITh BBIIIE KIACCA 3AIIUIICHHOCTH HH(OPMALHOHHO-TEICKOMMYHUKALHOHHOI
UHPPACTPYKTYPHI IEHTPa 00PaOOTKHU JTaHHBIX.

[Tynxr 5.3 MeTOANYECKMX YKa3aHWH MO OCYIIECTBICHUIO ydeTa HMH(POPMAIMOHHBIX CHCTEM M KOMIIOHEHTOB
MH()OPMALMOHHO-TEIEKOMMYHHKAIMOHHOH HH(PPACTPYKTYpPbI, YTBEPXKAEHHBIX IprkazoM MunkomcBszu Poccum ot 31 mas
2013 . N 127 (3apeructpupoBan MuntoctoM Poccun 5 Hos0pst 2013 1., peructparmonssiii N 30318), ¢ yueToM M3MeHEHMIA,
BHECCHHBIX TprkazoM MwuHKOMCBs3M Poccum ot 15 mroHs 2016 1. N 266 (3apeructpupoBan MunroctoM Poccum 14 wromns
2016 r., peructpanuoHHsiii N 42853).

Undopmaris 06 n3MEHEHHSX:
Ilynkm 14.3 uzmenen c 27 cenmsopsa 2019 e. - Ilpukaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloyuyro pedaKyuio

14.3. Yrpo3bl 6e30macHOCTH WH(DOPMAIIUK ONIPEACIISIOTCS M0 pe3yyibTaTaM OIIEHKA BO3MOXKHOCTEH
(moTeHIMana) BHEIIHUX M BHYTPEHHUX HapylIMTeNed, aHajliu3a BO3MOXKHBIX  YsI3BUMOCTEH
MH(OPMALIMOHHON CHCTEMBI, BO3MOKHBIX CIOCOOOB peanu3alu yrpo3 0e30macHOCTH HWH(OpMaluuu u
HOCJEICTBUM OT HAapyIIEHUsI CBOMCTB 0€30MacHOCTH MHPOpMaLuHU (KOH(PUICHIIUATBHOCTH, LETOCTHOCTH,
JIOCTYITHOCTH).

B kadecTBe MCXOIHBIX [JaHHBIX JJIS OIpeIeNeHHs yrpo3 0e30MacHOCTH HH(pOpMaIUu
UCIIONIB3YeTCsl OaHK JaHHBIX yrpo3 Oe3omacHoctd wuHpopmanuu (bdu.fstec.ru), BemeHue KOTOPOTO
ocymectBisiercs POCTOK Poccum B coorBercTBUM ¢ mnojanyHktom 21 nynkra 8§ IlomoxeHus o
@®enepalibHON  cly’)k0€ MO TEXHUYECKOMY M O3KCIOPTHOMY KOHTPOJIO, YTBEPXKIEHHOTO YKazoMm
ITpesunenra Poccuiickoit ®enepaunu ot 16 asrycra 2004 r. N 1085 (CoOpanue 3akoHOJAaTeIbCTBA
Poccuiickoit ®eneparuun, 2004, N 34, ct. 3541; 2006, N 49, ct.5192; 2008, N 43, cr.4921; N 47,
cT. 5431; 2012, N 7, ct. 818; 2013, N 26, ct1. 3314; N 53, ct. 7137; 2014, N 36, cT. 4833; N 44, c1. 6041;
2015, N 4, ct. 641; 2016, N 1, ct. 211) (manee - 6ank gaHHBIX yrpo3 6e3onacHoctu nHpopmarmu GCTIK
Poccun), a Taxke MHbIE UCTOUYHUKH, COJEPKAIME CBEACHUS 00 YSI3BUMOCTIX M yrpo3ax 0e30MacHOCTH
uH(pOpMaLUH.

[Tpu OIpecICHUN yrpo3 6e30macHOCTH uHpOpMaLUu YUUTBIBAIOTCS
CTPYKTYPHO-(DYHKITMOHATbHBIE XapaKTEPUCTUKN WH()OPMAIIHOHHON CHCTEMBI, BKITFOUAIOIINE CTPYKTYPY U
cocTaB HMH(pOPMAIIMOHHON CHUCTEMBI, (U3UYECKUE, JOrHMYecKre, (pyHKIMOHAJIbHBIE U TEXHOJOTHYECKHE
B3aMMOCBSI3M MKy CerMEHTaMH MH(POPMAIMOHHOW CHCTEMBI, C MHBIMH MHPOPMAIIMOHHBIMHA CHCTEMaMHU
U HMHQOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMU ~ CETSIMH, PEXKUMBI  00pabOTKM uHpOpMaLUU B
WHPOPMAIIMOHHOM CHCTEME W B €€ OTICIBbHBIX CEerMEHTaX, a TakKe WHBIE XapaKTePUCTHKH
UHPOPMALIMOHHOM CHUCTEMBbI, TNpUMEHseMble HMH(OPMAIIMOHHBIE TEXHOJOTMM M OCOOCHHOCTH €€
(GyHKIIMOHUPOBAHHUS.

[Ipu ompenenenuu yrpo3 Oe3omacHOoCTH uWHGopManuu B WHPOPMALMOHHOM  cHUCTEME,
(GYHKIIMOHUPOBaHHE KOTOpPOW Tmpeamnoyaraercs Ha 0a3ze HHGOPMaIMOHHO-TEIIEKOMMYHHUKAIIMOHHOM
UHPPACTPYKTYpbl LIEHTpa OOpabOTKM MJAaHHBIX, JOJDKHBI YUYUTHIBATHCS  YIrpoO3bl  0€30MaCHOCTH
uH(pOpMalliK, aKTyalbHbIE Ui WHGOPMAIMOHHO-TEIIEKOMMYHHUKAIMOHHON HHGPacCTpyKTyphl IIEHTpa
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00paboOTKU JaHHBIX.

[To pesynapTaTam oOmpeAcieHHs yrpo3 Oe30MacHOCTH HMH(POPMAMK TIPH HEOOXOIUMOCTH
pa3pabaThIBalOTCS PEKOMEHAAIMH MO0 KOPPEKTUPOBKE CTPYKTYPHO-(QYHKIMOHAIBHBIX XapaKTEPUCTUK
WH(DOPMAITMOHHOW CHCTEMBI, HANpPABJICHHBIC HAa OJOKUpOBaHWE (HEUTpAIM3alMI0) OTIEIBHBIX YIPO3
6e301acHOCTH HH(POPMALIHH.

Mopens yrpo3 6e3omacHOCTH HMH(pOpMalUK JOJDKHA COJEp)KaTh OIMUCAaHUE WH(OPMAIMOHHOM
CUCTEMBI U €€ CTPYKTYPHO-()YHKIIMOHATBHBIX XaPAKTEPHUCTUK, & TaKXKE OMUCAHUE Yrpo3 OE30MacHOCTH
nH(pOpMaIu, BKIIOYAIOIIEe ONMMCAaHNe BO3MOXKHOCTEH HapYIIUTENIeH (MOIeIb HAPYIIUTENIs ), BOSMOYKHBIX
YSI3BUMOCTEH HH(OPMAITMOHHOW CHCTEMBI, CIIOCOOOB pealn3aluu yrpo3 0e3omacHocTd WH(OpMAIUd U
MOCJICJICTBUI OT HAPYIICHUS CBOMCTB 0€3011aCHOCTH MH(OPMAITUH.

st onpenenenust yrpo3 6e30macHOCTH HHPOpMAIMK U Pa3pabOTKH MOJAETH Yrpo3 0e30MacHOCTH
uH(pOpMalLlUK TPUMEHSIIOTCSI METOJMYECKHe JIOKYMEHTHI, pa3paboranHble u yTBepxkaeHHbie DPCTOK
Poccun B coorBerctBUM ¢ nojanyHkTtoMm 4 nyHkta 8 Ilomoxxenuss o ®enepanpHoil ciyxkOe 1O
TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOJIIO, YTBEPKIACHHOro Ykaszom [Ipesunenra Poccuiickon Penepanuu
or 16 asrycra 2004 r. N 1085 (Cobpanmue 3akonomarenbctBa Poccuiickoit ®eneparuu, 2004, N 34,
cT. 3541; 2006, N 49, ct. 5192; 2008, N 43, c1. 4921; N 47, ct. 5431; 2012, N 7, cT. 818).

Undopmaris 06 n3MEHEHUAX:
Ilynkm 14.4 uzmenen c 27 cenmsopsa 2019 a. - Ilpukaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloyuyro pedarKyuio

14.4. TpeboBaHus K CUCTEME 3aIUTH HH(POPMAMKA HHPOPMAITMOHHOW CHCTEMBI OIPEACTISIOTCS B
3aBHUCUMOCTM OT KJacca 3alUIIEHHOCTH WH(GOPMALIMOHHON CHUCTEMbI U yrpo3 0e30M1acHOCTH
uH(pOpMaIH, BKIIOYCHHBIX B MOJICIh YIPO3 O€30MacHOCTH HH(OPMAIIHH.

TpeboBaHust K cucreMe 3aluThl HH(pOpManuu WHGOPMALMOHHON CHUCTEMBbI BKIIOYAIOTCA B
TEXHUYECKOE 3aJlaHre Ha CO3/[aHrue WH(POPMAIMOHHON CHCTEMBbI U (MJIM) TEXHUUYECKOE 3a/laHne (YacTHOE
TEXHUYECKOE 3aJlaHhe) Ha CO3JlaHHME CHUCTEMbl 3alIUThl HMH(pOpMAlMU HHPOPMALMOHHOM CHUCTEMBI,
paspadareiBaemble ¢ yueroM ['OCT 34.602, TOCT P 51583 u 'OCT P 51624, u nomxHBl B TOM 4HCIIE
COJIEPIKaTh:

e ¥ 3a7]a4 00ecTiedeHUs 3auThl HHGOpMaIiK B HTHHOPMAIIHOHHON CUCTEME;

KJIacc 3alIMIIEHHOCTH UH(POPMAITMOHHONW CUCTEMBI;

nepeyeHb HOPMATHBHBIX IPABOBBIX aKTOB, METOIUYECKHX JOKYMEHTOB M HAIMOHAIBHBIX
CTaHJapTOB, KOTOPHIM JOJDKHA COOTBETCTBOBATh MH(OPMAIIMOHHAS CUCTEMA;

nepeyeHb 0ObEKTOB 3alIUThl UH(POPMAILIMOHHOM CUCTEMBIL;

TpeOOBaHUS K MepaM M CpeJCTBaM 3allluThl WHGOpMAlHUK, NPUMEHSIEMbIM B UH(POPMALMOHHOM
CUCTEME;

cTaguu (3Tarnsl paboT) CO3JaHMUs CUCTEMBI 3aLIUThI HH()OPMAIIMOHHON CUCTEMBI;

TpeOOBaHUS K MMOCTABIIIEMbIM TEXHUYECKUM CPEACTBAM, IPOrPaMMHOMY 00€CIIeUeHHIO, CPEACTBAM
3alIUThl UH(OpPMAIIIH;

GyHKIIMM 3aKa3udKa W olepaTopa Mo O0ecneueHHIo 3amuThl HHGopMaluuu B MHGOPMAIMOHHON
CUCTEME;

TpeOOBaHUS K 3allUTe CPEACTB U  CUCTeM, oOecneuyMBaromMX  (PYHKIHOHUPOBAHUE
UH(POPMALIMOHHOM cucTeMsbl (o0ecreunBaroieil HHpacTpykType);

TpeOOBaHUSI K 3amuTe WHPOPMANUU TpH HHOOPMAIIMOHHOM B3aMMOJCHCTBHH C HWHBIMH
UH(POPMALIMOHHBIMU CUCTEMaMHU U MH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIMH CETSMHU, B TOM YHUCIIE C
WH(POPMAIMOHHBIMA CHCTEMAaMH{ YIOJHOMOYEHHOTO JIMIIA, a TaKKe MPH MPUMEHEHUU BBIYHCIUTEIBHBIX
pecypcoB (MOILTHOCTEH), MPEIOCTABISIEMbIX YITOJTHOMOYEHHBIM JIMIIOM 1l 00paboTKH HH(DOpMAIUH.

[Tpu ompenenenun TpeOOBaHMH K CHUCTEME 3aIlUThl MHPOpPMALUU HH(DOPMAIMOHHOM CUCTEMBI
YYUTBIBAIOTCSl TIOJIOKEHHSI TOJUTUK oOecredeHus HH(pOpMarmoHHoH Oe3omacHOCTH — obnanaTens
nH(popmaruu (3aKa3umka), a TAakKe MOJUTUK obecrieueHrs HHGOPMAIIMOHHON 0€30MMacHOCTH orepaTopa u
YIOJIHOMOYEHHOTO JIMIIA B YaCTH, HE MIPOTHUBOpEUaIlel MoNIuTHKaM 00aaatess nHpopMalny (3aKa3ynka).
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B ciydae cozmanus MHQOPMALMOHHONW CHCTEMBI, (PYHKIIMOHUPOBAHHE KOTOPOH IMpeNnoaractcs
Ha Oaze WH(POPMALMOHHO-TEIEKOMMYHUKAIMOHHON HWH(PPACTPYKTYpHl II€HTpa OOpaOOTKH JaHHBIX,
JIOTIOJTHUTENIFHO OTPENeNIoOTCs TpeOOBaHUs MO 3aluTe HH(pOpManuM, MOMJISKANINE pealu3alid B
H(}OPMaLMOHHO-TEIEKOMM YHUKAITMOHHON HHPPACTPYKType IIeHTpa 00pabOTKHU JaHHBIX.

Pa3padorka cucrembl 3amuThl HHpoOpManuu HHGOPMALMOHHOI CHCTEMbI

15. Pa3paboTka cucTembl 3aliUThl UHPOPMALUU HH(YOPMAIMOHHONW CHCTEMBl OpPraHU3YeTCs
obnamarenem nHpopmanuu (3aKa3YHKOM).

Pa3zpaGoTka cuctembl 3amMThl MHMOpPMALUU HHPOPMALMOHHOM CHCTEMBI OCYILECTBISAETCS B
COOTBETCTBUH C TEXHMYECKUM 33JaHHEM Ha CO3JaHHe MH(POPMALMOHHON CUCTEMBI U (WJIM) TEXHUYECKUM
3aJaHMeM (YacTHBIM TEXHHYECKUM 3aJaHMEeM) Ha CO3JaHHE CHCTEMBbl 3alllUThl HHGpOpMaLUU
uHpopMmannoHHoi cuctembl ¢ yderom ['OCT 34.601 "HMudopmaunmonnas TtexHomorus. Komruiekce
CTaHJApTOB HAa aBTOMATHU3UPOBAHHBIE CUCTEMbl. ABTOMAaTHU3MpOBaHHBbIE cUCTeMbl. Craguu co3zgaHus"
(manee - TOCT 34.601), TOCT P 51583 u I'OCT P 51624 u B TOM yucie BKIIOYALT:

IPOEKTHUPOBAHNE CUCTEMBI 3aILUThI THPOPMALUU UH()OPMALTMOHHON CHCTEMBI;

pa3paboOTKy  JKCIUTyaTallMOHHOW  JIOKYMEHTAIlMM HAa  CHCTEMYy  3alluThl  WH(POpMAIUU
UH(POPMALIMOHHOM CUCTEMBI,

MaKETHPOBAHUE M TECTUPOBAHUE CUCTEMBI 3alIUTHI HH(pOpMaIy HHPOPMAIIMOHHON CUCTEMBI (TIpH
HEOOXOIMMOCTH).

Cucrema 3amuTbel WHPOPMALWK HWHPOPMALMOHHOM CHCTEMBI HE JOJDKHA TMPEMsITCTBOBATH
JOCTHOKEHUIO LieJIel co3/1aHus MH()OPMAIIMOHHON CUCTEMBI U €€ (PYHKLIMOHUPOBAHUIO.

[Tpu pa3paboTke cucTembl 3alUTHI MHGOPMALMK HHPOPMAIIMOHHOM CUCTEMBI YUMTHIBAETCS €€
UH(POPMALIMOHHOE B3alMOJIEIICTBHE c WUHBIMU UH(POPMALMOHHBIMU CUCTEMAaMHU U
MH(OPMaLMOHHO-TEIEKOMMYHUKAIIMOHHBIMU CETSAMHU, B TOM 4HCIE C MH(POPMAIMOHHBIMH CHCTEMaMH
YIIOJIHOMOYEHHOT0  JIMIIa, a TakXke [PUMEHEHHE BbIUUCIUTENBHBIX PpEecypcoB  (MOIIHOCTENN),
MPEIOCTABIISIEMBIX YIIOJTHOMOYEHHBIM JIUIOM ISl 00pab0TKH HH(OPMALINH.

Wndopmarys 06 M3MEHEHHSAX:
Ilynxkm 15.1 uszmenen ¢ 27 cenmsops 2019 e. - Ilpuxaz @CTIK Poccuu om 28 mas 2019 2. N 106

Cm. npedvloyuyro pedaKyuio

15.1. TIpu npoeKTUpOBaHUM CUCTEMBI 3aIIUTHI HHPOPMALUK HHPOPMALUMOHHON CUCTEMBI:

OTPEEIAI0TCS TUIIBI CYOBEKTOB 10CTYIA (TI0JIb30BATENN, IPOLECCH U MHBIE CYOBEKTHI JOCTYIA) U
00BEKTOB JIOCTYMA, SBISAIOLIMXCS OOBEKTaMM 3aIlIUTHl (yCTpoWcTBa, OOBEKTHI (DalIoBOM CHCTEMBI,
3aIycKaeMble W HCIIONHSAEMBIE MOJYIH, OOBEKTHI CHUCTEMBI YIpaBIIEHUS 0a3aMy JaHHBIX, OOBEKTHI,
CO3/1aBacMble MPHUKIATHBIM IPOTPaMMHBIM 00€CTIedeHNEM, HHBIE OOBEKTHI IOCTYTIA);

OTIPENIENSFOTCS METO Bl YIIPABJICHUS JOCTYIIOM (IMCKPEIIMOHHBIN, MaHIAaTHBIN, POJIEBOM WJIM MHBIC
METO/bI), TUIBl JOCTyna (YTEHHE, 3aluCh, BBINOJHEHHE WM HMHBIE THUIIBI JOCTyNa) W IpaBuia
pasrpaHWueHHsl JIOCTyNma CYOBEKTOB JOCTylma K OO0BEeKTaM J0CTyna (Ha OCHOBE CITHCKOB, METOK
0€30MacCHOCTH, poJIei M MHBIX MPaBHII), OUIeXKAINE PeaTn3allii B UHPOPMALIMOHHOM CUCTEME;

BBIOMPAIOTCST MEpHI 3aIUThl HWH(GOPMAIMH, TOIJICKAIINE peaTu3allii B CHCTEME 3alllUThI
uHpOopMauu HHPOPMAITMOHHONW CHCTEMBI;

OTIPENENAIOTCS BHIBI W THUIBI CPEICTB 3aIIUTHl WHPOPMAINHU, OOECIIEYMBAOIINE pPEATU3aAIUI0
TEXHUYECKUX MEep 3alUThl HH(popMaIum;

OTIpeNeNSIeTCsl CTPYKTYpa CHCTEMBI 3aIluThl HH(pOopMamu HH()OPMAITMOHHONW CHCTEMBI, BKIIFOYAs
cocTaB (KOJIMYECTBO) U MECTA pPa3MEIICHHUs €€ HIIEMEHTOB;

OCYILECTBIISICTCSI BHIOOP CPEACTB 3alUThl MH(OPMALMU, CEPTU(GULUPOBAHHBIX Ha COOTBETCTBHE
TpeOoBaHUSM 1O Oe30macHOCTH HWHPOPMALUU, C YYETOM HX CTOMMOCTH, COBMECTHMOCTH C
MH(POPMALMOHHBIMU TEXHOJIOTUSMHU U TEXHUYECKUMH CPeACTBaMH, PYHKIUN O€30MaCHOCTH 3TUX CPEACTB
U OCOOCHHOCTEH MX pealn3alny, a TaKkKe Kilacca 3allUIIeHHOCTH HH(POPMAITMOHHON CUCTEMBI;
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OTpeneNgioTcs TpeOOBaHUS K IMapaMeTpaM HACTPOWKU MPOrpaMMHOTO OOecredeHus, BKIoYast
IpOorpaMMHOE OoOecledeHne CPEeICTB 3alluThl MHYOpMAIK, 00ECIIEUUBAIOLINE PEATU3ALUI0 MEP 3aIUTHI
UHPOPMALINH, a TAKXKE YCTPAHEHUE BO3MOXKHBIX YSI3BUMOCTEH MH(POPMAIIMOHHON CHCTEMBI, IPUBOJISIINX
K BO3HMKHOBEHUIO yrpo3 0e30macHocTy HH(popMaumy;

OTIPENeNAIOTCA Mepbl 3aIIUThl MHPOPMAMK TPU WHPOPMALMOHHOM B3aMMOACUCTBUH C MHBIMU
UH(POPMALIMOHHBIMU CUCTEMAaMU U MH(OPMAIIMOHHO-TENEKOMMYHUKALIMOHHBIMU CETSAMH, B TOM YHUCIIE C
UH(POPMALIMOHHBIMA CHCTEMaMU YHOJHOMOYEHHOTO JIMIIA, a TaK)Ke MPH MPUMEHEHUU BBIYMCIUTEIBHBIX
pecypcoB (MOLTHOCTEH), IPEIOCTABISIEMbIX YIIOJIHOMOYEHHBIM JIMLIOM JJ1s1 00pabOoTKH MH(DOpMaIUH.

Pe3synbraThl NPOEKTUPOBAHUS CHCTEMBI 3aIIUTH WHGOpPMANUU HHPOPMAITMOHHOW CHUCTEMBI
OTPaXKAIOTCSI B TMPOCKTHOW JOKYMEHTAIMU (ICKU3HOM (TEXHHMYECKOM) MpoeKkTe W (Win) B pabodeid
JOKYMEHTAIlMM) Ha WHQOPMALMOHHYIO CHUCTeMY (CHCTEMY 3alMThl MH(pOpManuu HHGOPMAITMOHHON
cuctembl), paspabarbiBaeMbix ¢ yderom ['OCT 34.201 "Hudopmanumonnas texHonorus. Komruiekc
CTaH/IapTOB HAa aBTOMAaTU3UPOBAHHbBIE CUCTEMBl. BU/Ibl, KOMIUIEKTHOCTh U 0003HAUYEHUE JOKYMEHTOB IIPU
co3aHuu aBTomMatu3upoBaHHbIX cuctem" (nanee - TOCT 34.201).

[lpoexTHass mOKyMeHTanuss Ha WHPOPMALMOHHYIO CHCTeMy M (WJIH) €€ CHCTEMY 3alluTh
UHPOPMALIUU TOJIKAT COIVIACOBAHUIO C ONEPAaTOPOM HH(POPMALMOHHOW CHUCTEMBI B Cilydae, €ClIU OH
ONpPENEICH TAaKOBBIM B COOTBETCTBUM C 3aKOHOJATENbCTBOM Poccuiickoin ®Penepanum K MOMEHTY
OKOHYaHUs MPOEKTUPOBAHUS CUCTEMBI 3aLUThI HH(OPMAIMY UHPOPMALIMOHHON CUCTEMBI U HE SIBIISETCS
3aKa34MKOM JTaHHON MH()OPMAIIHOHHON CHCTEMBI.

[Ipu oTcyTcTBUM HEOOXOJUMBIX CPEICTB 3allUThl HH(OpManuM, CepTUPUIMPOBAHHBIX Ha
COOTBETCTBHE TPEOOBaHUSAM IO Oe30macHOCTH HH(OpPMAIMH, OpraHu3yeTcst pa3paboTka (mopaboTka)
CPEACTB 3allUThl HHPOPMALUU U UX CepTU(UKALUSI B COOTBETCTBUHU C 3aKOHOAATENBLCTBOM Poccuiickoit
®denepalii UM MPOU3BOJIUTCS KOPPEKTUPOBKA IMPOEKTHBIX PEUICHUH M0 MH(OPMALMOHHON CHUCTEME U
(unM) ee cucreme 3alUThl MHGOPMALMKU C Y4YeTOM (PYHKUIMOHAIbHBIX BO3MOXKHOCTEH MMEIOIIMXCS
cepTU(UIMPOBAHHBIX CPEICTB 3ALIUTHI HH(YOPMALIUH.

[Ipy  OpPOEKTHMPOBAHMU CHUCTEMBI  3AIIUTHl  MHPOpPMALUU  MHMOPMAIMOHHOW  CHUCTEMBI,
(YHKIIMOHMPOBaHME KOTOpPOW Tmpeamnosaraercs Ha 0Oa3ze HHPOPMAMOHHO-TEIEKOMMYHHUKAIIMOHHOMN
UHPPACTPYKTYphl IIEHTpa OOpabOTKM MaHHBIX, Ui OJIOKMPOBAHMS AaKTyaJbHBIX yrpo3 0€30MacHOCTH
uHbpopMalluu  MOTYT OBITh TNPUMEHEHBl  Mephl  3alIUThl  MH(POpPMallUW, pealu3yemble B
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHON HH(PPACTPYKType LIEHTpa 00pabOTKH JaHHBIX.

15.2. Pa3paboTka »SKCIUTyaTallMOHHOM JIOKyMEHTallMd Ha CHUCTEMY 3allluThl HHGMOpMaLUU
UH(POPMALIMOHHOM CHCTEMBI OCYILECTBIIETCSI B COOTBETCTBUU C TE€XHHYECKHUM 3aJlaHHMEM Ha CO3JaHue
MH(OPMALIMOHHON CUCTEMbl U (MJIM) TEXHUYECKUM 3aJaHheM (YacTHBIM TEXHHYECKUM 3aJJaHUEM) Ha
CO3JIaHME CUCTEMBI 3aLIUThI UH(HOPMAIIMY HHPOPMALIMOHHON CUCTEMBI.

OKcIlyaTalluOHHAs IOKyMEHTAalMs Ha CUCTEMY 3alIUThl HHPOpMAIMK HH(POPMAIIMOHHON CHCTEMBI
pazpabateiBaercst ¢ yuetoM ['OCT 34.601, 'OCT 34.201 u TOCT P 51624 u nomkHa B TOM 4HCIE
CoOJIepKaTh ONHCaHUE:

CTPYKTYPBI CUCTEMBI 3aIIUThl HHPOpMaIIUK HH(OPMAILIMOHHON CUCTEMBI;

COCTaBa, MECT YCTAHOBKHM, MapaMeTpoOB M MOPSAJIKa HACTPOMKHU CPEACTB 3alUThl MH(OpMalUH,
IPOTPaMMHOT0 00eCTIeueHHs U TEXHUUECKUX CPEJICTB;

MIPaBHJI HKCIUTyaTalliM CHUCTEMBI 3aIUThl HH(OpMaluu HHHOPMAITMOHHON CUCTEMBI.

Wndopmarys 06 M3MEHEHHSAX:
IIpuxazom @CTOK Poccuu om 15 ¢pespans 2017 2. N 27 6 nynkm 15.3 6Hecenvl usmeHeHus

Cm. mexkcm nynkma 6 npeovloyujeli peoaxkyuu
15.3. Ilpu MakeTHpOBaHUHM U TECTUPOBAHUHM CHUCTEMbI 3aIIUTHl MHPOPMALUU HMHPOPMALMOHHON
CHCTEMBI B TOM YHUCJIE€ OCYILECTBIIAIOTCS:
poBepKa pabOTOCIIOCOOHOCTH W COBMECTHMOCTH BBIOPAHHBIX CPEICTB 3alllUTHl MH(OpMaIuu c
MH(POPMALMOHHBIMU TEXHOJIOTHSIMUA U TEXHUYECKUMHU CPEACTBAMU;
NPOBEPKA BBINIOJIHEHUSI BEIOPAHHBIMU CPEICTBAMU 3aIUTHl WHpOpMALUU TPeOOBaHUI K cUCTEMe
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3a1UThl MHQOPMAIK HHPOPMALIMOHHON CUCTEMBI,

KOPPEKTUPOBKA NMPOEKTHBIX PEIICHNUH, pa3paOb0TaHHBIX IPH CO3aHUN HH()OPMALMOHHON CHCTEMBI
U (WIM) CHCTEMBI 3aIIUTHI THPOPMALUU HHOOPMAIIHOHHON CHCTEMBI.

MakeTnpoBaHue CHCTEMbI 3alIUThl HH(GOpManuu HHPOPMAIMOHHON CUCTEMBI U €€ TECTUPOBAHUE
MOXET TPOBOAUTHCS B TOM YHCIE€ C HWCHOJIb30BAHUEM CpPEACTB U METOJOB MOJEIMPOBAHUS
MH()OPMAIIMOHHBIX CUCTEM U TEXHOJIOTHI BUPTYaIU3aIHH.

BHe)lpe}me CHUCTEMbI 3allIUTHI I/IH(l)OpMaIII/II/I I/IH(I)OpMaIII/IOHHOﬁ CUCTEMBbI

16. Buenpenue cuctembl 3aliuThl HHGOpPMAIMK HHPOPMAIMOHHONW CHUCTEMBl OpraHU3yeTCs
obnamarenem nHpopmanuu (3aKa3YHKOM).

Buenpenue cucteMbl 3amuThl WHGOpMaMu HHMOPMALMOHHOM CHUCTEMBbl OCYIIECTBISIETCS B
COOTBETCTBUM C NPOEKTHOM M 3KCIUIyaTallMOHHOW JTOKyMEHTalWeHd Ha CUCTEMY 3allUThl MH(pOpMaLUU
MH(GOPMALIMOHHON CUCTEMBI U B TOM YHCJIE BKIIOYAET:

YCTAHOBKY M HACTPOMKY CPEACTB 3alIUTHI HH(OpMAIMK B UHPOPMALIMOHHONW CUCTEME;

pa3palboTKy JOKYMEHTOB, OMPENSSIONINX MpaBUia U MPOLEAYpPbl, pealu3yeMble ONepaTopoM s
obecrieueHus 3amuThl UHGOPMAIIMK B MHPOPMAIMOHHON CHCTEME B XOJI€ €€ JKCIUTyaTanuu (nanee -
OpraHU3aIMOHHO-PACTIOPSAUTENbHBIE JOKYMEHTHI 10 3aIIuTe HHPOpMaIum);

BHE/IPEHHE OPTaHU3AIMOHHBIX MEP 3alIUTHI HH(OPMAIIHH;

MpeBapUTENIbHbIC UCIIBITAHUS CUCTEMBI 3alIUTHI HH(POPMAIUU HHPOPMAIIIOHHON CUCTEMBI;

OTIBITHYIO SKCIUTYaTalluIO0 CUCTEMBI 3alIUTHI HH(POpMAUK HHPOPMALIMOHHONW CUCTEMBI;

aHaJINU3 yA3BUMOCTEH MH(OPMAIIMOHHON CHCTEMBI U MPHUHATHE Mep 3aIlUThl HHPOPMAIUU MO HX
YCTPaHEHUIO;

PUEMOYHBIE HCIIBITAHUS CUCTEMBI 3alUThl HH(POpMAIUK HH(OPMAIIMOHHON CHCTEMBI.

K BHenpeHuto cucrempl 3amuThl HMHGOpMAUU HHMOPMAIIMOHHOM CHUCTEMBI IPUBIIEKAETCS
oreparop MH(POPMALMOHHOM CHUCTEMBI B Cilyyae, €ClIM OH OINpeAeieH TaKOBbIM B COOTBETCTBHM C
3aKoHOAaTenbCcTBOM Poccuiickoit denepanu K MOMEHTY BHEIPEHHS CUCTEMBI 3alUThl MH(OpMaluu
UH(POPMALIMOHHOM CUCTEMBI U HE ABISETCA 3aKa3UMKOM JaHHOH MH(OPMAIIMOHHON CHUCTEMBI.

Wndhopmarust 06 n3MEHEHUSX:
Ilynxkm 16.1 uzmenen c 27 cenmsopsa 2019 e. - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloywyro pedaKyuio

16.1. YcraHoBKa M HacTpoWKa CpEACTB 3alUThl MHPOpMAIMM B HH(GOPMALMOHHON CHCTEME
JOJKHA TIPOBOJUTBCA B COOTBETCTBUM C OKCILTyaTallMOHHOM JOKYMEHTAllMel Ha CHCTEMY 3allMUThI
uH(popMaluu NHPOPMAIIMOHHOMN CUCTEMBI U JOKYMEHTAIME Ha Cpe/ICTBa 3alIUThl HHPOpMaIUH.

CpenctBa  3amThl  MH(OpManuu, ycTaHaBIMBaeMble B  HWH(OPMAIMOHHOM  CHUCTEME,
byHKIHOHUpPYOMIEH Ha 0aze MHPOPMAIMOHHO-TEIEKOMMYHUKAITMOHHOW HMH(PPACTPYKTYpPHI IIEHTPA
00pabOTKM JAaHHBIX, JOJDKHBI OBITh COBMECTUMBI MEXIY COOOW, a TakKe CO CpEeICTBAMH 3allUThI
uH(pOpMallii, YCTaHOBJIEHHBIMH B WMH(OPMAalMOHHO-TEJIEKOMMYHHKAIIMOHHON MH(PACTPYKType IeHTpa
00paboOTKU JaHHBIX.

16.2. PazpabarpiBaeMble  OpraHU3ANMOHHO-PACTIOPSIUTEIBHBIE  JOKYMEHTBI IO  3alUTe
uH(GOPMAIIUU JOJKHBI ONPEIENSTh MPaBUiIa U MPOIEAYPHI:

yIpaBieHUs (aIMUHUCTPUPOBAHUS) CUCTEMOM 3alTUTHI HHPOPMAIINA HHPOPMAITUOHHON CHCTEMBI;

BBISIBIICHUS] MHIMJIEHTOB (OJHOTO COOBITHS WM TPYIIBI COOBITHI), KOTOPbIE MOTYT HPUBECTH K
cO0sSM WIHM HapylIeHUI0 (QYHKIMOHMPOBAHUS HWH(OPMALMOHHOW CHUCTEMbl U (MJIM) K BO3HUKHOBEHHUIO
yrpo3 6e301macHOCTH HHpOpMaIUH (Jlaee - HHIUIEHTHI), U pearnpoBaHus Ha HUX;

yhpaBieHus] KOHGUTypalnuel aTTeCTOBAaHHOM HH(POPMAIMOHHON CHCTEMbl M CHCTEMbI 3aIIUThI
uHpopMauu HHPOPMAITMOHHON CHCTEMBI;

KOHTpPOJIT (MOHUTOPUHTA) 32 00ECTICUEHUEM YPOBHS 3aIIUIIEHHOCTH MH(GOPMAIINH, COJEPIKAIIEHCS
B MH(OPMALIMOHHON CUCTEME;
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3amMUThl MHGOPMAIMKM MPHU BBIBOJE W3 IKCIUTyaTalud HH(OPMAIIMOHHONW CHCTEMBI HIIM MOCTe
MIPUHATHS PEIICHUS 00 OKOHYaHUH 00pabOoTKH HHPOPMAIIUH.

16.3. TIpu BHepEHUH OPraHU3aLMOHHBIX MEp 3aIUTHl HH(POPMAITUN OCYIIECTBISIOTCS:

peanu3anys MpaBUJ pasrpaHUYEHUS JOCTYIA, PETIAMEHTUPYIOIUX IpaBa JOCTyNa CyObEKTOB
nocTtyna K oOBEKTaM JOCTyNa, W BBEICHHWE OTPAHMYCHUN Ha JCWCTBUS IOJIb30BATENICH, a TakkKe Ha
M3MEHEHHUE YCIOBUN JKCIUTyaTalluM, COCTaBa M KOH(MUTypaly TEXHUYECKUX CPEACTB U MPOTrPaMMHOIO
00eCIICUCHHS;

IIPOBEPKA MOJHOTHI U JETAIBHOCTU OIMCAHUS B OPraHU3allMIOHHO-PaCIOPAIUTEIbHBIX TOKYMEHTaX
10 3amuTe UHpOpPMAIMK JSHCTBUN NOJIB30BATENEeH U aAMUHUCTPATOPOB MH(POPMALMOHHON CHUCTEMBI 110
peaM3anuy OpraHu3aMOHHBIX MEp 3allUThl HH()OPMALIUY;

0TpabOTKa JEHCTBUM JOHKHOCTHBIX JIMIL M MOAPA3/IeICHUM, OTBETCTBEHHBIX 32 pealli3alhio Mep
3aIUThl HH()OPMALIUH.

16.4. IlpenBapuTenbHble UCIBITAHUS CHCTEMBI 3alIUTHl WHPOpPMAUK HHPOPMAITMOHHONW CHCTEMBI
npoBogstess ¢ yuetom [OCT 34.603 "HudopmauuoHHass TexHOJOTUs. Buasl ucnblTaHUi
aBToMatu3upoBaHHbix cucteM" (maiee - ['OCT 34.603) u BKIIOUAIOT MPOBEPKY PabOTOCTIOCOOHOCTH
CUCTEMBI 3alUThl HHGOPMAITUU HHPOPMAIIIOHHON CHCTEMBI, a TAKXKE MPUHSATUE PEUICHHS O BO3MOKHOCTH
OTIBITHOM AKCIUTyaTallil CUCTEMBI 3aIUThl HH(pOpMaIi HHPOPMAIIMOHHON CUCTEMBI.

16.5. OmbITHas HSKCIUTyaTallMsi CUCTEMbI 3allUThl MHPOpPMaLuu HHOOPMAIMOHHON CHCTEMBI
npoBogutcs ¢ yderom ['OCT 34.603 m BkIO4aeT NpoBEepKY (YHKIMOHHPOBAHUS CUCTEMBI 3aIUTHI
uH(popMaluu UHPOPMAIIMOHHON CHCTEMBI, B TOM YHUCIIE PEaTU30BAaHHBIX MEp 3alUThl MH(OpManuu, a
TaK)K€ TOTOBHOCTh MOJIb30BaTENIEH M aIMUHUCTPATOPOB K IKCIUTYaTAllUU CUCTEMBI 3aLUThl UHPOPMALUU
UH(GOPMAIIMOHHON CHUCTEMBI.

Undopmaris 06 n3MEHEHUAX:
Ipuxazom @CTIK Poccuu om 15 ghespans 2017 2. N 27 6 nynkm 16.6 Hecenvl uzmeHeHusl

Cm. mexkcm nyHkma 6 npeovloyujeli peoaxkyuu

16.6. Ananuz ysa3BuMocTeld HMHQOPMAIMOHHOM CHUCTEMBI MPOBOJUTCS B ILEJNAX OLEHKU
BO3MOKHOCTH NPEOJI0JICHUS HApYILIUTEIEM CUCTEMBI 3allUThl HH(OPMAIMK HH(OPMAIIMOHHON CUCTEMBI U
MPEIOTBPAIECHUS peain3alluu yrpo3 6€30macHOCTH HHPOPMAIIUH.

AHanu3 ya3BUMOCTEH HWH(POPMALMOHHOM CHCTEMBbl BKJIIOYAeT aHAJIU3 YA3BUMOCTEH CpeACTB
3alUThl UHHOPMALIUY, TEXHUYECKUX CPEJICTB U POrpaMMHOT0 obecriedeH sl THPOPMAaIlMOHHON CHCTEMBI.

[Tlpu aHanuze ysa3BUMOCTEH MH(POPMALMOHHOW CHCTEMBI INPOBEPSIETCS OTCYTCTBHE H3BECTHBIX
YSI3BUMOCTEH Cpe/CTB 3alllUThl HH(POPMALIUY, TEXHUYECKUX CPEJICTB U IPOIPaMMHOTO 00€CIeueH s, B TOM
Yucie ¢ y4eToM HHPOpMaliU, UMEIOIEecs y pa3paOb0TUYMKOB U MOTYYEHHOM U3 APYrHX OOILIET0CTYIHbIX
UCTOYHUKOB, NPAaBUJIBHOCTh YCTAHOBKM M HACTPOMKH CpPEICTB 3alUThl HWH(OpPMALUK, TEXHUYECKUX
CPEACTB U MPOrPaMMHOI0 00eCreyeHHs, a TakkKe KOPPEKTHOCTh pabOThl CPEACTB 3alUTHl HHPOPMALUU
IIPU UX B3aUMOJIEUCTBUU C TEXHUYECKHUMH CPEICTBAMU U MPOTPaMMHBIM 00€CIIEUEHHUEM.

B cnydae BbIsiBIeHHS yA3BUMOCTEH MH(POPMALIMOHHON CHCTEMBbI, TPUBOAALINX K BOSHUKHOBEHHIO
JOTIONTHUTEIBHBIX ~ yTpo3 0Oe30macHOCTH HMH(POpPMAIMK, MPOBOAUTCA YTOUYHEHHWE MOJENU  yrpo3
0e30macHOCTH MH(QOPMALMU W TMPH HEOOXOJUMMOCTH IMPUHUMAIOTCS JONOJHHUTEIbHbIE MEphl 3aIlUThI
uH(pOpMalliK, HaNpaBlI€HHblE Ha YCTpPAaHEHUE BBIBICHHBIX YA3BUMOCTEH WM HCKIIOYAIOIIHNe
BO3MO>KHOCTb MCIIOJIb30BaHMSI HAPYLIUTENIEM BBISIBICHHBIX YSI3BUMOCTEH.

[To pe3ynbraTam aHanu3a ysI3BUMOCTEH TOJKHO OBITH MOATBEP)KIEHO, YTO B MH(POPMAIMOHHOM
CHCTEME OTCYTCTBYIOT YSI3BUMOCTH, COJEpIKaIluecss B OaHKe JaHHBIX Yrpo3 0e30macHOCTH MH(POpMaIUU
OCTIK Poccum, a Takke B MHBIX MCTOUYHUKAX, WIM UX HCHOJIb30BaHUE (IKCIUTyaTallMs) HAPYIIUTEIEM
HEBO3MOJKHO.

16.7. IlpuemMouHblE HWCIBITAHUS CHUCTEMBI 3alTUThl WHGOPMAIMU WH(YOPMAITMOHHON CHUCTEMBI
npoBosaTcs ¢ yueroM ['OCT 34.603 u BKIIIOYAIOT MPOBEPKY BBHIIOIHEHUSI TPEOOBAHUI K CUCTEME 3aIIUTHI
UHpOpMaLUU HH()OPMALMOHHOW CHCTEMBbl B COOTBETCTBUM C TEXHHYECKMM 3aJJaHHEM Ha CO3JaHUE
WH(GOPMAIIMOHHONW CUCTEMBI W (WJIM) TEXHUYECKUM 3aJaHieM (YaCTHBIM TEXHHYECKUM 3aJ[aHUEM) Ha
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CO3J1aHME CUCTEMBI 3alUThl HH(OpMaIK HHPOPMALIMOHHON CUCTEMBI.
AtTecTanus HHGOPMALMOHHOM CUCTEeMbI H BBO/I €€ B JieificTBHe

Wndopmarius 06 H3MEHEHUSX:
Ilynkm 17 usmenen c 27 cenmsaops 2019 e. - [Ipuxaz @CTIK Poccuu om 28 masn 2019 2. N 106

Cm. npeovloyuyio peoakyuro

17. Atrecranms WHPOPMALMOHHOW CHCTEMBI OpraHusyercss oOnamateneM HWHPOpPMALUU
(3aKa34YMKOM) MJIM OIEpPaTOpOM M BKJIIOYAET MPOBEJCHUE KOMIUIEKCA OPTaHM3aLMOHHBIX U TEXHHYECKUX
MEpONPHUATHI (aTTECTALIMOHHBIX HCIBITAHUH), B PE3yJIbTaTe KOTOPBIX MOATBEP)KIACTCS COOTBETCTBUE
CHCTEeMBI 3alIUTHl HH(pOpMauy HHPOPMAITHOHHOM CHCTEMBI HACTOSIIUM TpeOoBaHUsM.

[IpoBeneHue aTTeCTAIMOHHBIX MCTBITAHUNA MH()OPMAIIMOHHOW CHCTEMBI TOJHKHOCTHBIMH JILIAMH
(paOOTHHKAMH), OCYIIECTBISIIOIIMMU IPOCKTUPOBaHWE W (WIM) BHEJAPEHUE CHCTEMBI 3allUThI
uHpopManru HHPOPMAITMOHHON CHCTEMBI, HE JOIYCKAeTCs.

17.1. B xauecTBe UCXOJHBIX JAHHBIX, HEOOXOIMMBIX JJIs aTTECTAllMU UH(POPMALIMOHHON CHUCTEMBI,
UCTIONIB3YIOTCS MOJENb yrpo3 OezomacHOCTH HWH(OpManuM, akT kKiaccupukanum uHOOPMAIMOHHOK
CHCTEMBbI, TEXHUYECKOE 3a/IaHHe Ha CO3AaHue MH()OPMAIMOHHON CUCTEMBI M (MJIM) TEXHHUYECKOE 3aaHue
(yacTHOE TEXHHWYECKOE 33JaHME€) Ha CO3/IaHUE CHUCTEMbI 3aIIUThl WHpoOpManuud WHOOPMAIIMOHHOK
CHCTEMbI, NpPOEKTHAs M OJKCIUIyaTallMOHHAs JOKYMEHTAllMsd Ha CHUCTEMY 3aIluThl HH(OpMaLuH
MH(POPMALIMOHHON CUCTEMBI, OPTaHU3AIMOHHO-PACIOPSAUTENbHBIE JOKYMEHTHI 10 3alIuTe HH(OpPMAIIHH,
pe3yNbTaThl aHaIM3a YSA3BUMOCTEH WHGOPMAIMOHHON CHCTEMbI, MaTepHajbl IpEIBAPUTEIbHBIX U
NPUEMOYHBIX HMCIBITAHUHA CHUCTEMBI 3aIIUTHI WH(pOpMAMKU WH(POPMAIMOHHON CHCTEMBI, a TaK)Ke WHBIE
JIOKYMEHTBI, pa3pabaTeiBaeMble B COOTBETCTBUH C HACTOSIIUMH TpeOOBaHUSAMH.

Wndhopmarrust 06 n3MEHEHUSX:
Ilynkm 17.2 uzmenen c 27 cenmsopsa 2019 e. - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloywyro pedaKyuio

17.2. Atrtectanus MH()OPMAIMOHHONW CHCTEMBI MPOBOJUTCS B COOTBETCTBUU C IPOrpamMMoil U
METOJIMKAaMU aTTECTAIIMOHHBIX UCIBITAHUHN 70 Hadajga 0O0paboTKu MHGOPMAILIMH, TOJJISKAIICH 3alUTe B
UHPOPMALIMOHHOM cucteMe. sl mpoBeaeHus aTTecTallud MHPOPMALMOHHOM CHUCTEMbI NMPHUMEHSIOTCS
HaI[MOHAJbHbIE CTAaHAAPTBI, a TaKXKE METOAMYECKHE JIOKYMEHTBI, pa3paOOTaHHbIE U YTBEPKIACHHbIE
OCTIK Poccun B cooTBeTcTBUHM ¢ noanyHkToMm 4 nyHkTta 8 [lomoxenus o denepanpHoil ciyx0e Mo
TEXHHUYECKOMY M SKCITIOPTHOMY KOHTPOJIIO, YTBEpKJIeHHOr0o Yka3zom [Ipesunenta Pocculickoit @enepanun
ot 16 aBrycra 2004 r. N 1085.

[To pemennto 3aka3dymka (omepaTopa) aTTeCTAlMOHHBIE WCIBITAHUS MOTYT OBITH COBMEIICHBI C
MPOBEJICHUEM MMPUEMOYHBIX UCTIBITAHUI HHPOPMAIIHOHHOW CHCTEMBI.

[To pesynpTaTam aTTECTAIMOHHBIX HCHBITAHUNA OMOPMIISIOTCS TPOTOKOJBI AaTTECTAI[MOHHBIX
UCIBITAaHUHM, 3aKIIIOYEHHE O COOTBETCTBUU HWH(OPMALIMOHHOW CHCTEMBI TpeOOBaHMSIM O 3alIUTe
uH(pOpMAIlMM W aTTeCTaT COOTBETCTBUS B CJIy4ae TIOJOXKHUTEIBHBIX PE3yNbTaTOB AaTTECTAIMOHHBIX
WCTIBITAHUIA.

[Ipu mnpoBeneHUM AaTTECTALIMOHHBIX HWCIBITAHUN JIOJDKHBI MPUMEHSTHCS CIEAYIOIINE METObI
MIPOBEPOK (HUCIIBITAHUM):

AKCIEPTHO-IOKYMEHTAIBHBIM METOA, NPEAYCMaTPUBAIOIIUNA IPOBEPKY COOTBETCTBUS CUCTEMBI
3amuTel  MHQOpMaNMK HMHQOPMAIIMOHHOM CHCTEMBl YCTAHOBJIEHHBIM TpeOOBaHHSIM IO 3alluTe
uHopMaluy, Ha OCHOBE OLICHKHU IKCIUTyaTallMOHHON JOKyMEHTaluH,
OpPraHU3aI[MOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB 10 3aliuTe HHpOpManuu, a Takke YCIOBHil
(GyHKIMOHUPOBAaHUS HH()OPMAIIMOHHON CUCTEMBI;

aHaJIN3 YSI3BUMOCTEH HH(POPMAIMOHHON CHCTEMBbI, B TOM YHKCI€ BBI3BAHHBIX HENPaBUIHLHON
HACTPONKOH (KOH(PHUTypHpOBaHUEM) ITPOrPAMMHOT0 00ECIICUEeHHUS i CPEICTB 3aIUThl HHPOpMaIuH;
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UCIIBITAHUS ~ CHUCTEMBI  3alUThl  WHGOPMAIMUM  TyTEM  OCYIIECTBJICHUS  TIOIBITOK
HECaHKIMOHMPOBAHHOTO JOCTyrna (BO3AEUCTBUA) K HH(POPMAIIMOHHON cucTeMe B 00XOJ €€ CHCTEMBI
3amUThl MHHOPMAIIUH.

17.3. [omyckaercss aTTecTansi WHOOPMAIMOHHOM CHCTEMBI Ha OCHOBE pE3YJIbTaTOB
aTTECTAllMOHHBIX  WCIBITAHUN  BBIJCIIGHHOTO Habopa CErMEHTOB HH(OPMAIIMOHHOW  CHCTEMBI,
pean3yIoNINX MOJIHYI0 TEXHOJIOTHI0 00paboTKU HH(OPMAaLIUU.

B sToM ciyuae pacpocTpaHEeHHE aTTecTaTa COOTBETCTBHS HA IPYTHE CErMEHTHI HH(POPMAITMOHHON
CUCTEMbl OCYIIECTBIIIETCS IPH YCIOBHM HMX COOTBETCTBUS CErMEHTaM HH()OPMAIIMOHHOM CHCTEMBI,
MPOLLIE/IINM aTTECTAIIMOHHBIC UCTIBITAaHUSI.

CerMeHT cuMTaeTcsi COOTBETCTBYIOIIMM CErMEHTY HH(GOPMAIMOHHON CHUCTEMBbI, B OTHOILECHUU
KOTOPOTO OBLIN MPOBEIEHBI aTTECTAIMOHHBIC HCIIBITAHUS, €CIIU JIJISl YKa3aHHBIX CErMEHTOB YCTaHOBIICHBI
OJIMHAKOBBIE KJIACCHl 3AIMIICHHOCTH, YrpO3bl 0€30MacHOCTH WH(OPMAIMU, PEaM30BaHbl OAMHAKOBBIE
MPOEKTHBIC PEIICHUS 110 HH(POPMAIIMOHHOW CUCTEME H €€ CHCTeME 3alUThl HH()OPMAIIHH.

CooTBEeTCTBHE CErMEHTa, Ha KOTOPBIA pPacHpOCTpaHSAETCs aTTecTaT COOTBETCTBUSA, CETMEHTY
WH(OPMAIIMOHHONW CHCTEMBI, B OTHOIIEHUU KOTOPOTO OBUTM MPOBEICHBI ATTECTAIIMOHHBIC HWCIIBITAHUS,
MOJATBEPXKIAETCS B XOJ€ MPUEMOYHBIX HCIBITAHUNA HMHMOPMAIIMOHHOM CHCTEMbl WJIM CETMEHTOB
UH(POPMALIMOHHON CUCTEMBI.

B cermenTax nHOpMalMOHHON CHCTEMBI, Ha KOTOPBIE PACIIPOCTPAHIETCS aTTECTaT COOTBETCTBHSI,
orepaTopoM obecneunBaeTcss COOJIOACHUE ODKCIUTyaTallMOHHONW JOKYMEHTAllMd Ha CHUCTEMY 3allUThI
uHpopMaluu HHPOPMAIIMOHHON CHUCTEMBI M OpPraHU3alMOHHO-PACIIOPSIUTENbHBIX JOKYMEHTOB IO
3amuTe HHPOPMAIIH.

OcoOenHocTy arrecTani UHGHOPMAIMOHHON CHUCTEMBbl Ha OCHOBE PE3yJbTAaTOB aTTECTAI[MOHHBIX
WCIIBITAHUN BBIJIEJICHHOTO HAa0Opa €€ CErMEHTOB, a TaKXe YCIOBUA W TIOPAIOK PACIPOCTPAHCHUS
aTTecTaTta COOTBETCTBHUS Ha IPYrHe CETMEHTHI MH(DOPMAIIMOHHONW CUCTEMBI OMPENEISIOTCS B MPOrpaMMe U
METO/IMKAX aTTECTAIIMOHHBIX UCTIIBITAHUM, 3aKTIOUYEHUU U aTTECTaTe COOTBETCTBUS.

Wndopmarys 06 W3MEHEHHSAX:
Ilynxkm 17.4 usmenen ¢ 27 cenmsops 2019 . - Ilpuxaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloyuyro pedaKyuio

17.4. ATTectaT COOTBETCTBUS BBIIAETCSI HA BECh CPOK IKCILIyaTallud UH()OPMAIIMOHHON CHUCTEMBI.
Onepatop (oOnamarens uHPOpMaNMMU) B XO0J€ OHKCIUTyaTalMd HHGOPMAIIMOHHOW CHUCTEMBI JIOJDKEH
o0ecreunBaTh MOAJIEPKKY COOTBETCTBUS CHUCTEMBI 3aIlUThl MH(OpPMAIMM aTTECTaTy COOTBETCTBUS B
paMKax peanu3ali MEpONpUATUH, IPEAYCMOTPEHHBIX TyHKTOM |8 HacTtosmux TpeboBaHU.

17.5. BBoxg B peiictBue HHGOPMAIMOHHONM CHUCTEMbI OCYILECTBJISETCS B COOTBETCTBUU C
3akoHojarenscTBoM Poccuiickoit @enepanuu o0 uHpopManuu, WHOOPMALMOHHBIX TEXHOJOTHUSAX U O
3amure uHPopmanuu u ¢ yauerom ['OCT 34.601 u npu HaIMYUK aTTecTaTa COOTBETCTBUSI.

Wudopmanust 06 U3MEHEHUIX:
Ilynxkm 17.6 usmenen c 27 cenmsops 2019 e. - [lpuxaz @CTIK Poccuu om 28 masn 2019 2. N 106

CMm. npedvloyuyro pedaKyuio

17.6. VudopmanonHuble cucTeMbl, (QYHKUHOHHpYIOIIME Ha 06a3ze o0meld HHPPACTPYKTYpPhI
(CpelnCcTB BBIYMCIMTENBHON TEXHHUKH, CEPBEPOB TEJIEKOMMYHUKALMOHHOTO O0OpYNOBaHMS) B KadecTBe
MPUKIIAIHBIX CEPBUCOB, MOJUIEkKAT aTTECTAIIMH B COCTaBE YKa3aHHON MH(PPACTPYKTYPBHI.

B ciydae eciu UH(POPMALMOHHAs cucrema co3aaercs Ha 6aze
MH(}OPMaLMOHHO-TEIEKOMM yYHUKAIIHOHHOM UH(QPaCTPYKTYpPbI LEHTpa o0paboTku JAHHBIX
YIIOJIHOMOYEHHOTO JIMIIA, TaKas UHPPACTPYKTypa HeHTpa 0OpabOTKH JaHHBIX JIOJKHA OBITH aTTeCTOBAaHA
Ha COOTBETCTBHE HAcCTOAIMUM TpeGoBaHUSIM.

[Tpu arrecTanuu MHPOPMALMOHHOW CHUCTEMBI JOJDKHBI MCHOJIB3YIOTCS# pe3yabTaThl aTTeCTAI[H
obmelt nHPpacTPyKTYyphI orepaTopa HHPOPMAITMOHHON CUCTEMBI.

Oobecnneuenue 3alIMThI I/IH(l)OpMaIII/II/I B X01€ KCIIyaTalluu aTTEeCTOBAHHOM HH(l)OpMﬁIIHOHHOfI
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CUCTEMbI

Wndopmarus 06 H3MEHEHHSX:
Ilynxkm 18 usmenen ¢ 27 cenmsobps 2019 e. - [Ipuxaz @CTIK Poccuu om 28 masn 2019 2. N 106

CMm. npedvloyuyro pedaKyuio

18. OOecneyenne 3ammThl WHGOPMAIMM B XOJE€ SKCIUTyaTallMd WH()OPMAIMOHHOW CHCTEMBI
JIOJDKHO  OCYIIECTBIIATBCS  ONEPAaTOPOM B COOTBETCTBHHM C OKCIUIyaTAal[MOHHOW JOKyMEHTAalHMed W
OpraHU3alMOHHO-PACTIOPSANTEIBHBIMU JTOKYMEHTAMH O 3aIIUTe MH(GOPMAIMU M BKIIOYATh CIEAYIOIINE
MEpOTIPHUATHS:

IUTAHUPOBAHUE MEPONPHUATHH 110 3a1uTe HHPOPMAIK B MHOOPMALIMOHHOH CUCTEME;

aHanu3 yrpo3 0ezomacHocTy HH(POpMaIUK B HH(POPMALIMOHHOHN CHCTEME;

yIpasieHue (aIMUHUCTPUPOBAHUE) CUCTEMOM 3aIUTHI HH(POPMAaIK HHPOPMAIIMOHHON CUCTEMBI;

yIpaBiieHue KOH(pUTypaueil nHHOpMAIIMOHHON CUCTEMBI U €€ CUCTEMOH 3aIuThl HH(pOpMaIumy;

pearnpoBaHKE HAa MHIUICHTHI,

uHpOopMHIpOBaHUE U 00yUeHHE NIepcoHata NHPOPMAMOHHON CUCTEMBI;

KOHTPOJIb 3a OOecleYeHHeM YpPOBHS 3aIMINEHHOCTH HHGOPMAILMH, COJAEpXKallelcss B
UH(POPMALIMOHHON CUCTEME.

Wudopmarus 06 H3MEHEHHSX:
Ilynxkm 18.1 usmenen ¢ 27 cenmsops 2019 . - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloywyro pedaKyuio

18.1. B xo1e muiaHUpOBaHUS MEPONPUATHI 10 3auuTe nHpOpMaAMK B MHPOPMAITMOHHON CUCTEME
OCYILECTBIISIOTCS:

onpezesieHue JIML, OTBETCTBEHHBIX 3a IUIAHUPOBAHWE M KOHTPOJb MEPONPHUATUN IO 3aluTe
uHpOpMaLUU B UHOOPMAIIIOHHON CHCTEME;

oTpeziesieHue JIML, OTBETCTBEHHBIX 32 BBISIBIICHNUE UHIMIEHTOB U pearnpoBaHNEe Ha HUX;

pa3paboTKa, yTBEp)KICHME M aKTyaJlu3alus IJIaHa MEpONpUATHIl Mo 3amuTe MHPOpPMALUU B
MH(OPMALIMOHHON CHCTEME;

OlpesielieHne TOpsIKa KOHTPOJISL BBIMOJHEHWS MEPONpPUATUH 10 O00eCHEeYeHHMI0 3alllUuThl
uH(popMaluu B ”HPOPMAITMOHHOHN cHCTEME, TPEAYCMOTPEHHBIX YTBEPKAEHHBIM IIJIAHOM.

[Tnan MeponpusATHii Mo 3amuTe HHPOPMALMK B HHPOPMALTMOHHONW CHCTEME YTBEpKIAaeTCs BMECTe
C TMpaBOBbIM AaKTOM OpraHa MWCIIOJIHUTEIbHOW BJIACTU O BBOJAE WH(OPMALIMOHHOW CHCTEMBI B
JKCIITyaTaluIo.

KoHTponb BBINOJHEHUS MEpONPUSATUH, NMPEAYCMOTPEHHBIX IUJIAHOM MEPOIPHUSATHI M0 3amure
uHpopMaMu B HMH(OPMAIIMOHHONW CHUCTEME, OCYIIECTBISETCS B CPOKH, OIpE/eIeHHBbIE YKa3aHHBIM
IUTAHOM.

Wudopmanust 06 U3MEHEHUIX:
Ilynxkm 18.2 usmenen c 27 cenmsops 2019 e. - [lpuxaz @CTIK Poccuu om 28 masn 2019 2. N 106

CMm. npedvioyuyro pedaKyuio

18.2. B xozxe ananu3a yrpo3 6e30macHOCTH HHpoOpManuy B UH(HOPMAIIMOHHON CUCTEME B XOJIe €€
9KCIUTyaTalliy OCYIIECTBIISIFOTCS:

BBISIBJICHHE, aHAJIN3 M YCTPAHEHUE YI3BUMOCTEH HH(POPMAITMOHHON CHCTEMBI;

aHaJIN3 U3MEHEHMsI yTpo3 Oe3omacHocT HHpOopMaluu B ”HPOPMAIIMOHHOM cUCTEME;

OLIEHKa BO3MOXXHBIX IIOCHEACTBUI peanu3alMd Yrpo3 O€30MacHOCTH HMH(pOpMaluu B
MH(}OPMaLIMOHHON CHCTEME.

[lepponu4HOCTE  TpPOBENEHUS  YKa3aHHBIX  pabOT  ompeienseTcs  OmepaTtopoM B
OpraHU3alMOHHO-PACHOPSAUTENBHBIX TOKYMEHTAX 110 3aIUTe HH(OPMALIHH.

Wndopmarus 06 H3MEHEHUSX:

Ilynkm 18.3 usmenen ¢ 27 cenmsops 2019 2. - Ilpuxaz @CTIK Poccuu om 28 mas 2019 2. N 106
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CMm. npedvloyuyro pedaKyuio

183. B xome ympaBiaeHus (aAMUHUCTPHPOBAHUS) CHUCTEMOM  3alUTHl  HHQPOPMAIMH
UH(POPMALIMOHHON CUCTEMBI OCYIIECTBISIFOTCS:

onpezesieHue JUI, OTBETCTBEHHBIX 3a YMHpaBlieHUE (aAMHUHHCTPUPOBAHUE) CHUCTEMOW 3allUThI
uHpOopMaru HHPOPMAITMOHHON CHCTEMBI;

yIpaBieHUE YYETHBIMU 3allMCAMHU IOJb30BaTeNell U MOJACpKAHHE B aKTyalbHOM COCTOSIHHH
NpaBUJI pa3rpaHUUYCHHs JOCTYIa B UH()OPMAIIMOHHON CHCTEME;

yIpaBieHUE CPpeACTBAMHU 3aIIUThl HHpOpMayu HHGOOPMALIMOHHONW CUCTEMBI;

ylpaBjieHue OOHOBJICHHSMHU MPOTPaMMHBIX M HPOTPaAMMHO-aNIapaTHBIX CPEICTB, B TOM YHCIE
CPEICTB 3alUThl HMH(OpPMALMHU, C YYETOM OCOOCHHOCTEH (YHKIIMOHUPOBAHUS HHPOPMAIIMOHHOM
CUCTEMBI;

[EHTPaIN30BaHHOE YIPaBJICHWE CHCTEMOH 3amuThl HHpopManuu HWHGOPMAIMOHHON CHUCTEMBI
(pu HEOOXOAMMOCTH);

MOHHUTOPHHT U aHAJIU3 3aPETUCTPUPOBAHHBIX COOBITUI B HH(DPOPMAILIMOHHON CHCTEME, CBSI3aHHBIX C
oOecrieyeHneM 0e30macHOCTH (J1anee - COOBITHSI 0€30I1aCHOCTH);

obecrnieueHre (QyHKIMOHUPOBAHUS CUCTEMBI 3alIUTHl HH(MOpMALUU UH()OPMALIMOHHONW CHUCTEMBI B
X0lle  ee  JKCIUIyaTaluu, BKJIOYasi ~ BEACHME  OKCIUIyaTallMOHHOM  JIOKyMEHTalUh U
OpraHU3aIMOHHO-PACTIOPSAIUTENBHBIX JOKYMEHTOB IO 3aIIUTe HHGOPMAIUH.

Undopmarist 06 n3MEHEHUAX:
Ilynkm 18.4 uzmenen c 27 cenmsaopsa 2019 e. - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloyuyro pedaKyuio

18.4. B xoxe ympaBieHus KoHpurypamueii mHOOPMAIIMOHHOW CHUCTEM M €€ CHCTEMBI 3alllUThI
UH(POPMALIUU OCYIIECTBISIOTCS:

oInpeziesieHue JIML, KOTOPbIM pa3pelleHbl JIeHCTBUS N0 BHECEHUIO U3MEHEHUN B KOHQUIypaluio
UH(POPMALIMOHHOM CUCTEMBI U €€ CUCTEMBI 3alUThl MH()OPMAIUH, U UX TOJIHOMOYH;

orpezesieHue KOMIIOHEHTOB MH(OPMAIIMOHHOM CHUCTEMBI U €€ CHUCTEMBbl 3alUThl MH(POpMAIHH,
HOJUIeXKAIMX HM3MEHEHHI0O B paMKax yIlpaBlieHUs KoHurypanuei (uneHTHdUKanus oObEKTOB
yhpaBieHUs: KoH(pUrypanueil): mporpaMMHO-anmnapaTHble, IporpaMMHbIE CPEJICTBA, BKIIOYas CpPEJICTBa
3alUTel MHGOpPMALMK, WX HACTPONKM U TPOTPaAMMHBIA KOJ, OHKCIUTyaTallMOHHAs TOKYMEHTAaIUs,
uHTepdelicel, paiipl 1 NHbIE KOMIOHEHTHI, OAJIEKALUE U3MEHEHUIO U KOHTPOJIIO;

ylpaBJIeHUE HM3MEHEHUSMH HH(OPMAIIMOHHOM CHCTEMBI M €€ CHUCTEMBl 3alIUThl MH(OpPMAIUH:
pa3zpaboTka mapaMeTpoB HACTPOMKH, 0OeCleYnBaIOINX 3alIUTy MUH(QOpPMAlUK, aHaJIU3 MOTEHLUUAIbHOIO
BO3/ICUCTBUS IUIAHUPYEMBIX H3MEHEHHH Ha obOecreueHue 3aliuThl MHPOpPMAaLUHU, CaHKIMOHHUPOBAHUE
BHECEHUS W3MEHEHHH B HMHPOPMAIMOHHYID CHCTEMY M €€ CHCTeMY 3allluThl HH(pOpMaIUH,
JOKYMEHTHUPOBAaHHE JIEHCTBUI 1O BHECEHUIO M3MEHEHMH B MH(OPMAIIMOHHYIO CHUCTEMY M COXpaHEHHE
JaHHBIX 00 U3MEHEHUSIX KOH(QUTYpallnH;

KOHTPOJIb JIEMCTBUI MO BHECEHUIO M3MEHEHHH B HMH(OPMAIMOHHYIO CHUCTEMY U €€ CHUCTEMY
3alUThl HH(OPMALIUH.

Peanu3oBanHbIe MpoLECCHl YIPaBICHUS U3MEHEHUSIMU MH()OPMAIIMOHHON CUCTEMBI U €€ CUCTEMBI
3alUThl  MH(OPMAalMU JODKHBI  BKJIIOYATh MPOLECChl TapaHTHUHHOIO U (MJIM) TEXHUYECKOTO
00CITy’)KUBaHUsI, B TOM YHUCIIE JUCTAHIIMOHHOTO (YaJ€HHOI0), MPOrpaMMHBIX M POTrpaMMHO-aIapaTHBIX
CPEJCTB, BKJIIOYas CpeACTBa 3allUThl HHQOpMaluy, THHOPMAITMOHHON CHCTEMBI.

Wndopmarys 06 M3MEHEHHSAX:

Tpebosanusi dononnenvt nynkmom 18.5 ¢ 27 cenmsabpsa 2019 . - Ilpuxaz @CTOK Poccuu om 28 mas
2019 2. N 106
18.5. B xone pearnpoBaHus Ha HHIUJECHTBI OCYIIECTBIISIOTCS:
oOHapyXeHHe M HIEHTH(UKALWsS HHIUACHTOB, B TOM 4YHCJIE€ OTKa30B B OOCIYXHBaHWUHU, COOEB
(mepe3arpy3ok) B pabOTe TEXHHYECKHX CPEIICTB, MPOTPAMMHOTO OOECHEYeHHUS] M CPEACTB 3alUThI
UHPOpPMALlMK, HApYIIEHUH NpaBWiI pa3TpaHUYCHHs JOCTYNaA, HEMPABOMEPHBIX JEHCTBHH 1O cOOpy
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uH(pOpMaIlMK, BHEAPEHUN BPEIOHOCHBIX KOMITBIOTEPHBIX MpOrpaMM (BUPYCOB) M HMHBIX COOBITHH,
MPUBOJISAIINX K BOSBHUKHOBEHUIO HHIIUICHTOB;

CBOCBPEMEHHOE HHPOPMHUPOBAHUE TIOJIH30BATEIISIMUA U aIMIHUCTPATOPAMH JIUIl, OTBETCTBEHHBIX 32
BBISIBJICHHE WHIUACHTOB M pearupoBaHHE Ha HUX, O BOZHUKHOBEHHWU HMHIMIECHTOB B MH()OPMAIIMOHHOM
CUCTEME;

aHAJIW3 UHUUICHTOB, B TOM YHCIE OIpeIeiIeHHe HCTOYHUKOB U TPUYMH BO3HUKHOBEHUS
MHIIUJICHTOB, a TAKXKE OLICHKA UX MOCIEACTBUN;

IUTAHUPOBAHKUE U MPHUHATHE MEpP MO YCTPAaHEHUIO MHIUACHTOB, B TOM YHCIIE IO BOCCTAHOBIICHUIO
nH(OPMAIIMOHHONW CHUCTEMBI M €€ CETMEHTOB B Cllydae OTKa3a B OOCIHY)KMBAaHWU WU IOCIEe COOEB,
YCTPAHEHUIO TMOCJEICTBUN HApYLUICHUS MPaBUJI pa3TpaHUYEHUs JOCTYIa, HEIMPABOMEPHBIX JEHCTBHI MO
coopy uH(popmanmK, BHEIPCHHUSI BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTrpaMM (BHPYCOB) U MHBIX COOBITHH,
MPUBOJISAIINX K BOSHUKHOBEHUIO UHIIUACHTOB;

MJIAHUPOBAHUE U MIPUHATHE MEP IO MPETOTBPAILICHUIO TOBTOPHOT'O BOSHUKHOBEHHUS MHIIHICHTOB.

Wuopmarus 06 H3MEHEHHSIX:

Tpebosanusi donoanenvt nynkmom 18.6 ¢ 27 cenmsaopsa 2019 e. - [Ipuxaz @CTIK Poccuu om 28 mas
2019 2. N 106

18.6. B xome wuHpopMHpoBaHHS U OOy4YeHHS TMEpCcOHaTa WH(OOPMAIIMOHHONW CHCTEMBI
OCYIIECTBISIOTCS:

UHPOPMHUPOBAHNE TIEpCOHANAa MH()OPMAIIMOHHONW CHUCTEMBI O TOSIBICHHH AaKTYaJbHBIX yrpo3ax
Oe3omacHOCTH UH(pOpMaILHH, O MpaBUIIax 0€30MaCHOM IKCIITyaTallui HHPOPMAIIMOHHON CHUCTEMBI;

JIOBEJICHWE J0 TepcoHana WHPOPMAIMOHHON CHUCTeMbl TpeOOBaHMU MO 3amiuTe WHpOpManuu, a
TaK)Ke MOJOKEHUH OpraHU3al[MOHHO-PACTOPATUTENHBIX TOKYMEHTOB 1O 3aliuTe HHGOPMAIIUU C YIETOM
BHECEHHBIX B HUX M3MEHEHHIA;

o0yuyeHHe mepcoHasla MH(OOPMAIIMOHHON CHUCTEMbI MpaBUJIaM SKCIUTyaTallud OTAEIbHBIX CPEICTB
3aluThl HH(OPMaLIUK;

NPOBE/IEHUE MPAKTUYECKUX 3aHATHH U TPEHUPOBOK C MEPCOHATIOM MH(OPMAIIMOHHON CUCTEMBI IO
0JIOKHPOBAHUIO YTPo3 0€30MacHOCTH MH(OPMALIMU U pearpoOBaHUIO HAa MHLIUJEHTHI;

KOHTPOJIb OCBEJIOMIIEHHOCTH IepcoHala MHPOPMALMOHHOW CHUCTEMbI 00 yrpo3ax 0e30macHOCTH
uH(OpMaIUK U yPOBHS 3HAHUHN TIEPCOHAJIA TI0 BOMPOCcaM 00eCIeYeHus 3alUThl HHPOPMAITIH.

[TepnouuHOCTb MPOBEEHUS MPAKTUUECKUX 3aHATUN U TPEHUPOBOK € MEPCOHATIOM, MEPONPUATHIHA
1o OOy4YEHUIO MEpCOHaja U KOHTPOIK OCBEIOMJIEHHOCTH NMEPCOHAa YCTaHaBJIMBAETCS ONEPaTopoM B
OpraHU3alMOHHO-PACHIOPSAUTENBHBIX JOKYMEHTaX M0 3aluTe HWHGOpMalUUd C Y4eTOM OCOOEHHOCTEH
(GyHKIIMOHUPOBaHUS HH(OPMALIMOHHON CUCTEMBI, HO HE pexe | pasa B Ba roja.

Wndopmarys 06 H3MEeHEHHSAX:

Tpebosanusi dononnenvt nynkmom 18.7 ¢ 27 cenmsabpsa 2019 e. - Ilpuxaz @CTOK Poccuu om 28 mas
2019 2. N 106

18.7. B xone KOHTpoJIsl 3a 0OecreyeHeM yPOBHS 3allUIIIEHHOCTH HH(POpMAINH, CoJepKalieics B
UH(POPMALIMOHHOM CUCTEME, OCYIIECTBISIIOTCA:

KOHTPOJIb (aHAJM3) 3aIMIIEHHOCTH MH(POPMAIUA C y4ETOM OCOOEHHOCTEH (DYHKIIMOHMPOBAHUS
UH(POPMALIMOHHOM CUCTEMBI,

aHAIN3 W OlEHKa (PYHKIMOHUPOBAHUS HMH(DPOPMALIMOHHOW CHCTEMbl U €€ CHCTEMBbl 3allUTh
UH(OPMaIIKK, BKIIIOYasi aHAJIM3 U YCTPAHEHUE YSI3BUMOCTEH M MHBIX HEIOCTATKOB B ()YHKIIMOHHMPOBAHUHU
CUCTEMBI 3alUThl THPOPMAIIUU HHPOPMAIIIOHHOM CHCTEMBI;

JOKYMEHTHPOBaHHE MPOLEAYP U Pe3yIbTaTOB KOHTPOJIS 32 00eCIIeYeHHEM YPOBHS 3alUIIEHHOCTH
uH(popMaluu, cofepxaiienics B ”HGOPMAIlMOHHON CHCTEME;

NPUHATHE peIIeHUs MO0 pe3yibTaraM KOHTPOJS 3a oOOecreueHHeM YpOBHS 3allMIIEHHOCTH
uHopmaruu, coxepxkameicss B WH(DOPMAIMOHHOW CHCTEME, O HEOOXOAMMOCTH JOpabOTKH
(MOZIepHM3ALIMHN) €€ CUCTEMBI 3aIIUThHI HH(POPMALIUH.

Kontpons 3a oOecrnedeHneM ypoBHsS 3alMIIEHHOCTH HWH(QOpPMaLUH, coAepxkalieiica B
UHPOPMALIMOHHOM CHUCTeMEe, NPOBOIUTCS OINEPaTOPOM CAMOCTOSTENFHO U (WIM) C TPHUBJICYCHUEM
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OpraHMW3aIi, UMEIONICH JHUIICH3UI0 Ha ACSITENbHOCTh MO TEXHUYECKOW 3amuTe KOH(UISHIMAaTbHON
uHpopmanuu.

[leproa9HOCTh TIPOBEIACHHSI KOHTPOJIS 32 00ECIeYeHHEM YPOBHSI 3alUINEHHOCTH HH(OPMAIIHH,
cojepxarieiicss B nHpopManmoHHO cructemMe 1 Kilacca 3allMINEHHOCTH, YCTAaHABJIMBACTCS OIEPAaTOPOM B
OpPTraHU3AIMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTaX IO 3aluTe HWHPOPMAIMM C Y4eTOM OCOOCHHOCTEH
GYHKIIMOHUPOBAHUS HH(DOPMAITMOHHOM CHUCTEMBI, HO HE peke 1 pa3a B roj.

[leproandHOCTh TIPOBEJACHHSI KOHTPOJIS 32 00ECIeYeHHEM YPOBHSI 3alUINEHHOCTH HH(OPMAIIHH,
cojepxainieiics B HMHPOPMAlMOHHBIX CHCTeMaX 2 W 3 KJIacCOB 3allUIICHHOCTH, YCTaHABIUBACTCS
OIEepaToOpOM B OPTaHU3AMMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTAX IO 3aliuTe WH(pOpMAIMH C Y4eTOM
0oco0eHHOCTeH (YHKIIMOHUPOBAHUS HH(POPMAITMOHHBIX CUCTEM, HO HE pexe 1 pa3a B 1Ba roja.

Oobecneuenue 3alUTHI HH(POPMALMHE NPH BHIBO/E U3 IKCILTYaTAIIMU ATTECTOBAHHOM
UH(GOPMAMOHHOM CHUCTEMbI HJIH T0OCJIe PUHATHS PellleHUus1 00 OKOHYAHUM 00pPadOTKH
uHpopmannu

19. OGecneuenue 3amuTbl HHGOpPMALMM TPU BBIBOJAE W3 OKCIUTyaTalldd AaTTECTOBAHHON
UH(POPMALMOHHON CHUCTEMBI WM IOCJTE MPHHATUS peHieHus 00 OKOHYaHUHM 00paboTKu HH(pOpManuu
OCYIIIECTBIISIETCS] OTIEPATOPOM B COOTBETCTBHH C IKCIUTYaTallMOHHOM TOKYMEHTAllUeH Ha CUCTEMY 3alllUThI
uHpopManuu WHPOPMALMOHHOW CHUCTEMBI M OPTraHU3AIMOHHO-PACHOPSAUTEIBHBIMA JOKYMEHTaMHU IIO
3amuTe HHPOPMAIMHU U B TOM YHUCJIEC BKIIIOYALT:

apXUBUPOBaHUE MHPOPMAIUH, COJIEpKAIIEICS B MH(POPMAIIMOHHOHN CUCTEME;

VHUUYTOXKEHUE (CTUpaHHe) MAaHHBIX M OCTATOYHOM HH(OpMANMM C MAIIMHHBIX HOCHUTENeH
uH(popMalnu U (MIM) YHUUTOKEHNE MAIIMHHBIX HOCUTENEeH HHpOpMaLnH.

19.1. ApxuBupoBaHHe HH(pOpPMALUHU, COAEpKalleiics B HMH(YOPMAIMOHHONW cUCTEME, JOJKHO
OCYIIECTBIISITHCS IMPU HEOOXOIUMOCTH JalbHEMIIEro HCHOJb30BaHUA HMH(OpPMAMM B JESTEIbHOCTH
oreparopa.

19.2. Vauuroxenue (CTUpaHUe) JAHHBIX W OCTATOYHOM HMH(OpPMAIUK C MAIIMHHBIX HOCUTEJCH
UHPOPMALUK TPOU3BOAMTCA TNPU HEOOXOAMMOCTH Tepeladd MAIIMHHOTO HOCHUTENs HWH(popMaluu
JIPYroMy IOJIb30BATEI0 HH(POPMAIIMOHHOM CHUCTEMBI WJIM B CTOPOHHHE OpraHU3aluu JUIsl PEMOHTA,
TEXHUYECKOT0 00CTYKMBAHUS WIN JaJbHEHUIIET0 YHUUTOXKEHUS.

[Ipu BbIBOAE U3 OKCIUTyaTalliM MalIMHHBIX HOCHUTENEH MHQpOpMaIlK, Ha KOTOPBIX
OCYILECTBIISUIMCh XpaHEeHHe U 00paboTka MHPOPMAIIUH, OCYIIECTBISIETCS (PU3NYECKOe YHUUTOXKEHUE ITUX
MAaIIMHHBIX HOCUTENEH HHPOpMAaIIIH.

I1I. TpeOGoBaHus K Mepam 3alMThHI HHPOPMALMH, coAepxkamieiics B HTHPOPMANMOHHON cUCcTeMe

20. OpraHu3aliOHHBIE ¥ TEXHWYECKHE MEphl 3aluThl HHQOpPMAaIUH, peaan3yeMble B
UHPOPMALIMOHHOM CHUCTEME B paMKax €€ CHUCTeMbl 3allluThl MHPOpPMAalM{, B 3aBUCUMOCTH OT YIrpo3
0e30macHOCTH UH(pOpMaInHy, UCTIOTB3YEMBIX WH(POPMAITMOHHBIX TEXHOJIOTHA 17§
CTPYKTYPHO-(DYHKITMOHAJIBHBIX XapaKTePUCTUK HHPOPMALIMOHHON CUCTEMBI JIOJKHBI 00€CTIeYnBaTh:

UACHTU(PUKAIMIO U ayTeHTU(PHUKALUIO CYyOBEKTOB JI0CTYIa U 0OBEKTOB JJOCTYIIA;

yIpaBJIeHUE JOCTYIIOM CyOBEKTOB JOCTYIa K 00BEKTaM JIOCTYTIa;

OTpaHUYEHUE MPOTPAMMHOMN CPEJIbI,

3alUTY MalIMHHBIX HOCUTENeH nHpopMaluu;

PETHCTpaIMIO COOBITHI 6€30MacHOCTH;

AQHTUBHUPYCHYIO 3aLINTY;

oOHapykeHHe (MPEOTBPAIICHHIE) BTOPKCHHU;

KOHTPOJIb (aHAJIN3) 3aIIUIIEHHOCTH HH(OpMaIH;
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[[EJIOCTHOCTh MH(POPMALMOHHOW CUCTEMBI U HH(OpMAIH;

JOCTYITHOCTh MH(OpMaIHH;

3aIUTY Cpelibl BUPTYAIN3allny;

3alIUTy TEXHUYECKUX CPEJICTB;

3aIUTy HHOOPMAIIMOHHON CHCTEMBI, €€ CPEICTB, CUCTEM CBS3H U Nepeayl JaHHbIX.

CoctraB Mmep 3amuThl MHGoOpManMM M HUX 0a30Bble HAOOPHI ISl COOTBETCTBYIOIIMX KJIACCOB
3alUIIEHHOCTH WH(POPMALIMOHHBIX CHCTEM MPUBEIEHBI B IpuiiokeHnn N 2 K HacTosAmmM TpeOoBaHUsIM.

20.1. Mepsl 10 uaeHTU(UKALUMU U ayTEeHTU(UKAIUK CYOBEKTOB JIOCTyNa U OOBEKTOB JOCTYIIA
JOJDKHBI  oOecreunBaTh TNPUCBOEGHHE CYOBEKTaM M OOBEKTaM JIOCTyNa YHUKAJbHOTO MpPU3HAKA
(umeHTH(UKATOPA), CPABHEHHE NPEIBABIIEMOr0 CyOBEKTOM (OOBEKTOM) JOCTymHa HIAeHTU(]HKAaTOpa ¢
IepeYHEM MPUCBOCHHBIX MACHTU(UKATOPOB, a TAKXKE MPOBEPKY MPHHAUICKHOCTH CYOBEKTY (OOBEKTY)
JIOCTYIIA MPEIbSABICHHOr0 UM HJIeHTU(UKaTOpa (IOATBEPHKIECHUE MTOITMHHOCTH).

20.2. Mepbl O yHOpaBICHUIO IOCTYIIOM CYOBEKTOB JOCTYHa K OOBEKTaM JIOCTyMa JOJDKHBI
o0ecreunBaTh YIpaBiI€HHUE IPaBaMU U IMPHUBHIETUAMHU CYOBEKTOB JOCTYIA, pa3rpaHUYEHHUE JOCTyIa
CyOBEKTOB JOCTyIa K 00BEKTaM JOCTyIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B MH()OPMAIIMOHHOMN
cucTeMe MpaBJl pa3rpaHUYEHUs JI0CTYIIA, a TAaKkKe 00eCreunBaTh KOHTPOJIb COOIIOICHHSI 3TUX MPaBUIL.

20.3. Mepsbl 110 OrpaHUYEHUIO MPOTPAMMHOM Cpezbl JOJKHBI 00ecreurBaTh YCTAHOBKY U (MJIM)
3allyCK TOJBKO pa3pelieHHOT0 K HCHOJIb30BAHHWIO B HMH()OPMALMOHHOW CHUCTEME MPOrpaMMHOIO
oOecrieyeHHsT WM HWCKII0YaTh BO3MOXXHOCTh YCTaHOBKM M (WJIM) 3alycKa 3alpelieHHOr0 K
UCIIOJIb30BaHUIO B MH(OPMAIIMOHHON CHCTEME TPOrPaMMHOI0 00ecieyeHusl.

20.4. Mepsl 1o 3amuTe MAIIMHHBIX HOcHTened mHpopMaruu (cpeacTtBa 0OpabOTKU (XpaHEHHS)
UHpOpPMAlLlMK, CbEMHbIE MAIMHHBIE HOCUTENM HH(POPMALMU) [TOJDKHBI MCKIIOYaTh BO3MOYKHOCTh
HECaHKIIMOHUPOBAHHOTO JJOCTYIA K MAITMHHBIM HOCHTEIISIM M XPaHSIICHCs: Ha HUX WH(POPMAIINH, a TAKKe
HECaHKIIMOHUPOBAHHOE UCIIOJIb30BaHNE ChEMHBIX MAIIMHHBIX HOCUTENEH HH(OpMaIHH.

20.5. Mepsl 1o peructpaiuu COOBITHII 0€30MacHOCTH JOJKHBI OOecrneunBaTh cOOp, 3aImuCh,
XpaHEHHE U 3alUTy MHPOPMALUU O COOBITHSX O€30MacHOCTH B MH()OPMAIMOHHOW CHUCTEME, a TaKXKe
BO3MOXXHOCTH IMPOCMOTPA U aHAIHM3a WHPOPMAIIMU O TAKUX COOBITHSAX U pearupoBaHHe Ha HUX.

20.6. Mepsbl 10 aHTUBHPYCHOM 3alllUTe JOJKHBI 00ecrieynBaTh OOHapyXeHHe B MHPOPMaIMOHHON
cHCTeMe KOMIBIOTEPHBIX NPOTpaMM JIMOO WHOW KOMITBIOTEPHOW MH(OpMAIUH, TMpeAHA3HAYCHHOW IS
HECaHKIIMOHUPOBAHHOTO YHMUYTOXEHHUS, OJIOKMPOBaHMs, MOAM(DUKALMHU, KOMUPOBAHUS KOMIBIOTEPHOMH
UHPOPMALMK WM HEWTpaJW3allMd CPEACTB 3allUThl WH(POpPMAIMK, a TakXKe pearnpoBaHHE Ha
oOHapy KeHHe ITHX MPOrpaMM U HH(POPMAIIHH.

20.7. Mepsl 1o oOHapykeHHIO (TMPEIOTBPAIICHUIO) BTOPKEHUN JODKHBI 00€CIeunBaTh
oOHapyxeHHe JAeHUCTBUII B HWHPOPMALMOHHOM CHCTeME, HAalpaBICHHBIX Ha IpeJIHaMEepeHHbIN
HECAaHKIIMOHUPOBAHHBIA JOCTYN K HWH(GOpPMAIWHU, CHelHaIbHbIE BO3JCHCTBUS Ha HWHGOPMAIMOHHYIO
cucreMy M (MiaM) MHGOpMAIUIO B LENAX ee J0ObIBaHMS, YHUUYTOXKEHHUS, UCKAXKEHUS U OJOKUPOBAHUS
JOCTyTa K HH(pOpMaInm, a TakyKe pearnpoBaHe Ha 3TH JICHCTBHSL.

20.8. Meppl 1m0 KOHTpOJIO (aHaIM3y) 3aLIMIIEHHOCTH HMH(OpPMAIMM JIOJDKHBI 00ecreuyuBaTh
KOHTPOJIb YPOBHS 3alIMIIEHHOCTH WH(OpMAIMH, COJepXKaimeiics B MHPOPMAIMOHHOW CHUCTEME, IyTeM
IPOBEIEHUS MEPOIIPUATUH 110 aHAIM3Y 3AIIUIIEHHOCTH MH(MOPMAIIMOHHONW CHUCTEMBI U TECTUPOBAHUIO €€
CHCTEMBI 3allIUTHl HH(OPMAIIHH.

20.9. Mepsl 110 oOecnieueHIo EeI0CTHOCTH WH(POPMALIMOHHON CUCTEMbI U MH(POPMAIIUHN JOJDKHBI
o0ecneunBath  OOHapykeHHe  (AKTOB  HECAHKIIMOHMPOBAHHOTO  HApPYIIEHHUS  ILIEJIOCTHOCTH
UHPOPMALIMOHHOM CUCTeMbl M cojepXalieiics B Hed UHPOpPMALUHU, a TakkKe BO3MOXKHOCTh
BOCCTAHOBJIEHHSI HH(POPMAIIMOHHOM CUCTEMBI U CoJieprKallieiicst B Hel nH(popMaluu.

20.10. Mepbl 1o OOECNEYEHUIO JOCTYIMHOCTH HMHPOpPMALMU  JOJDKHBI  oOecrednBaTh
aBTOPU30BAHHBIA JIOCTYN MOJb30BAaTE]IECH, MMEIOUIMX IpaBa IO TAaKOMy JAOCTyNy, K HHQOpMaIuH,
cojepxamieiics B~ MHPOPMALMOHHOM  CHUCTeMEe, B  LITaTHOM peXHME  (YHKIIMOHUPOBAHUSA
UH()OPMAITMOHHOM CHCTEMBI.

20.11. Mepsl 1o 3ammre cpelbl BUPTyaJU3alUU JODKHBI MCKIHOYAaTh HECAHKLMOHMPOBAHHBIN
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noctyn K wuHpopManuu, o0pabaTbiBaeMOil B BUPTYalbHOH HH(MPACTPYKTYype, M K KOMIIOHEHTaM
BUPTYaIbHONU MH(PACTPYKTYpPHI, a TAaKXKE BO3JCHCTBUE Ha MHPOPMAIMIO U KOMIOHEHTHI, B TOM YHCIIE K
CpeACTBaM  YNPABJICHUS  BHUPTYAIbHOM  MH(PPACTPYKTYpOH, MOHHUTOPY BHUPTYaJbHBIX  MAalluH
(runepBU30py), CHUCTEME XpaHEHHs MJaHHBIX (BKJIIOYas CUCTEMY XpaHeHHs 00pa3oB BHUPTYaJbHOM
UHPPACTPYKTYpPbI), CETH TNepeladd JaHHbIX Yepe3 dJIEMEHThl BUPTYaJbHOH WM  (pusnueckon
UH(GPACTPYKTYphl, TOCTEBBIM OMNEPALMOHHBIM CHUCTEMaM, BHUPTyaJlbHbIM MalIMHAM (KOHTEilHepam),
CUCTEME M CETH pEIUIMKAllM{, TEPMUHAIbHBIM U BHUPTYaJbHBIM YCTPOHCTBAM, a TaKXKE€ CHUCTEME
pPE3epPBHOrO KOMMPOBAHUS U CO3/1aBAEMBIM €10 KOTIHSIM.

20.12. Mepbl 10 3alUTE TEXHUYECKUX CPEICTB JOJDKHBI HCKIIIOYATh HECAHKLIMOHUPOBAHHBIN
JOCTYN K CTallMOHApHBIM TEXHUYECKUM CpelICcTBaM, oOpalaThIBarOIMM HHGOPMAIUIO, CPE/ICTBaM,
obecnieunBarOUM (YHKITMOHUPOBAHHE WH(POPMAIIMOHHON CHUCTEMBI (Jajiee - CpelCcTBa OOecTeueHUs
(GYHKIIMOHUPOBAHUS), M B TIOMEIICHUS, B KOTOPHIX OHU MOCTOSHHO PACIOJIO0XKEHBI, 3alIUTY TEXHUYECKUX
CpPEACTB OT BHEIIHWX BO3JCHCTBHMIA, a TakXke 3aIluTy WHGOPMAIMK, TMPEICTaBICHHOH B BHIE
MH(OPMATUBHBIX NEKTPUUECKIX CUTHATIOB U (PU3MUECKUX TOJIEH.

20.13. Mepbl mo 3ammre WHPOPMAITMOHHON CHUCTEMBI, €€ CPEICTB, CUCTEM CBS3U W Tepeaadu
JTAHHBIX JTOJKHBI OOECIeunBaTh 3alIUTy UH(POPMALIMK TIPU B3aUMOCHCTBUM MH(GOPMAIIMOHHON CHCTEMBI
WIH ee OTJIEJIbHBIX CErMEHTOB c UHBIMU MH(OpMaMOHHBIMU CHCTEMaMH u
UH(OPMAIIMOHHO-TEIEKOMMYHUKAIIUOHHBIMI ~ CETSIMU  TOCPEJICTBOM  MPUMEHEHHUS]  apPXUTEKTYpPHI
MH(POPMALMOHHON CHCTEMBI, MPOEKTHBIX PEIICHH 0 €€ CHCTEME 3alIUThl HH(POPMAIIUU, HAIPaBICHHBIX
Ha o0ecreueHue 3auThl HHPOPMAIUH.

21. Beibop mMep 3ammThl HHPOPMAIUH 7S MX peaau3alii B HH)OPMAITMOHHON CHUCTEME B paMKax
€€ CHCTEMBI 3aIUThl HTHPOPMAIIMH BKITIOYAET:

ompenenenue 0a3oBoro Habopa Mep 3amUThl HWHGOPMAIMM JUIS YCTaHOBIIEHHOTO KJlacca
3alIUIIEHHOCTH HMH(OPMAIIMOHHONM CHCTEMBl B COOTBETCTBMM C 0a30BBIMM HabOpamMH Mep 3allluThl
uH(pOopMalnu, NpUBEJECHHBIMU B nipuiiockeHnn N 2 k HacTosmuM TpeboBaHusIM;

ajantanMio  6azoBoro  Habopa  Mep  3amMThl  MHGOpPMAlMM  NPUMEHUTENIBHO K
CTPYKTYpHO-(DYHKIIMOHAJIIBHBIM ~ XapaKTEPUCTUKaM HH(OPMALMOHHONW CHCTEMbI, HH(QOPMAIIMOHHBIM
TEXHOJIOTUSIM, OCOOCHHOCTAM (DYHKIIMOHUPOBaHUS HMH(POPMALMOHHOW CHUCTEMbl (B TOM 4HCIE
IpelyCMaTPUBAIOLIYI0 HCKIIOYeHHEe U3 0a3oBoro Habopa Mep 3aliuThl UHGOpMaluu  Mep,
HEMOCPEJCTBEHHO CBS3aHHBIX C WHGOPMALMOHHBIMM TEXHOJOTMSIMH, HE HCIOJIb3YEeMbIMH B
MH(QOPMALIMOHHOM  CHCTEME, WJIH  CTPYKTypHO-(QYHKIIMOHAJIbHBIMU  XapaKTEpPUCTUKaMH,  HeE
CBOWCTBEHHBIMH HH(OPMAIIMOHHOH cucTeMe);

YTOYHEHHE aJalTUPOBAHHOrO 0a30Boro Habopa Mep 3amuThl MHGOPMALMU C Y4YETOM HE
BBIOpaHHBIX paHee Mep 3aluThl WHGOpPMAIMU, NPUBEACHHBIX B TNpuiokeHnn N 2 K HACTOALIUM
TpebGoBanusiM, B pe3ylbTaTe 4YEro OMPENENSIIOTCS Mepbl 3allUThl HHQOpMAalMH, 00ecredrBaroe
OoKMpoBaHKE (HEHTpaIM3aLMIO) BceX yrpo3 06e30macHOCTH MH(POPMALUH, BKIIOYEHHBIX B MOJIENb YIPO3
0e30MmacHOCTH UH(pOpMaIIHH;

JIOTIOJTHEHWE YTOYHEHHOI'O aJalTHpPOBaHHOrO 0a30Boro Habopa Mep 3aIiuThl HH(OpMAIUH
MepaMiy, o0ecreYrBarOIINMHU BBIITOJIHEHUE TPeOOBaHUH 0 3amuTe HHGOPMAIUH, YCTAHOBIEHHBIMUA HHBIMU
HOPMAaTUBHBIMU MPABOBBIMU AaKTaMH B OOJIACTH 3aIlUTHl MHPOPMALIUU, B TOM YHCJIE B OOJACTU 3alUTHI
NEPCOHAIbHBIX JaHHbBIX.

Jns BeIOOpa Mep 3amuThl HMH(OpMAIMHM Ui COOTBETCTBYIOLIETO KJlacca 3allUIEHHOCTH
MH(OPMALIMOHHON CHCTEMBI IPUMEHSIOTCS METO/INYEeCKe JJOKYMEHTHI, pa3pa00TaHHbIe U YTBEPKACHHbIE
OCTIK Poccun B cooTBeTcTBUH ¢ noanyHkTom 4 nyakTta 8 [lomoxenus o denepanbHoil ciyx0e Mo
TEXHHUYECKOMY U SKCITIOPTHOMY KOHTPOJIIO, YTBEpKJIeHHOr0 YKka3zom [Ipesunenta Poccuiickoit @enepanun
ot 16 aBrycra 2004 r. N 1085.

22. B uH}OpManMOHHOW CHCTEME COOTBETCTBYIOIIETO Kiacca 3allUIEHHOCTH B paMKaxX ee
CHCTEMBI 3aIIUTHl HHPOPMALIUU JTOJDKHBI OBITH pealn30BaHbl MEPHI 3aIUTHl HHPOPMALIUHU, BEIOpAaHHBIE B
COOTBETCTBUM C TMyHKTOM 21  Hacrosmux TpeboBanmii wu  oOecrieuynBamoIKe OJIOKUPOBAHHUE
(HeHWTpaIM3aInio) BceX yrpo3 6e30macHOCTH HH(OPMALIUH.
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[Ipu »TOM B HHDOPMAIMOHHONH CHCTEME JOJDKEH OBbITh, Kak MHHHMYM, pEalu30BaH
aJanTUPOBaHHBIA 0a30BbIi HAOOpP Mep 3amUThl MHMOPMAIMHM, COOTBETCTBYIOLIUI YCTaHOBJICHHOMY
KJIacCy 3alUIIEHHOCTH HH(OPMAIIMOHHON CUCTEMBI.

Wndopmarus 06 H3MEHEHHSX:

Tpebosanusi donoanenvt nynkmom 22.1 ¢ 27 cenmsaopsa 2019 e. - [Ipuxaz @CTIK Poccuu om 28 mas
2019 2. N 106

22.1. B ciydae eciu MEpbl  3alUThI uHpOpMaLnH, pean30BaHHbIE B
nH(}OPMaILMOHHO-TEIEKOMM YHUKAIIMOHHON UH(pacTpyKType 1HeHTpa 00pabOTKM AaHHBIX, 00ECIECUUBAIOT
OJlokupoBaHHe Yrpo3 Oe3omacHOCTH WHQPOPMAIUH, aKTyalbHBIX s (DYHKIIMOHUPYIOIICH Ha ero 0ase
MH(GOPMALIMOHHON CHUCTEMBbI, MPHUHATHE JOMOJHUTEIbHBIX Mep 3aluThl HHGOpPMALMM B JaHHOU
UH(POPMALIMOHHON cucTeMe He Tpedyercs. [Ipr 3TOM MOTHOMOYHS B YaCTH 3aIIUTHI HHPOPMALIUHU TOJIKHBI
OBITh  pacmpeleieHbl  MEXIy  omepaTopoM  HMH(DOPMALIMOHHOW  CHCTEMBI U OMEpaTOpOM
UH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHONW MHPPACTPYKTYPHI LIEHTPa 0OPaOOTKH TaHHBIX.

23. Ilpu HEBO3MOXKHOCTH peanu3alii B MHPOPMAIIMOHHOM cHCTeMe B PaMKaX €€ CUCTEMbI 3alUThI
MH(POPMAILIUU OTJIEIBHBIX BEIOPAHHBIX MEp 3aIIUTHl HH(GOPMAIMK HA dTanax afanrtanud 6a30Boro Habopa
Mep 3amuThl WHGOPMAlMKU WJIM YTOYHEHHUS aJalTUPOBAHHOTO 0a30Boro Habopa Mep 3alllUThI
UHPOpPMALUM MOTYT pa3palbaThIBaThCsl HHBIE (KOMIICHCHUPYIOIIME) MEphl 3allUThl WH(GOpPMAIHNH,
o0ecrnieunBaroIIne afeKBaTHOE OJIOKUpOBaHKe (HEHTpaIn3aIuio) yrpo3 6€30macHoCTH HH()OPMALIHH.

B stom ciyuae B xo71e pa3pabOTKH CHUCTEMBI 3aIIUTHl WH(pOpMAMKH HHOOPMAIIIOHHONW CHCTEMBI
JOJKHO OBITH MPOBENECHO OOOCHOBaHHE MPUMEHEHHS KOMIICHCUPYIOIIMX Mep 3alluThl MH(OpMAaluU, a
IPY aTTECTAIIMOHHBIX UCIIBITAHUAX OIIEHEHA JIOCTATOYHOCTh U aJIEKBATHOCTH JaHHBIX KOMIIEHCHUPYIOIIHX
Mep Uit OJIOKHpPOBaHUS (HEHTpalu3aluu) yrpo3 6e30macHocTd HH(OOPMALIUH.

24. Mepsl 3amuThl WH(GOPMAIMKA BHIOUPAIOTCS U PEANHU3YIOTCS B MH(QOPMAIIMOHHOW CHUCTEME B
paMKax ee CHCTeMbI 3allUThl HHPOPMALIUU C YIETOM yrpo3 0e30MacHOCTH MH(POPMALUU TPUMEHUTETBHO
KO BCEM 00BEKTaM U CyOBEKTaM JIOCTYIIa Ha anmapaTHOM, CHCTEMHOM, IPUKJIQJHOM U CETEBOM YPOBHSX, B
TOM YHCJIE B CPeJie BUPTyAIU3AIHH U OOJAYHBIX BEIUMCICHHM.

Undhopmarrust 06 n3MEHEHUSX:
Ipukazom @CTIK Poccuu om 15 ¢hespans 2017 2. N 27 nynxkm 25 uznodtcer 6 HO80U pedaxKyuu

Cm. mexkcm nyHkma 6 npeovioyujeli peoaxyuu

25. Opra#uzallMOHHBIE MEphl U CPEACTBAa 3allUThl HMHQPOpPMALUM, TPUMEHSIEMbIE B
uH(OPMAIIMOHHON CHCTEME, TOJKHBI 00eCTIeYnBaTh:

B MH(GOPMAIMOHHBIX CHUCTEMax | Kjacca 3alllMIIEHHOCTH - 3allUTy OT YIrpo3 Oe30MacHOCTH
uH(pOpMaIINH, CBI3aHHBIX C IEHCTBUSMHU HAPYIIUTENIEH ¢ BRICOKUM MOTEHIIATIOM;

B MH(GOPMAIMOHHBIX CHUCTEMax 2 Kjacca 3alllMIIEHHOCTH - 3allUTy OT YIrpo3 Oe30MacHOCTH
uH(pOpPMAaIIH, CBI3aHHBIX C IEUCTBUSIMH HAPYIIUTENEH ¢ MOTEHIIMAJIOM HE HIDKE YCUIIEHHOTO 0a30BOT0;

B MHGOPMAIMOHHBIX CHUCTEMax 3 Kjacca 3allUIIEeHHOCTH - 3allUTy OT Yrpo3 Oe30MacHOCTH
uH(pOpMAaIINH, CBI3aHHBIX C IEHCTBUSMU HAPYIIUTENEH ¢ TOTEHIIMAIOM He HIKe 6a30BOTO.

[ToreHman HapymuTenend OmpenessieTcss B X0/I€ OUEHKH MX BO3MOXKHOCTEH, MPOBOJMMON IMpH
ompefieieHuu yrpo3 0e30MacHOCTH HWHQPOpPMAIMK B COOTBETCTBUU C MYHKTOM [4.3 HACTOSIIMX
TpebGoBanuii.

OneparopoM MOXKET OBITh MPHHITO pEIIEHHE O MPUMEHEHHH B HH(POPMAIIMOHHON CHCTEMe
COOTBETCTBYIOILIETO KJacca 3alUIIEHHOCTH Mep 3alluThl MHpopManuu, o0ecrneynBaroluX 3allUTy OT
yrpo3 6e3onacHocTH HHGOPMAIUH, peATH3yeMbIX HAPYIIUTEISIMU ¢ 00Jiee BEICOKUM MOTEHIIUATIOM.

Wudopmanust 06 U3MEHEHUIX:
Ilynkm 26 usmenen c 1 saneapa 2021 e. - Ilpuxkaz @CTIK Poccuu om 28 masa 2019 2. N 106

CMm. npedvloywyro pedaKyuio
26. TexHuueckue Mephl 3alIUTHl HHPOPMALUN PEATH3YIOTCS MTOCPEIICTBOM NMPUMEHEHUSI CPEICTB
3aIIUTHl HHGOPMAIMH, B TOM YHCJIE IMPOrPaMMHBIX (IIPOTpaMMHO-ANIapaTHBIX) CPEICTB, B KOTOPHIX OHU
peanu30BaHbl, UMEIOIKX Heo0XoauMble (yHKIMK O6e3omacHoCcTh. [lpu aToMm:
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B HMH(QOPMALMOHHBIX CHCTeMax | Kiacca 3allUIIEHHOCTH TPHUMEHSIOTCS CPEICTBA 3allUThI
UH(pOpMaLIMU He HIKE 4 Kiacca, a TAaKXKe CPECTBA BEIUMCIINTENILHOM TEXHUKU HE HIDKE 5 Kiacca;

B HMH(QOPMALMOHHBIX CHUCTEMax 2 Kjacca 3allUIIEHHOCTH IPHUMEHSIOTCS CPEICTBa 3allUThI
UH(pOPMALIMU HE HIDKE 5 KJlacca, a TAaKXKe CPeCTBA BEIUMCINTEIbHOW TEXHUKU HE HIDKE 5 Kiacca;

B HMH(QOPMALMOHHBIX CHCTEMax 3 Kjacca 3allUIIEHHOCTH TNPUMEHSIOTCS CpEACTBA 3aIIUTHI
uHpopmanuu 6 Kiacca, a TAaK)Ke CpeACTBA BBIYMCIUTEIbHON TEXHUKH HE HIXKeE 5 Kilacca.

B undpopmanmoHHbIX cucremax | Kilacca 3alIMIIEHHOCTH MPHUMEHSIOTCS CepTU(UIIMPOBAHHbIC
CpeACTBa 3alUThl MH(POPMALMU, COOTBETCTBYMOLIME 4 WM Oojee BBHICOKOMY YpOBHIO jaoBepus. B
MH(POPMALIMOHHBIX CHCTEMax 2 Kjacca 3allUIIEHHOCTH NPUMEHSIOTCS CepTH(PHIHMPOBAHHBIE CPEICTBA
3alUThl HH(OPMALMK, COOTBETCTBYIOIINE 5 WM 00Jee BEBICOKOMY YPOBHIO J0BepHs. B MHpOpMamoHHbIX
cucTeMax 3 KJjlacca 3allUIIeHHOCTH IPUMEHSIOTCS CepTH(GHUIMPOBAHHBIE CPEICTBA 3AIUTHI HH(OPMAIINH,
COOTBETCTBYIOLIME 6 UK 00JIee BEHICOKOMY YPOBHIO JJOBEPHUSI.

Knaccel 3a1uTel 1 YpOBHU JOBEPUS OIPEIEISIFOTCS B COOTBETCTBUU C HOPMATUBHBIMU IIPAaBOBBIMU
aktamu OCTOK Poccum, m3maHHbIMH B COOTBETCTBUU C mojnyHktoMm 13.1 nmynkra 8 Ilomoxkenus o
@enepalibHON  cly’)K0€ MO TEXHUYECKOMY M OSKCIOPTHOMY KOHTPOJIO, YTBEPKICHHOrO YKazom
[Ipe3sunenrta Poccuiickoit @enepanuu ot 16 asrycra 2004 r. N 1085.

B wuHopMammoHHBIX ~ cHCTEMax ~ NPUMEHSIOTCS  CpPEACTBAa  3alUTHl  WMH(POpPMALNH,
CepTU(UIMPOBAHHBIE Ha COOTBETCTBHE O00s3aTENbHBIM TPEeOOBAHUAM IO OE30MACHOCTH HH(pOpPMALUH,
ycraHoBieHHbIM DCTOK Poccum, wim Ha cOOTBETCTBUE TpPEOOBAHUAM, YKa3aHHbIM B TEXHUYECKHUX
yclnoBUAX (3agaHMsX 1o Oe3omacHocTH). Ilpu 3ToM (yHKIMM 0€30HAaCHOCTH TaKUX CPEACTB JOJKHBI
o0OecnieunBaTh BBIIIOJHEHUE HACTOSAIIUX TpeOoBaHUM.

Wuopmarus 06 H3MEHEHHSX:

Tpebosanusi oonoanenvt nynkmom 26.1 ¢ 27 cenmsaopsa 2019 e. - [Ipuxaz @CTIK Poccuu om 28 mas
2019 2. N 106
26.1. Tlpym TpOEKTUPOBAHHHM BHOBH CO3/1aBAEMBIX WJIM MOJEPHU3HPYEMBIX HH(OPMAIIMOHHBIX
CHCTEM, HMEIOIIMUX JOCTYNl K HMH()OPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHONH cetu "MHTepHeT", HOIKHBI
BHIOMPATHCS. MAPLIPYTH3aTOPHI , CePTH(DHUIMPOBAHHBIE HA COOTBETCTBHE TPEOOBAHHSM IO GE30IIACHOCTH
UHpOpMaLIKK (B YaCTH pealu30BaHHbIX B HUX (YHKLMI 0€301MacHOCTH).

2
ITynkr 4 rtnaser Il Krnaccupukanmmum cpeacTB HporpaMMHOTO, TEXHHYECKOTO oOecredeHHs, paboT M yCiyr

(mpunoxxenne N 2 k MeToanMYecKHMM YKa3aHUSIM II0 OCYIIECTBIICHHIO ydeTa HH(OPMALMOHHBIX CHUCTEM M KOMIIOHEHTOB
MH()OPMALMOHHO-TEIEKOMMYHHKAIIMOHHON HH(PPACTPYKTYpPbl, YTBEPXkKICHHBIM IprukazoM MunkomMcssizu Poccun ot 31 wmas
2013 r. N 127).

Wndopmarys 06 M3MEHEHHSX:
IIpuxazom @CTOK Poccuu om 15 ¢pespans 2017 2. N 27 6 nynkm 27 @Hecenbl usMeHeHUs.

Cm. mekcm nyHkma 6 npeovioyujeli peoakyuu

27. B ciiyuae 00paboTKu B HHGOPMAIIMOHHON cucTeMe HH(OpMAINH, COepKaIlei mepcoHaIbHbIE
JaHHbIE, peau3yeMble B COOTBETCTBHM C IyHKTamu 21 u 22 Hactosmmx TpeOoBaHUII MEpbI 3alUTHI
uHpOpMaLUu:

JU1s “HQOPMAIMOHHOM cucTeMbl 1 Kiacca 3amuiieHHOCTH obecreunBaroT 1, 2, 3 U 4 ypoBHH
3allMILEHHOCTH NEPCOHANBHBIX JTaHHBIX (1);

JUisi MHGOPMALlMOHHOM CHUCTEeMBI 2 KJlacca 3alllMIIEHHOCTH obecreynBaioT 2, 3 U 4 ypOBHHU
3aIIUIIIEHHOCTH EPCOHATBHBIX TaHHBIX*;

st “HOOPMAIMOHHOW CHCTEMBI 3 Kiacca 3alluIeHHOCTH o0ecreyuBaloT 3 u 4 ypOBHH
3aIIUIIIEHHOCTH MEPCOHATBHBIX TaHHBIX*.

28. Ilpu ucronp30BaHUM B WHOOPMAITMOHHBIX CHCTEMaX HOBBIX WH()OPMAIMOHHBIX TEXHOJIOTHHN H
BBISIBIICHUH JIOTIOJIHUTENBHBIX Yrpo3 0€30MacHOCTH MH(OPMALUH, JUII KOTOPBIX HE ONPENETICHbI MEphI
3amUThl  MHGOpPMAllMK, JIOJDKHBI pa3pabaThiBaTbCsl KOMIIGHCHUPYIOIME MEpbl B COOTBETCTBHHM C
nyHKTOM 23 Hactosimux TpeboBaHMIA.
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(1) YcranaBnuBaercs B COOTBETCTBUU C peOOBaHUSMU K 3alIUTE MEPCOHANBHBIX JAHHBIX MPU UX
00paboTke B MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHATLHBIX TAHHBIX, YTBEPKICHHBIMU TOCTAHOBIICHHUEM
[TpaBurtenscTBa Poccutickoit deneparuu ot 1 HostOpst 2012 1. N 1119.

Hpuaoxenne N 1

Kk TpeboBanusM 0 3amMTe HH(POPMALINH,

He COCTABJIAIOLIEN roCcyJ1apCTBEHHYIO TaliHYy,
cojiep kanleiicsi B rocy1apCcTBeHHBIX
HH(OPMALMOHHBIX CHCTEMAX

Onpenenenue Kiiacca 3alMIEHHOCTH HHPOPMALMOHHON CHCTEMbI

C u3MeHeHHSIMH H JTONOJHEHUSAMH OT:

15 despans 2017 .

Wudopmarus 06 H3MEHEHHSX:
Ipuxazom @CTIK Poccuu om 15 ¢pespans 2017 2. N 27 6 nynkm 1 Hecenvl usmeHeHus

Cm. mexkcm nynkma 6 npeovioyujeli peoaxyuu
1. Knacc 3amuienHocty nHpopManmoHHol cuctemsl (nepBolii kiaace (K1), Bropoit knace (K2),
tpetuii knacc (K3)) ompenmensiercs B 3aBUCMMOCTH OT YpOBHS 3HauuMoctu uHopMmarnuu (V3),
oOpabaTeiBaeMOil B 3TOi WH(MOPMAIMOHHOM CHUCTeME, W MacmTaba HWH(POPMAIMOHHOW CHUCTEMBI
(penepanbHbIi, perHOHAIBHBINA, 0OBEKTOBBIN).

Knace 3amumennoctu (K) = [ypoBeHb 3HaUMMOCTH MH(OpMAIMK; MacIITad CUCTEMBI .

Wndopmarys 06 H3MEHEHHSAX:
Ipuxazom @CTIK Poccuu om 15 pespana 2017 2. N 27 6 nynkm 2 6Hecervl usMeHeHUs]

Cm. mexkcm nyHkma 6 npeovloyujeli peoaxyuu
2. VpoBeHb 3HAYMMOCTH HWHGPOpPMALUU OIpEeNseTcsl CTENEeHbI0 BO3MOXHOIO yuiepba Juis
obnmamatenst uHpopManuu (3akazuuMka) W (WIM) orepaTropa OT HapylmieHUs KOHQPUICHIUATHLHOCTH
(HermpaBOMepHBIE JIOCTYI, KONHMPOBAHUE, IPEIOCTABICHUE WIM pacIpOCTpPaHEHHE), IEIOCTHOCTH
(HempaBOMEpHbIE YHMUYTOXXEHHWE WM MOAU(PHUIMPOBAHME) WJIM JOCTYIMHOCTH (HENpPaBOMEpPHOE
O50KMpOBaHKE) UH(OPMALIHH.

V3 = [(koHbUACHIIMATHFHOCTD, CTETICHD yiep0a) (LIeTOCTHOCTb, CTENEHb YIepoa) (I0CTYIMHOCTD,
CTerneHb ymiepoa)],

I7le CTENeHb BO3MOXKHOTO yIlepOa onpeensercsa odbnaaareneM HHPopMaiy (3aKa34uKoM) U (UITn)
OIIepaTOPOM CaMOCTOSTEIBHO SKCIIEPTHBIM MIIM MHBIMH METOJIAMU U MOXKET OBITh:

BBICOKOHM, €CITM B pe3yJbTaTe HaApYIIEHUS OJHOTO W3 CBOMCTB 0€30MacHOCTH WH(POPMAIUH
(koH(UOEHINANBHOCTH, IEIOCTHOCTH, JOCTYIIHOCTH) BO3MOXHBI  CYIIECTBEHHBIE  HEraTUBHBIC
MOCIIEACTBHS B COLMATbHON, MOJUTUYECKON, MEXIYHAPOIHOMN, 3KOHOMUYECKOH, (PMHAHCOBOW MM MHBIX
oOmactsax pgestenbHOCcTH M (Wwin) wuH(opManuoHHass cuctemMa u (wim) onepatop (oOnanaTens
nH(OpMaIK) HE MOTYT BBIITOJIHATH BO3JIOKEHHBIC Ha HUX (YHKIINH,

CpedHel, eciau B pe3ysibTaTe HapyLIIEHHs OJHOTO W3 CBOWCTB 0€30MacHOCTH HH(pOpMAIUU
(xoH(MOEHINANBHOCTH, EJIOCTHOCTH, JOCTYITHOCTH) BO3MOXHbBI YMEPEHHbIE HETaTUBHbIE TIOCIEACTBUS B
COLMAIbHOM, TONUTUYECKOH, MEXIYHApOIHOW, SKOHOMUYECKOW, (PUHAHCOBOM WM HMHBIX OOJIACTSIX
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JEeSTeNIbHOCTH U (W) nHGOpMAaIMOHHAs cucTeMa | (WiH) onepatop (obiagatens nHGOpMAILUK) HE MOTYT
BBINOJIHATH XOTs Obl OZJHY U3 BO3JIOKEHHBIX Ha HUX (DYHKIIMH;

HU3KOH, eciM B pe3yiabTaTe HapylIeHUS OJHOTO U3 CBOMCTB 0e30macHOCTH WHGOpMAIUH
(KOH(UACHIMAIBHOCTH, LEJIOCTHOCTH, JOCTYIHOCTH) BO3MOXHBI HE3HAYMTEIbHbIE HEraTUBHBIC
HOCJECTBHSI B COIIMATIBLHOM, MOJIUTHYECKON, MEXTyHAPOAHOH, SKOHOMUYECKOH, (PMHAHCOBOW MM MHBIX
obnacTsax JneATenbHOCTH W (uiau) uHpopManuoHHas cucremMa W (Wiam) omeparop (oOnagarenb
UH(OPMALIMN) MOTYT BBIIIOJHATH BO3JIOKEHHBIE HA HUX (DYHKIIMU C HEJOCTATOYHOM 3()(heKTUBHOCTHIO MITH
BBINOJIHEHHE (DYHKIMH BO3MOYXHO TOJIBKO C MPUBJICUEHUEM JIOTIOJIHUTENIBHBIX CHUJI U CPEACTB.

WNudopmanus nmeet BRICOKUNA ypoBeHb 3HaYMMOCTH (Y3 1), eciiu XOTs1 ObI ISl OJJHOTO U3 CBOMCTB
6e30macHOCTH MHpOpMaLuU (KOH(PHUIEHIMAIBHOCTH, LIETOCTHOCTH, JAOCTYIIHOCTH) ONpEENICHAa BbICOKAs
crenens ymepba. Mupopmanus umeer cpeiHuil ypoBeHb 3HAYMMOCTH (Y3 2), ecau XOTs Obl AJ11 OAHOTO
U3 CBOMcTB Oe3omacHOoCTH MHGOpManuu (KOHQHUIEHIMAIBHOCTH, LEJIOCTHOCTH, JOCTYITHOCTH)
oIpeziesieHa CpellHssa CTENEHb yliepda U HET HU OJHOrO CBOMCTBA, JUIsl KOTOPOTO OIpesesieHa BbICOKAs
creneHp yuiep6a. Mupopmanus umeer HU3KUN ypoBeHb 3HauuMMocTH (Y3 3), ecnu Juis BCeX CBOWCTB
6e3omacHocTH MH(OpMaAUK (KOHPUIACHINATLHOCTH, LEIOCTHOCTH, JOCTYMHOCTH) OIpPEIEIICHbl HU3KHE
CTereHH yuiepoa.

[TIpu o6paboTke B MHGOPMAIMOHHON cHCTeMe ABYX M Ooiee BHIOB MH(pOpManuu (ciayxeOHas
TailHa, Hajo0roBas TaillHa M WHBIE yCTAaHOBJEHHbIE 3aKOHOAATeNbcTBOM Poccuiickoit denepanuu BHIbI
MH(POPMALIUK OTPAaHHMYEHHOTO JIOCTYIA) YPOBEHb 3HAYMMOCTH HHpopManuu (Y 3) onpenesnsarcss OTAEIbHO
Ul KaxJaoro Bujaa uHpopmaruu. MTOroBblii ypoBeHb 3HAUMMOCTH HH(opMaiuu, oOpadbareiBaeMoil B
MH(POPMALIMOHHON CHCTEME, YCTaHABIMBACTCS 110 HAWBBICIIMM 3HAUCHHSIM CTEIIEHH BO3MOXHOTO yiepoa,
OIpeNIeNIEHHbIM Ul KOH()MIEHLIMANBbHOCTH, IEIOCTHOCTH, AOCTYMHOCTH HH(OpMAIMK KaXkJI0ro BHJIA
UHpOpMaLINH.

3. NUndopmannonHas cuctemMa umeer QenepaibHbIi MacmTald, ecid oHa (YHKIMOHHpPYET Ha
tepputopun Poccuiickoit ®enepanuu (B mpenenax ¢eaepalbHOrO OKpyra) M HUMEET CEeTrMEHTHI B
cyobektax Poccuiickoit @enepaninu, MyHUIMIAIBHBIX 00pa30BaHUAX U (MJIM) OpraHU3aIUsX.

Nudopmarinonnass cucrteMa HMMEET PEeTHOHANbHBIM MacmTad, eciu OHa (DYHKIIMOHHPYET Ha
Tepputopun cyowbekta Poccuiickoil @enepanuu M MMEET CETMEHThl B OJHOM MM HECKOJBKUX
MYHUIUTATBHBIX 00pa30BaHUSAX U (M) TIOABEIOMCTBEHHBIX U MHBIX OPTaHU3aIHIX.

WNudopmannoHHas cucteMa uMeeT 00beKTOBBIN MaciTal, ecliu OHa (PYHKIIMOHUPYET Ha 00BEKTax
OJIHOTO (peZepaTbHOT0 OpraHa roCyJapCTBEHHOM BIACTH, OpraHa TOCYJapCTBEHHON BIACTH CyObeKTa
Poccuiickoit @eneparun, MyHUIIMIAILHOTO 00pa3oBaHus U (MJIM) OpraHU3alMi U HE UMEET CerMEHTOB B
TEPPUTOPUATBHBIX OpraHax, MPeICTaBUTEIbCTBAX, (DUITHAJIax, MOABEJOMCTBEHHBIX M HHBIX OPTaHU3aIHsIX.

Wndopmarys 06 n3MEHEHHSAX:
IIpuxazom @CTOK Poccuu om 15 ¢pespans 2017 2. N 27 6 nynkm 4 enecenvl usmeHenus

Cm. mexkcm nynkma 6 npeovloyujeli peoaxyuu
4. Knacc 3anuieHHOCTH HHPOPMALIMOHHOM CUCTEMBI ONIPEIENSIETCsl B COOTBETCTBUHM € TaOIULIEH:

VYpoBeHb 3HAUUMOCTH Macmtab nHQOPMAITMOHHON CHCTEMBI
nHpopmarun denepanbHbIN PernonanbHbIi OOBEKTOBBII
y31 K1 K1 K1
y32 K1 K2 K2
y33 K2 K3 K3

Wndopmarys 06 M3MEHEHHSAX:

IIpuxazom @CTOK Poccuu om 15 ¢pespans 2017 2. N 27 npunodcerHue uzioriceHo 8 Hogol peoaKyuu

Cm. mexcm npunodicenus 6 npeovioyujeli pedakyuu
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IIpuiaoxenne N 2
Kk TpeOoBanusm o0 3amuMTe HH(POPMALINH,
He COCTABJIAIOLIEH IOCy1apCTBEHHYIO TaliHYy,
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cojiep kanleiicsi B rocy1apCcTBeHHBIX
HHGOPMALIMOHHBIX CHCTEMAX

CocraB Mep 3ammThl ”HGOPMaIUK U UX 0a30Bble HAGOPHI /151 COOTBETCTBYIOLIEI0 KJjacca
3alUIIEHHOCTH HH(POPMALIMOHHOM CHCTEMBI

C u3MeHeHHSIMH H JOIMOJTHCHUSAMM OT:

15 deBpans 2017 t.

VYcnoBHoe Meps! 3amuTel nHGOpMaLKU B Knaccsl 3amuieHHocTH
0003Ha4YeHHE MH(POPMALMOHHBIX MH(POPMAIIMOHHOHN CUCTEMBI
1 HOMEP Mepbl cHUcTeMax 3 2 1

I. UnenTtudukanus u ayreHTHPuKanmus cydbeKToB A0cTyna U 00beKToB ocryna (MAD)

NAD.1 WNnentudukanus u ayTeHTHPUKAIAS + + +
MOJIH30BAaTENICH, SIBISIOMUXCS PAOOTHUKAMH
oreparopa

NAD.2 WNnentudukanus u ayTeHTHPUKAIUS + +

YCTPOMCTB, B TOM YHCJIE CTAlMOHAPHBIX,
MOOUITBHBIX M MIOPTATUBHBIX

NAD.3 VYnpasienue uneHTH(GUKaTOpaMH, B TOM YUCIIE + + +
CO3/1aHHE, IPUCBOEHUE, YHUUTOKEHUE
UJCHTH(PUKATOPOB

NAD .4 VYnpasieHue cpeicTBaMH ayTeHTHU(PHUKAINY, B + + +

TOM UHCJI€ XpaHEHUE, Bblaua,
MHUIMAIU3a1us, OJOKUPOBAaHUE CPEJICTB
ayTeHTU(UKALUY U IPUHATUE MEP B CiIydae
yTpaTsl U (MJIM) KOMIIPOMETALUU CPEIACTB

ayTeHTU(UKALUU

HNA®D.5 3amuTa oOpaTHO CBSI3U IIPU BBOJIE + + +
ayTeHTU(UKALMOHHONW HH(POPMALIUU

NAD.6 Unentuduxanus u ayreHTHGUKAITAS + + +

M0JIb30BaTeNe!, He ABIAIOIINXCS Pa0OTHUKAMHU
oreparopa (BHEIIHUX MOJIb30BATENICH )

NAD.7 Wnentudukanus u ayreHTUu(GUKanus o0beKTOB
(baitIoBOI CHCTEMBI, 3aITyCKaeMBbIX U
UCTIOJHIEMBIX MOJYJEH, 0ObEKTOB CUCTEM
yrpaBieHus: 6a3aMu TaHHBIX, 00BEKTOB,
CO3/1aBaeMbIX MPUKJIIAJHBIM U CTICIHATEHBIM
MPOTrpaMMHBIM 00ecIiedeHneM, HHBIX 00BEKTOB
J0CTyTa

I1. Ynpasiaenue g1ocTynoM cy0beKToB AocTyna K o0bexkTaMm gocryna (YILI)

VIII.1 Ynpasnenue (3aBeicHUE, aKTUBAIIUSA, + + +
OJIOKMPOBAHNE U YHUUTOXKEHNE) YIETHBIMHU
3aIIMCSAMH I10JIb30BaTEICH, B TOM YHCIIC
BHEITHHX IT0JI30BaTEIICH

VIIA.2 Peanuzanusa He0OXOIUMEBIX METOIOB + + +
(MMCKPEIMOHHBIN, MaHATHBIN, POJICBON WMITH
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WHOW METO]T), TUIIOB (YTEHHUE, 3aMUCh,
BBITIOJITHCHUE VI MHOHW THI) W MTPABUIT
pasrpaHuyeHus JoCTymna

VI3

VYupasnenue (GuiabTpanus, MapupyTH3anus,
KOHTPOJIb COEIMHEHUH, OJJTHOHAIIpaBJICHHAs
nepeiaya v MHbIE CIIOCOOBI yIIPaBICHHUS)
MH()OPMAMOHHBIMU TIOTOKAMU MEXKTY
yCTpOMCTBaMH, CerMeHTaMu HH(OPMalMOHHON
CHCTEMBI, a TAaKXKe MEXTy HH(OPMAITHOHHBIMHU
CUCTEMaMHU

VII1.4

Pa3nenenue nonnomouuii (posei)
[10JIb30BaTeNeH, aIMUHUCTPATOPOB U JIMIL,
obecrieunBaOMUX ()YHKIIMOHUPOBAHNE
MH(GOPMALIMOHHOM CUCTEMBI

YII/.5

HasnaueHne MUHHMaIEHO HEOOXOAUMBIX MIPaB
Y IIPUBUJIETUM I10JIb30BATEISM,
aIMHHUCTpATOpaM M JIUIaM,
o0ecreunBarOIUM (QYHKIIMOHUPOBAHHE
MH(POPMAIIMOHHON CUCTEMBI

VIIL6

OFpaHI/IquI/Ie HCYCIICHIHBIX MMOIBITOK BXO/Ja B
MH()OPMAIIMOHHYIO CHCTEMY (JI0CTyIIa K
nH(POPMAIIMOHHON CHCTEME)

VI 7

[peaynpesxaeHue noab30BaTeNs IPU €ro
BXO0/I¢ B HH(POPMAIIMOHHYIO CHCTEMY O TOM,
9TO B MH()OPMAIIMOHHON CUCTEME
peaaTnu30BaHbl MEPHI 3aIIUTHI HHPOPMAIIUH, U O
HEOOXOUMOCTH COOTIOJICHUS UM
YCTaHOBJICHHBIX OTIEPATOPOM IMPABHIT
00paboTKK HHPOPMALIUU

VIIJL8

OnoBgelnieHne NOIb30BaTENS MTOCIIE YCIEITHOTO
BXO/JIa B HUH(OPMAIIMOHHYIO CUCTEMY O €T0
MpebIAYIIEM BX0/1€ B UHPOPMALTMOHHYIO
CUCTEMY

VIIL9

OrpaHuydeHue yucia napauielbHbIX CEaHCOB
JOCTYyTIA JUIsl KQXKJA0W YUETHOU 3aicu
TOJTH30BaTeNsl MHOOPMAITMOHHONW CHCTEMBI

VIIA.10

brnoxupoBanune ceanca qocryna B
MH(OPMALIMOHHYIO CUCTEMY TTOCTIE
YCTAHOBJICHHOT'O BPEMEHH Oe31eHCTBUS
(HEaKTHUBHOCTH ) MOJIb30BATENS WM T10 €T0
3aIpocy

VI 11

Pa3pemenue (3amper) aeiicTuii
I10JIb30BATENEH, pa3peIIEHHBIX 10
UICHTHU(QUKAIMHN U ayTeHTU(UKAINN

VIIA.12

[Tonnepkka u coxpaHeHue aTpuOyToB
0e30macHOCTH (METOK 0€301MacHOCTH),
CBSI3aHHBIX ¢ HHPOpMaLIUE B Ipolecce ee
XpaHEeHHs 1 00pabOTKH

VII/L.13

Peanuzarust 3amuneHHoro yaaieHHOTro
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J0CTyIa CyOBEKTOB JJOCTYIA K 00bEKTaM
JIOCTYIIa Yepe3 BHEIIHUE
MH(OPMAITMOHHO-TEJICKOMMYHUKAITMOHHBIE
CeTH

VI 14

PeFHaMeHTaHI/IH N KOHTPOJIb UCITIOJIb30BAHUS B
UH()OPMAIIOHHON CUCTEME TEXHOJIOTHi
0ecrpoBOIHOTO JOCTyNa

VIIJL15

PernamMenTanus 1 KOHTPOJIb UCIOJIb30BaHUS B
MH(POPMAIIMOHHOMN CUCTEME MOOMIIBHBIX
TEXHUYECKHUX CPEICTB

V.16

VYnpapieHue B3auMOJIEUCTBUEM C
WH()OPMAIIMOHHBIMU CUCTEMaMU CTOPOHHUX
opraHu3anuii (BHEIIHHE HHPOPMAIIMOHHBIE
CHCTEMBI)

YI.17

ObecrieueHre JOBEPEHHOM 3arpy3Ku CpeaCTB
BBIYMCIIUTEIIbHON TEXHUKU

I11. Orpannyenne nporpammuoii cpeast (OIIC)

OIIC.1

VYupasieHnue 3anmyckoM (0OpalleHusMu)
KOMIIOHEHTOB IPOTrPaMMHOI0 00ecIeyeHu s, B
TOM YHCJIE OIPEAEICHHUE 3aIIyCKaeMBbIX
KOMIIOHEHTOB, HACTPOKa IapaMeTpoB 3alycKa
KOMITOHEHTOB, KOHTPOJIb 32 3aITyCKOM
KOMIIOHEHTOB IPOTrPaMMHOI0 00ecTIedeHus

OIIC.2

VYnpapieHue ycTaHOBKOM (MHCTAJLISIUEH )
KOMIIOHEHTOB IPOTrPaMMHOT0 00eCIIeyeH s, B
TOM UHCJIE ONPEEIIEHNE KOMIIOHEHTOB,
MOJJIEKAIUX YCTAaHOBKE, HACTPOMKa
[apaMeTpPOB YCTAaHOBKH KOMIIOHEHTOB,
KOHTPOJIb 3@ YCTAHOBKOW KOMIIOHEHTOB
MIPOrpaMMHOTO 00eCTIeueHUs

OIIC.3

YcTaHoBKa (MHCTAIISIHUS ) TOIBKO
Pa3penIeHHOro K UCIOIH30BAHUIO
IIPOrpaMMHOT0 obecrieueHus U (M) ero
KOMIIOHEHTOB

OIIC.4

VYnpasieHue BpeMeHHbIMH (paiiiiamMu, B TOM
qucie 3aMpeT, pa3pelleHne, IepeHanpaBiIeHIe
3aInCH, yJaJIeHue BPEMEHHBIX (aiisioB

IV. 3ammra MmammuHHBIX HocuTeeil nHGopmanun (3HU)

3HN.1

VY4er MalIMHHBIX HOCUTENEH HHPOpMAIIU

+

3HU.2

VYnpasieHue 10CTYIIOM K MallMHHBIM
HOCHUTEJSIM MH(POpMaIuu

_|._

3HN.3

KoHTpoib nepemenienns MalMHHbIX
HocHTeNel HHPOpMAaIIUH 3a PEAEIb
KOHTPOJIMPYEMOH 30HBI

3HN.4

Hcknrouenne BO3MOKHOCTH
HECaHKIIMOHUPOBAHHOT'O 03HAKOMIICHHUSI C
coJiep;kaHueM HHGpOpMaIUH, XpaHsIIencs Ha
MAIlIMHHBIX HOCUTENSX, U (MJIN)
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MCIOJIb30BaHUS HOCUTENEH nHpOpMAaLUU B
MHBIX HH(OPMAIIMOHHBIX CHCTEMaxX

3HN.5

KoHTponp ucnonb3oBanus HHTEPQEcoB BBOAA
(BBIBOJIa) MH(DOpPMAITMK HA MAIITMHHBIC
HOCUTENIN HH(pOpMaIIH

3HU.6

Kontposb BBOsa (BBIBOIA) HH(POpPMAIIUK HA
MalIMHHBIE HOCUTEH WH(HOPMAIIUN

3HI.7

KoHTposb noakiroueHrs MallmHHbBIX
HocHTeNel nHpopmalu

3HN.8

YHuuroxkenue (crupanue) nHGopManuy Ha
MAaIllMHHBIX HOCUTEJISX MIPH UX Nepeayde
MEX/1y MO0JIb30BaTENIIMU, B CTOPOHHUE
OpraHu3alMM Ul PEMOHTA WIN YTHIIM3aluY, a
TaK)K€ KOHTPOJIb YHUUTOKEHUS (CTUpAHUs)

V. Perucrpanus coonituii 6e3onacuoctu (PCh)

PCb.1

Onpenenenne coObITHIT OE30TTACHOCTH,
MOJUIeXKAIUX PETUCTPAIIMU, K CPOKOB HX
XpaHEHUs!

+ +

PCb.2

Omnpezenenue cocTaBa U COAep KaHUsA
nHpOpMAaIHU O COOBITUSAX OE30MaCHOCTH,
HOJI)KAIINX PETUCTPAIUU

PCB.3

CoOop, 3anuch 1 XpaHeHne HHPOPMALUH O
COOBITHSIX OE30MTaCHOCTH B TE€UCHHE
YCTaHOBJICHHOTO BPEMEHH XPaHEHHSI

PCb.4

PearupoBanue Ha cOoM IpU perucTpanuu
COOBITHH 0€30IaCHOCTH, B TOM YHCIIC
anmaparHble U IporpaMMHbIe OIIMOKHU, cOOU B
MexaHu3Max coopa UHpOpMaluu U
JOCTHIKEHHE Mpe/ielia WU TePETIOJIHEHHS
o0bema (EMKOCTH) MMaMATH

PCB. 5

MOoHMTOPUHT (IPOCMOTp, aHAJIN3) PE3yIbTATOB
peructpanuu coObITUil 6€30MacCHOCTH U
pearupoBaHHe Ha HUX

PCb.6

I'enepupoBaHue BpeMEHHBIX METOK U (WJIH)
CUHXPOHHU3AIMSI CHCTEMHOTO BPEMEHU B
MH(POPMAIMOHHOM cucTeMe

PCB.7

3ammTa nHGOPMAITHH O COOBITUIX
0€30MacHOCTH

PCB.8

ObecnieueHrie BO3MOKHOCTH IIPOCMOTpaA U
aHanu3a MHQOpPMAIUK O IEHCTBUAX OTAEIbHBIX
110JIb30BaTeseil B MUH(YOPMALIMOHHON CUCTEME

VI. AuTuBupycHas 3amura (AB3)

AB3.1

Peanusanus aHTUBHPYCHON 3aIUTHI

AB3.2

Oo6HoBNEHNE 0a3bl TaHHBIX IPU3HAKOB
BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTpaMM

(BUpYCOB)

VII. Oonapyxenue srop:xenuii (COB)
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COB.1

OO6HapyKeHne BTOP)KCHHUN

+

COB.2

OO6HOBIeHNE 0a3bI PEIIAOITNX MTPABHII

+

VIII. Koutpoub (aHanau3) 3amumeHHocTu nupopmanuu (AH3)

AH3.1

BrisBiienue, ananus ys3BUMOCTEN
MH(OPMALIMOHHON CUCTEMBI M ONIEPATUBHOE
YCTpaHEHHE BHOBB BBISIBIICHHBIX YSI3BUMOCTEHN

+

+

AH3.2

KoHTposib ycTaHOBKHM OOHOBJICHHI
MIPOrPaMMHOT0 0OecrieueHus], BKIIIOYast
OOHOBJICHHE TPOrPAMMHOT0 00eCTIeUeHHS
CpPEeACTB 3alIMThl HH(POPMALIUU

AH3.3

KonTpons paboTocnocoOHOCTH, TapaMeTPOB
HACTPOMKHU U NPaBUILHOCTU
(GYHKIIMOHUPOBAHUSI IPOTPAMMHOTO
00€ecCIeYeHrs M CPEJICTB 3aIIUTHI HHPOPMALIUU

AH3.4

KoHTpousb cocTaBa TEXHUYECKUX CPEJICTB,
MIPOTrPaMMHOTO 00€CTICUCHUSI U CPEIICTB
3aIUThl THHOPMAITUH

AH3.5

KonTpoJib npaBui reHepanum 1 CMEHbI
napoJiei monb3oBareneil, 3aBeICHUs U
YAAJEHUs YYETHBIX 3aUCEN MOJIb30BaTENEH,
pealn3aiuy MpaBul pa3rpaHUUeHUs JOCTYIIOM,
MMOJTHOMOYMH MOJIb30BATENEH B
MH(OPMAIIMOHHON CHCTEME

IX. Ob6ecneyenue mesocTHOCTH UHGOPMAUMOHHOM cucTeMbl M HHGopmanuu (OLLJT)

OLJI.1

KOHTpOIb 11€10CTHOCTH TPOTPAMMHOTO
oOecrnieueHus, BKIIt0Yasi IporpaMMHOE
o0ecreyeHre CpeiCTB 3alUThl HHPOpMalUU

+

+

OLJL.2

KonTpons nenoctHoctu nHdopmanuu,
coJiepxkanieiicss B 6azax JaHHBIX
MH(OPMAIIMOHHON CHCTEMBI

OLUL3

O0ecrnieueHre BO3MOKHOCTH BOCCTAHOBIIEHUS
MIPOrPaMMHOTO OOECTIeueHu s, BKII0Yast
MIPOrPaMMHOE 00€CIIeYeHUE CPEICTB 3aAIIUTHI
nH(pOpMaInH, TP BOZHUKHOBEHUHN
HCINTATHBIX CI/ITyaHI/Iﬁ

OoLJL.4

OOHapyxeHue U pearupoBaHue Ha
MOCTYIUIEHHE B UHPOPMALIMOHHYIO CUCTEMY
HE3anpaIIuBaeMbIX 3JEKTPOHHBIX COOOIICHUI
(nrceM, JOKYMEHTOB) U MHOW MH(pOpMaInH, HE
OTHOCAUINXCS K PYHKITMOHUPOBAHHIO
MH(OPMALIMOHHON CUCTEMBI (3alllUTa OT
crama)

OLUL5

KouTpons coaepxanust uandopmanuu,
nepenaBaeMoi U3 HHPOPMAIIMOHHOM CUCTEMBI
(KOHTEHHEPHBIN, OCHOBAaHHBIN Ha CBOMCTBAX
00BEKTA JOCTYIA, 1 KOHTEHTHBINW, OCHOBAHHBIN
Ha [TOMCKE 3alpeIEeHHON K Ilepeaayde
nH(OPMAIINY C WCTIOIH30BAHUEM CUTHATYD,
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MacOK U MHBIX METO/IOB), U HCKIIFOUCHHE
HETpaBOMEPHOI nepenaun HHHOpMaLuH U3
MH(POPMAIIMOHHON CUCTEMBI

OLUL6

OrpannueHue npas MoJIb30BaTEICH 10 BBOAY
nHpopManuy B HHOOPMAITMOHHYIO CHCTEMY

OLUL7

KoHTpoab TOUHOCTH, TOTHOTHI U
MIPABWJIBHOCTH JIAHHBIX, BBOJIUMBIX B
MH(OPMALIMOHHYIO CUCTEMY

OLLLS

KoHTposib 01MO0YHBIX ACHCTBUN
M0JIb30BaTeNEeH 10 BBOAY U (WJIK) TIepeaaue
nH(pOpMaUU U IPEAYIPEKICHHIE
[0JIb30BaTe e 00 OMMOOYHBIX TEHCTBUIX

X. Ob6ecneuenue gocrynHoctu unpopmaunu (OAT)

OJT.1

Hcnonb30BaHne 0TKa30yCTOWYMBBIX
TEXHUYECKHUX CPEJICTB

OJT.2

Pe3epBupoBaHue TEXHUUECKUX CPEACTB,
MIPOrpPaMMHOTO OOecTeueHus, KaHAJIOB
nepenayn nHGopMamuu, CpeaCcTB 00eCTIICUeHUs
byHKIIMOHUPOBaHUS UH()OPMALITMOHHON
CHUCTEMBI

OAT.3

KonTponb 6e30Tka3Horo ¢GyHKIIMOHUPOBAHUS
TEXHUYECKUX CPEJCTB, OOHAPYKEHUE U
JIOKAJIN3a1Hsl 0TKa30B (PyHKIIMOHUPOBAHHUS,
MPUHSITHE MEP 110 BOCCTaHOBIIEHUIO
OTKa3aBLIMX CPEJICTB U UX TECTUPOBAHHE

ONT.4

[leprnonudeckoe pe3epBHOE KOMUPOBaHUE
uH(pOpMalUY Ha pe3epBHbIE MAIIUHHbIE
HOCHUTEIN UHQOpMAINH

OJIT.5

ObecnieueHrie BO3MOKHOCTH BOCCTaHOBIICHUS
nHGOPMAIINY C PE3EPBHBIX MAITMHHBIX
HocuTenel nadopMaru (pe3epBHBIX KOMH) B
TEYEeHUE YCTAaHOBIEHHOTO BPEMEHHOTO
MHTEpBasa

OHT.6

Knactepuzanust uHGOpManOHHONW CUCTEMBI U
(11M) ee CerMeHToOB

OHT.7

KoHTposib cocTossHuA 1 KadecTBa
MIPEIOCTABIICHUS YIIOJTHOMOUYEHHBIM JIUI[OM
BBIUUCIIUTENBHBIX PECYPCOB (MOILIHOCTEH), B
TOM YHCIIe 10 nepeaade nHhopMauu

XI. 3ammra cpeanl Bupryaausauuu (3CB)

3CB.1

WNnentudukanus u ayTeHTUPUKALUSA
CYOBEKTOB JIOCTYIa U OOBEKTOB JIOCTYIIA B
BUPTYaJIbHOU HH(PPACTPYKTYPE, B TOM UHUCIIE
aJIMMHHUCTPATOPOB YIPABJIEHUS CPEACTBAMU
BUPTYyaJIU3alUH

+ +

3CB.2

VYnpasieHue 10CTyrnoM cyObeKTOB JOCTYIA K
00BEKTaM J0CTyNa B BUPTYaJIbHOU
UHPPACTPYKTYpE, B TOM YUCIIE BHYTPU
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BUPTYAJIbHBIX MallIMH

3CB.3

Peructpanus coObiTuii 6e30nacHOCTH B
BUPTYaJIbHOU UHPPACTPYKTYpE

3CB.4

VYupasnenne (HunbTpanys, MappyTU3ams,
KOHTPOJIb COEIMHEHHS, OJJHOHATIPABJICHHAS
nepenayda) MoTOKaMu HHPOPMALTIH MEKIY
KOMIIOHEHTaMU BUPTYyaTbHOMH
UHQPACTPYKTYPHI, @ TAKXKE 10 IIEPUMETPY
BUPTYaJIbHOW MHPPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3Ka CEpBEpOB
BUPTYalIU3alUH, BUPTYaJIbHOM MAaIIUHBI
(xoHTelHEpa), CEpBEPOB YIPABIICHUS
BUPTYAJIN3aLUEN

3CB.6

YrpasiieHue nepeMenieHneM BUPTYaTbHBIX
MaluH (KOHTEHHEPOB) U 00pabaThIBAEMBIX Ha
HUX JTAHHBIX

3CB.7

KOHTpOIb 1I€ET0CTHOCTH BUPTYaIbHOU
MHPPACTPYKTYPHI U €€ KOH(pUrypanui

3CB.8

Pe3epBHOE KONMMpPOBAaHKE TAHHBIX,
pe3epBUPOBAHNE TEXHUYECKUX CPENICTB,
MIPOrPaMMHOTO OOECTIeueH sl BUPTYaIbHON
MHPPACTPYKTYPHI, a TAK)KE KAaHAJIOB CBS3H
BHYTPHU BUPTYaIbHON UHPPACTPYKTYPHI

3CB.9

Peanuszanus u ynpasieHue aHTUBUPYCHOMN
3alIUTON B BUPTYaJIbHOW HHPPACTPYKTYpE

3CB.10

Pa30Ouenue BupTyasbHON HHPPACTPYKTYpPHI HA
CETMEHTBI (CETMEHTUPOBAHNE BUPTYaIbHON
UHQpacTpyKTyphl) A5t 00pabOTKH
nH(pOpMaIUU OTAEIbHBIM M0JIb30BaTENIEM U
(unn) rpynnoi nonp3oBarenei

XII. 3amuTa TeXHMYECKUX CPeACTB

(3TC)

3TC.1

3amura uHpopmanuu, oopadaTbIBaeMOi
TEXHUYECKHMHU CPEICTBAMH, OT €€ YTEUKHU 110
TEXHUYECKUM KaHaJlaM

3TC.2

Opraau3anys KOHTPOJIHPYEMOW 30HBI, B
npejenax KOTOpOoi MOCTOSHHO pa3MeIIaloTcs
CTallMOHAPHBIE TEXHUYECKHUE CPE/ICTBA,
oOpabarbiBaromue HH(GOPMAIUIO, U CPECTBA
3anIUThl HH(OPMAIIHH, a TAKXKE CPEICTBA
obecrieyeHus: (yHKIIMOHUPOBAHUS

3TC.3

Kontposns u ynpasienne Gpuzndeckum
JOCTYIOM K TEXHUYECKHUM CPEJICTBAM,
CpEeICTBaM 3alIUThl HHPOPMAIINH, CPEICTBAM
obecnieueHus QyHKIIMOHUPOBAHUS, a TAKKE B
TTOMEMICHHUS M COOPY)KEHUsI, B KOTOPBIX OHH
YCTaHOBJICHBI, UCKITIOYAIOIIIE
HECaHKITMOHUPOBAHHBINA (PU3UICCKUN JOCTYI K
cpeacTBaM 00paboTKU HH(pOpMaIu,
CpEeJCTBaM 3alIMThl HHPOPMAIIMH U CPEJICTBAM
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obecrieyeHus: (yHKIIMOHUPOBAHUS
UH()OPMAIIMOHHOMN CUCTEMBI M TOMELICHHS 1
COOPYKCHUSA, B KOTOPBIX OHHU YCTAHOBJICHBI

(BO3IEHCTBUI OKPYKAFOIICH CPEIbI,
HECTa0MIILHOCTH 3JICKTPOCHAOKEHMS,
KOHJUIIMOHUPOBAHUS U UHBIX BHEITHUX
(akTopoB)

3TC.4 Pa3menienue ycTpoiiCTB BbIBOIA + +
(oToOpaxkenus) uHGOPMAIMH, UCKITIOYAIOIIEe
€€ HECAaHKIIMOHUPOBAHHBIN IPOCMOT]

3TC.5 3aiura OT BHEIIHUX BO3ACHCTBUMI +

(3HC)

XIII. 3ammTa nH(POPMAITMOHHOI CHCTEMBI, €€ CPeICTB, CUCTEeM CBSI3H U Nepeaayn JaHHbIX

3UC.1

Pa3nenenue B nHpoOpMallMOHHON cucTeMe
(GYHKIUI O yIIPaBICHUIO
(aaMUHHCTPUPOBAHUIO) HH()OPMAITIOHHOK
CUCTEMOH, YIIPaBIECHUIO
(aIMUHUCTPUPOBAHUIO) CUCTEMOM 3aIIUTHI
uHpopmanuu, GyHKIHHI 10 00paboTke
nH(OpPMAIUY ¥ HHBIX (PyHKIINN
MH(OPMAIIMOHHON CUCTEMBI

+

_|_

3UC.2

[IpenoTBpaienue 3a1epKKH WU IPEPHIBAHUS
BBIITOJIHEHUS TIPOLIECCOB € BBICOKUM
IIPUOPUTETOM CO CTOPOHBI IPOLIECCOB C
HU3KHUM IIPUOPUTETOM

31C.3

Obecnieuenue 3auThl HHGOPMALIUK OT
PacKphITUs, MOAU(DUKALIMY U HaBA3bIBAHUS
(BBOZIA JTOKHOM MH(OpPMALIUN) TIPU €€
nepeaaye (MOArOTOBKE K Iepeaaye) no
KaHaJIaM CBSI3U, UIMEIOIINM BBIXO/T 32 TPEIEITbI
KOHTPOJUPYEMOI 30HBI, B TOM YHUCIIE
OeCTIPOBOIHBIM KaHaAJIaM CBSI3H

31UC.4

ObecnieueHne JOBEPEHHBIX KaHalla, MapLIpyTa
MEXy aJIMIHUCTPATOPOM, ITOJIb30BATENIEM U
CpeICTBaMU 3alIUTHI HHPOPMAITUU
(byHKIIHSIME O6€30MMACHOCTH CPEACTB 3aITUTHI
uHpopMaIun)

3UC.5

3anpeT HECAaHKIIMOHUPOBAHHON YIAJICHHON
aKTHBAIlMM BUAECOKaMep, MUKPO(QOHOB U MHBIX
nepuepuiHbIX yCTPOUCTB, KOTOPbIE MOTYT
aKTUBHUPOBATHCS YIAJIEHHO, U ONOBEIIECHNE
0JIb30BaTese 00 aKTUBALIMU TaKUX
YCTPOWCTB

3UC.6

[lepenaya u KOHTPOIb METOCTHOCTH aTPUOYTOB
Oe3omacHoCTH (METOK 0€301MacHOCTH),
CBSI3aHHBIX ¢ MH(pOpMaIe, mpu oOMeHe
nHpopmanueit ¢ ”HBIMU HH()OPMAITMOHHBIMU
CHCTEMaMH

3UC.7

KOHTpO/Ib CAaHKIIMOHUPOBAHHOTO U
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UCKITIOYCHHE HeCAaHKIIMOHUPOBAHHOTO
HCIIOJIB30BaHMS TEXHOJIOTH MOOMIILHOTO
KO/Ia, B TOM YHCJIE PETUCTPAIUS COOBITHH,
CBSI3aHHBIX C MCIOJIB30BAHUEM TEXHOIOTHH
MOOUIIBHOTO KOJIa, UX aHATIU3 U PearupoBaHue
Ha HapYIIEHUs, CBA3aHHBIC C UCIIOJIb30BaHUEM
TEXHOJIOTHII MOOMIIBHOTO KOJa

3UC.8

KOHTpO/Ib CaHKIIMOHUPOBAHHOTO U
HCKJIFOYEHUE HECAHKLIMOHUPOBAHHOTO
HCII0JIb30BAaHUS TEXHOJIOTUH NIepeayu peuH, B
TOM YHCJI€ PETUCTPALUs COOBITHI, CBA3aHHBIX
C MCIIOJIb30BaHUEM TEXHOJIOTHH Nepenaun
peuM, UX aHaJIu3 U pearupoBaHUE Ha
HapyLICHHUs], CBA3aHHBIE C UCIIOJIb30BAaHUEM
TEXHOJIOTMH Nepelayu peuun

31C.9

KoHTpoJib CaHKIIMOHUPOBAaHHOMN U UCKITIOUECHHUE
HECAHKIIMOHUPOBAHHOM IEepeayn
BHJICOMH(OpMAIIHY, B TOM YHCIIE PETUCTPAIUs
COOBITHIA, CBA3aHHBIX C TIepeadei
BHJIcOMH(OpMAINK, UX aHATIU3 U
pearupoBaHKE HA HAPYILIECHUS, CBI3aHHBIE C
nepeaadel BuaeonH(popmManuu

31C.10

[ToaTBep:xeHnEe TPOUCXOXKIEHUS HCTOYHUKA
uHopMaluy, MoJy4yaeMoi B Ipoliecce
OIIPEJICJIEHUS CETEBBIX aJIPECOB 110 CETEBBIM
MMEHaM WJIN ONPEEIIEHUS CETEBBIX UMEH 110
CETEBBIM aJipecam

3UC.11

ObecnieyeHne MOTTMHHOCTH CETEBBIX
COeMHEHMH (CeaHCOB B3aUMOJICHCTBUS), B TOM
YUCIIe IS 3alTUTHI OT MTOJIMEHBI CETEBBIX
YCTPOICTB U CEPBHUCOB

3UC.12

HckmroueHne BO3MOXKHOCTH OTPULIAHUS
noJip30BaresieM (hakta OTHPaBKU HHPOPMALIUU
JPYromMy IMoJIb30BaTeIto

31C.13

HckinroueHne BO3MOKHOCTH OTPULIAHHS
MoJIb30BaTeseM (paKkTa MoTy4eHUs
nH(GOpPMAIMY OT APYrOro NOJIb30BATEINS

3UC.14

Hcnonp30BaHne YCTPOWCTB TEPMUHAIHLHOTO
nocTyna Juist 00paboTku nH(popMaIu

3UC.15

3amuTa apXuBHBIX (ailioB, mapaMeTpoB
HACTPOUKHM CPEJCTB 3aLIUTHI HH(OPMAIUU U
MIPOrpaMMHOT0 OOecTeueHusl U UHbIX JaHHbIX,
HE MOJIEkKAIUX U3MEHEHUIO B IIPOLECCE
00paboTKu nHbOpMauu

3UC.16

BrrsBrienue, ananu3 u OJI0KMpOBaHKE B
MH(OPMAIIMOHHON CHCTEME CKPBITHIX KaHAJIOB
nepeaayn UHGoOpMaIu B 00X0/
peaTn30BaHHBIX MEp 3aIIUTH HH(POPMAITIH
WIA BHYTPU Pa3pEIICHHBIX CETEBBIX
IPOTOKOJIOB
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3UC.17

Paz6uenne nHPOPMAITMOHHOW CHCTEMBI Ha
CErMEHTHI (CETMEHTHPOBAHUE
MH(OPMAIIMOHHOM CUCTEMBbI) U 0OecIieueHne
3aIIUTHI IEPUMETPOB CETMEHTOB
MH(OPMAIIMOHHOIN CHCTEMBbI

3UC.18

ObecrnieueHue 3arpy3Ku U UCIIOTHEHUS
MIPOrpaMMHOTO 00€CTICUEHHUSI C MAITMHHBIX
HocuTeneill HHPpOopMaIiH, JOCTYIHBIX TOJIBKO
JUTSl YT€HUSI, U KOHTPOJIb LIEJIOCTHOCTU JAHHOTO
MIPOrpaMMHOT0 oOecreueHus

31C.19

N3omnsauus nporeccoB (BHIMOTHEHUE
MIPOrpaMM) B BBIJICJICHHON 00J1aCTH NaMSITH

31C.20

3amuTa 6€CIIPOBOIHBIX COSAUHEHUH,
MIPUMEHSIEMBIX B HH(OPMAIIMOHHOW CUCTEME

31UC.21

Hckirouenue JoCTyma Mojib30BaTelis K
nH(pOpMAaINY, BOSHUKIICH B PE3yJIbTaTe
JeUCTBUH MPEABIIYIIEro MM0JIb30BaTeNs Yepes
peecTphl, ONEPATUBHYIO AMATh, BHEIIHUAE
3allOMMHAIOLINE YCTPOICTBA U UHbIE 001IMe
JUISL TIOJIB30BATEINIEH PECYPChI
MH(OPMALIMOHHOM CUCTEMBI

31C.22

3ammTa THPOPMALIMOHHOW CUCTEMBI OT yTPo3
0e301acHOCTH MH(pOPMAaLIUHU, HAITPABJICHHbBIX
Ha O0TKa3 B 00CIy)KMBaHUH UH()OPMAIIMOHHOM
CHUCTEMBI

31C.23

3amuTa nepumerpa (puznyeckux u (Uin)
JIOTHYECKUX I'paHMIl) MH)OPMAIIMOHHON
CHCTEMBI TIPU €€ B3aMMO/ICHCTBHH C HHBIMH
MH(GOPMAIIMOHHBIMHU CUCTEMaMH U
MH(POPMAIIMOHHO-TEIEKOMMYHUKAITHOHHBIMU
CeTsIMU

31C.24

[IpexpaiieHne ceTeBbIX COEINHEHUH MO UX
3aBEpUICHUH WUJIU 110 UICTEUEHUH 33JaHHOTO
OIepaToOpOM BPEMEHHOTO HHTEpBaJla
HEAKTUBHOCTH CETEBOTO COEUHEHMS

3UC.25

Hcnonb3oBanre B ”HGOPMAIIMOHHOM cHCTEME
WM €€ CETMEHTAaX pa3jINYHbIX THUIIOB
00IIIeCUCTEMHOTO, TTPUKIIATHOTO U
CMELUAIBHOTO MTPOrPaMMHOTO 00ecTieueHus
(cozaHue reTeporeHHoN cpeibl)

31C.26

Hcnonp30Banne NPUKIIAIHOTO U CIEHUAIBHOTO
MIPOTPAMMHOTO 00€CTICUCHMSI, UMETOIITIX
BO3MOXXHOCTh ()YHKITMOHUPOBAHHUS B Cpeliax
Pa3JIMYHBIX ONEPAMOHHBIX CUCTEM

31C.27

Co3znanue (MyJISIINA) JIOXKHBIX
MH(GOPMALIMOHHBIX CUCTEM MJIH UX
KOMIIOHEHTOB, ITpeIHa3HAuYCHHbBIX IS
OOHapyKEHMsI, PETUCTPALIMU 1 aHAJIN3a
JEUCTBUN HApYILIUTEIIEH B IIPOLIECCE
peanu3anuu yrpo3 6€30macHOCTH HHGOpMAII
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3UC.28 Bocnpoussenenue n10XHBIX U (MIIM) CKPBITHE
WCTUHHBIX OTAEIbHBIX HHPOPMAIIHOHHBIX
TEXHOJIOTUH U (1IIn)
CTPYKTYpPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTHK
WH()OPMAIIMOHHON CUCTEMBI M €€ CETMEHTOB,
o0ecrnieunBarollee HaBs3bIBaHUE HAPYIIUTETIO
JIO’)KHOTO TPECTABICHUSI 00 UCTHHHBIX
MH(POPMAITMOHHBIX TEXHOJOTUSIX U (HIIH)
CTPYKTYpPHO-() YHKIIMOHATBHBIX
XapaKTepUCTHKaX WH(OPMAIIMOHHON CHCTEMBbI
3UC.29 [TepeBo MHGOPMAITMOHHON CHCTEMBI UITH €€
yCTPOMCTB (KOMIIOHEHTOB) B 3apaHee
Onpe/IeICHHYIO KOH(UTYPALIHIO,
o0ecreunBaroIyo 3auTy HHhOopMaIuu, B
cllydae BOSHHKHOBEHHH OTKa30B (cO0eB) B
CUCTEMeE 3allUThl HH(OpMaLIUU
MH(POPMAIIMOHHON CUCTEMBI

3UC.30 3amuTa MOOMIIBHBIX TEXHHYECKUX CPEICTB, + + +
MIPUMEHSIEMBIX B HH(POPMAIIMOHHOW CUCTEME

"+" - Mepa 3ammTH HHGOPMAIUHU BKIFOUeHA B 0230BBIH HAOOP Mep /Il COOTBETCTBYIOIIETO KJlacca
3aIIUIIEHHOCTH HHPOPMAIIHOHHON CHCTEMBI.

Meps! 3amuTsl MH(pOpMANMK, HEe 0003Hau€HHbIE 3HAKOM "+", MPUMEHSIOTCS NpH aJanTaluu
6a3oBoro Habopa Mep U YTOUHEHUHU aJalTHpPOBaHHOrO 0a30BOro Habopa Mep, a Takke NpU pa3padoTke
KOMIIEHCUPYIOIUX Mep 3aIlUThl UH(GOpMAIMKU B UH(OPMAIIMOHHON CHCTEME COOTBETCTBYIOIIETO Kiacca
3aIUIIEHHOCTH.
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