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OnpenesieHus

B HacTosI1eM TOKYMEHTE UCIOB3YIOTCS CIEAYIOINE TEPMUHBI U MX ONpe/IeTIeHHUS.

ABTOMATH3MPOBAaHHAS CHCTeMa — CHUCTEMa, COCTOAIIas M3 IepcoHaja M KOMIUIEKCa CPEeICTB
ABTOMAaTH3alUN €ro JAEATCIbHOCTH, peaju3ylolas WHPOPMALMOHHYIO TEXHOJOTHIO BBINOJIHEHUS
YCTaHOBJICHHBIX (DYHKIIHH.

AyTeHTHGHKAIMA OTHPABUTEAS] MaHHBIX — TIOATBEPXKAECHHWE TOrO, YTO OTIPaBUTEIh
MOJY4YEHHBIX JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onacHoCTh NMepPCOHANBHBIX AAHHBIX — COCTOSHHME 3aLIUIICHHOCTH IEPCOHANBHBIX NaHHBIX,
XapakTepu3yeMoe CIIOCOOHOCTBIO TMOJb30BaTeNe, TEXHUYECKUX CpPeACTB M HMH(OPMAIMOHHBIX
TEXHOJIOTHH o0ecreynTh KOHQUACHIUATBLHOCTD, IEIOCTHOCTh U JAOCTYIIHOCTh NMEPCOHANBHBIX JIAHHBIX
pu uX 00paboTke B MHPOPMAIIMOHHBIX CHCTEMAaX TIEPCOHANTBHBIX JaHHBIX.

buoMerpuyeckne mnepcoHaJIbHbIe JaHHbIE — CBEJCHMs, KOTOpBIE  XapaKTepU3YIOT
¢usnonornyeckue 0coOEHHOCTH YeNOBEKa W HAa OCHOBE KOTOPBIX MOXKHO YCTAHOBUTH €r0 JIMYHOCTH,
BKIIto4asi ¢ororpaduu, OTIEUATKH MajblieB, 00pa3 CeTYaTKU Ija3a, 0COOEHHOCTH CTPOEHHS Tesa U
JIPYTYIO TI0/TOOHYHO HH(OPMAITHIO.

BiaokupoBaHue mepcoHANILHBIX JaHHBIX — BPEMEHHOE IMpeKpaileHne cOopa, crucTeMaTH3aliH,
HaKOIIJICHUS, UCTIOJIb30BaHMs, PaCIPOCTPAHEHNUS, IEPCOHANIBHBIX TAaHHBIX, B TOM YHMCIIE HX IepeJayu.

Bupyc (koMObHOTEpPHBIA, NPOrpaMMHbIN) — HCHOJHSAEMBIA NPOrPaMMHBIA KOJ WU
UHTEPIPETUPYEMbIi  HaOOp WHCTPYKIHUHA, OONaJarolnii  CBOWCTBAMH  HECAHKIMOHHMPOBAHHOTO
pacrpocTpaHeHusl U camoBocnponsBeieHus. Co3aanHble TyOJIUKaThl KOMIIBIOTEPHOTO BUpYyca HE BCET/ia
COBNAAAIOT C OPUTMHAIOM, HO COXPAaHSIOT CIIOCOOHOCTh K JalbHEHIIEMy paclpOCTPaHEHUIO U
CaMOBOCIIPOU3BEICHHUIO.

Bpenonocnas mporpaMma — TporpamMma, INpeJHa3HaueHHas  JUIL  OCYIIECTBIEHUS
HECaHKLIMOHUPOBAHHOTO JOCTyHna M (MJM) BO3ACHUCTBHA Ha IEPCOHAIbHbIE NaHHbIE WJIIM PECYypPChI
MH(POPMALIMOHHON CUCTEMBI IEPCOHANIBHBIX JAHHBIX.

BcnomorarenbHble TEXHHYECKHE CPEACTBA M CHCTEMbI — TEXHHUECKHE CPEJICTBA U CUCTEMBI, He
npeHa3HaYeHHbIe U Mepeaayr, o0paOOTKH M XpaHEHUs MEPCOHAJbHBIX JAHHBIX, YCTaHABIMBACMbIC
COBMECTHO C TEXHHYECKUMM CpPEIACTBAMH M CHCTEMaMH, NpeAHA3HAYEHHBIMH [UIi 0O0pabOTKU
MEPCOHABHBIX JAHHBIX WA B TOMEMIEHUSX, B KOTOPBIX YCTAHOBJIEHBI WH(MOPMAIIIOHHBIE CHCTEMBI
MEPCOHATBHBIX TaHHBIX.

JocTyn B onepanuoHHYIO cpely KOMIbIOTepa (MH(OPMAIMOHHON CHCTEMbI MEPCOHATbHBIX
AAHHBIX) — MOJyYeHNE BO3MOXKHOCTH 3aITyCKa Ha BBIITOJIHEHHE IITAaTHBIX KOMaH/, (QYHKIIHHA, TPOLEAYD
OTIEpPAIIIOHHONW CHUCTEMBI (YHHUYTOKEHHS, KOTMPOBAHWS, TIEPEMENICHNS U T.II.), UCMOTHAEMBIX (ailioB
NPUKJIAIHBIX TPOTPAMM.

JlocTyn K mH(pOpMaMU — BO3MOXXHOCTB ITOJIy4eHHs HHPOPMALK U €€ HUCIIOJIb30BaAHMS.

3akyialouyHOe YCTPOIMCTBO — DJEMEHT CpeJCTBA CheMa WH(OPMAIMH, CKPBITHO BHEIPSIEMBbIH
(3akymampIBaeMblii WJIM BHOCHUMBIH) B MeCTa BO3MOXHOIO cheMa HHpOpManmuyd (B TOM 4UYHCIE B
orpaxeHue, KOHCTPYKLHUIO, 000py10BaHUE, IPEAMETHl HHTEPhEpa, TPAHCIOPTHBIE CPEICTBA, a TAKXKE B
TEXHUYECKUE CPEJICTBA M CUCTEMBI 00paOOTKH WH(POPMAITIH).



3amumaemasi uHpopManusa — wuHPOpPMAIMA, SBIAIOMAsCA NPEAMETOM COOCTBEHHOCTH U
HOJyIeXKallas 3allUTe B COOTBETCTBUU € TPeOOBAHUAMM IIPAaBOBBIX JIOKYMEHTOB HJIH TPEeOOBaHMUIMH,
yCTaHaBIMBACMBIMHA COOCTBEHHUKOM MH(OPMALIUH.

Hnentuduxanusi — npucBoeHHe CyObeKTaM M O0BEKTaM JocTyna uiaeHTudukatopa U (W)
CpaBHEHME NPEABSIBIAEMOTr0 HACHTU(HUKATOPA C [IEPEYHEM IIPUCBOCHHBIX UACHTH(PHUKATOPOB.

HNHdopMaTHBHBIA CUTHAJ — DJIEKTPUYECKUE CHUTHAJIBI, aKyCTHYECKHE, IJEKTPOMAarHUTHBIE U
Opyrue (QU3MUECKHE TMOJs, 1O MapaMeTpaM KOTOPBIX MOXKET OBITh PacKpbITa KOHQHUAEHIHATbHAS
nHopmarus (TIepcoHaNbHBIE JaHHBIC) oOpabaTbiBacMass B HHPOPMAIIMOHHOW CHCTEME IEepPCOHATBHBIX
JaHHBIX.

HNudopmannonnas cucrema nepcoHaabHbIX AaHHbIX (MCII[H) — undopmMaMoHHas cucrema,
npeAcTaBisionas co00l COBOKYMHOCTh MEPCOHATBHBIX TAHHBIX, COACPKAIIMXCS B 0a3e JaHHBIX, a TAKKe
MH(QOPMAIMOHHBIX TEXHOIOTUI U TEXHUYECKUX CPENICTB, O3BOISIOLINX OCYIIECTBIATE 00pab0TKy TAKHX
MEPCOHANBHBIX JaHHBIX C HMCIOJBb30BAHHUEM CPEACTB aBTOMATH3AlMU WM 0€3 WCIONb30BaHHUA TaKHX
CpPEJICTB.

HNndpopmanuoHHble TEXHOJOTHH — TPOIECCH, METOMBI IMMOMCKA, cOopa, XpaHEeHHs, 00pabOTKH,
IPEIOCTABICHUS, PACIPOCTPAHEHUsI MHPOPMALMM U CHOCOOBI OCYLIECTBICHUSI TaKUX IPOLIECCOB U
METO/IOB.

Hcnoab3oBaHue NepCOHANIBHBIX JAHHBIX — ACHCTBUA (OIepanun) ¢ IepCOHAIbHBIMU AaHHBIMH,
COBEpILIAEMbIC ONEPAaTOPOM B LEJIAX MPUHATHA PEILICHUM WIM COBEpIICHUS WHBIX JCHCTBHI,
MOPOXKIAIOIINX FOPUINIECKUE TTOCIEICTBHS B OTHOIIEHHN CyObEeKTa IepCOHATBHBIX JAaHHBIX MU IPYTUX
v Tu00 MHBEIM 00pa3oM 3aTparuBaloOlIMX TpaBa U CBOOOABI CyObEKTa MEPCOHANBHBIX NAHHBIX HWIIN
JpyTUX JIHL.

Hcrounuk yrpo3sl 6e3onacHocTd uHGOpPMANHMKM — CyObEKT AOCTYIA, MAaTePHATBHBIA 00BEKT WIIN
¢dusnuecKoe sSBJICHNUE, SBISIONINECS MPUYMHON BOSHUKHOBEHHS YIPO3bl 0€30MaCHOCTH WHPOPMAIUH.

Kontposupyemasi 30Ha — IpOCTPAaHCTBO (TEPPUTOPUS, 3laHHE, YaCTh 3/4aHUs, [IOMEIICHHUE), B
KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpYyeMOoe NpeObIBaHHME IOCTOPOHHMX JIML, a TaKXe TPaHCIOPTHBIX,
TEXHUYECKUX U MHBIX MaTepUAIbHBIX CPEICTB.

KonduaeHuuaasHOCTh NEPCOHATBHBIX JAHHBIX — 0053aTENFHOE ISl COOIIOACHUS OTIepaTopoM
WIA UHBIM TOJYYMBIIMM [JOCTYH K IE€PCOHAJbHBIM JAHHBIM JIMIOM TpeOOBaHME HE AOIMYCKaThb HX
pacrpocTpaneHue 0e3 coriacusi CyObeKTa MEpCOHANBHBIX JAHHBIX WM HAJMYUS WHOTO 3aKOHHOTO
OCHOBaHUSI.

MeskceTeBOli 3KpaH — JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WK (YHKLIMOHAIBbHO-PACIPEAETICHHOE
nporpaMMHoe  (IIpOrpaMMHO-aNIapaTHOE) CpPeACTBO  (KOMIUIEKC), peau3yoliee KOHTPOJIb  3a
uHQOpMaIMeld, MocTynaromeid B HWHPOPMAIMOHHYIO CHCTEMY NEPCOHAIBHBIX JaHHBIX ©  (WJIN)
BBIXOJSILEH 13 HHPOPMALIIOHHOHN CUCTEMBI.

Hapymmrenp 6e30nacHOCTH NEPCOHANBHBIX AAHHBIX — (U3MYECKOe JMIO, CIy4alHO WIH
npeHaMEPEHHO COBEpINAoIee JCHCTBUS, CIIEACTBUEM KOTOPBIX SBISIETCS HapylleHHe 0e30MacHOCTH
MIEPCOHANBHBIX JIaHHBIX MPH WX 00pabOTKe TEXHUYECKUMH CPEJICTBAMH B MH(OPMAIMOHHBIX CHCTEMaXx
NEPCOHAIBHBIX JAHHBIX.

HeaBToMaTH3upoBaHHass 00padoTKa MEPCOHAJBLHBIX JAaHHBLIX — 00paboTKa MEePCOHATHHBIX
JAHHBIX, COJIEPXKAIINXCS B MH(POPMAIMOHHOW CHCTEME MEPCOHAIBHBIX JIAHHBIX JHOO M3BJICYCHHBIX U3
TAKOM CHUCTEMBI, CUMTAETCSl OCYLIECTBICHHOW ©€3 HCHOJb30BAaHUS CPEICTB aBTOMAaTH3ALMU
(HEeaBTOMATH3MPOBAHHOM), €CIIM TaKUE ACUCTBHUSA C IEPCOHAIBHBIMH JIAaHHBIMH, KaK HCIIOJIb30BaHME,
YTOYHEHHE, PacIpoCTpaHEeHHe, YHUYTOKEHHE MEePCOHATBHBIX JAaHHBIX B OTHOIIEHHH KaXIOTO U3
CyOBEKTOB NEPCOHANBHBIX JaHHBIX, OCYILECTBISIOTCS IPU HETIOCPEICTBEHHOM YYaCTHH YEJIOBEKa.

HepnexknapupoBannble  BO3MOMKHOCTHM  —  (YHKUMOHAJIbHbIE  BO3MOXHOCTH  CpPEACTB
BBIUMCIIUTEIHHON TEXHUKH, HE OMUCAHHBIE MIIM HE COOTBETCTBYIOIINE OMMCAHHBIM B IOKYMEHTAIUH, [TPH
UCIIOJIb30BaHUU KOTOPHIX BO3MOXKHO HapyllleHHe KOHPHICHINATLHOCTH, JOCTYITHOCTH WIIH [EJIOCTHOCTH
oOpabaTteiBaeMoii HH(OpMaLUH.

HecankuuoHUpOBaHHBIA J0CTYNn (HeCAHKIIMOHUPOBaHHbIE JelicTBMA) — JOCTYIl K
uHQOpPMAIUK WM JEHCTBUS ¢ WHQOpMAIUeH, HapylIaolUe IMpaBuia pasrpaHUueHHs JOCTyMa C
WCIIOJIb30BaHUEM LITATHBIX CPENICTB, IPEAOCTABIIEMBIX HHPOPMAIMOHHBIME CHCTEMAaMH MIEPCOHANBHBIX
JaHHBIX.

Hocutens undopManmu — ¢Qusmyeckoe WO WM MaTepPHATBHBIA OOBEKT, B TOM UHCIE
¢usnyueckoe moie, B KOTOPOM HH(POpPMAIUS HAXOJHUT CBOE OTPaKEHHE B BHUJIE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUUYECKHUX PEILICHUN U IPOLECCOB, KOIMUECTBEHHBIX XapaKTEPUCTUK (PU3MUECKUX BEITMYUH.



O0e3mnuuBaHue TMEPCOHAIBHBIX JAHHBIX — JCWCTBUS, B Pe3ylbTaTe KOTOPHIX HEBO3MOXKHO
OTIpeACTTUTh MPUHAIEKHOCT TIEPCOHATBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY HePCOHATBHBIX TaHHBIX.

O0padoTka mepCcOHAJBHBIX AAHHBIX — JEHCTBUS (OMEpaluM) C MEPCOHATBHBIMH JaHHBIMH,
BKIIfo4ass cOOp, CHUCTEMaTH3alMio, HAaKOIUIGHWE, XpaHeHHe, yTOodHeHHe (OOHOBIEHHE, H3MECHEHHE),
WCIIONB30BaHMe, pacnpocTpaHeHne (B TOM dYHCJIE Tepenady), o0e3nnyuBaHue, OJOKHpPOBAHHE,
YHUUYTOKEHUE TTePCOHANBHBIX JaHHBIX.

OO01en0CcTyHBIE MEPCOHANIbHBIE JaHHbIE — [IEPCOHANBHBIEC JaHHBIE, TOCTYIl HEOTPAaHUYEHHOTO
KpyTa JIUIl K KOTOPBIM TPEIOCTaBICH C COTJacHs CyObeKTa MepCOHANBHBIX AAHHBIX WJIH Ha KOTOpHIE B
COOTBETCTBHHM C (hemepalbHBIMH 3aKOHAMH HE PacHpoCTpaHseTcs TpeOoBaHWE COOIIOMCHUS
KOH(HICHINAIEHOCTH.

Omnepartop (MepcOHANBHBIX JAHHBIX) — TOCYIApCTBEHHBIH OpraH, MYHHUIIMIIANBHBIA Opra,
IOpUINYECKOe WM (PU3UYECKOe JIMIO, OpraHu3ymomee W (WiIH) OCYIIECTBISIONEe 00paboOTKy
MEPCOHANBHBIX JaHHBIX, a TaKXKe ONpeNeNsioNnIe Leld U COAep)KaHHe OO0paOOTKH MepCcOHaTbHBIX
JAHHBIX.

TexHuyeckue cpeacTBa HHMOPMAIMOHHOW CHUCTEMbl MEPCOHAJBHBIX JAaHHBIX — CpPEACTBa
BBIYMCIIUTEIHHON TEXHUKH, MTHPOPMAIIMOHHO-BEIYUCINTENbHbIE KOMIUIEKCHI U CETH, CPEJICTBA M CHCTEMBI
nepenaun, npuemMa U obOpabotrku I[I[IH (cpemcTBa ¥ CHCTEMBI 3BYKO3AIlUCH, 3BYKOYCHJICHHS,
3BYKOBOCTIPOHM3BEICHHSA, TIEPETOBOPHBIE W TEJIEBU3WOHHBIE YCTPONCTBAa, CpPEACTBA W3TOTOBICHMUS,
THPKUPOBAHUS TOKYMEHTOB W JPYyTHe TEXHUYECKHE CpEeACTBa OOpaOOTKH pPEUYeBOM, rpaduueckoi,
BUEO- M OyKBEHHO-UU(PPOBOH HHGPOpPMALMU), MPOTPaMMHBIE CPEJCTBa (OMEPalMOHHBIE CUCTEMBI,
CHCTEMBI YIpaBlieHHs1 0a3aMu JaHHBIX M T.I.), CPEIACTBAa 3alIMThl WH(OpMAIHMU, NPHUMEHSEMBIE B
WH(POPMAITMOHHBIX CHCTEMAX.

IepexBaTr (uHpoOpManuu) — HENpaBOMEPHOE TOIyYeHHEe HH(POpPMAUH C HCHOIb30BAHHEM
TEXHUYECKOTO CPEJCTBA, OCYIIECTBISIIOIIETO OOHapyKeHHe, NmpueM Hu o0paboTKy WH(POPMAaTHBHBIX
CUTHAJIOB.

IlepconanbHble AaHHbIe — I00as wWHPOpPMANHKSA, OTHOCAMIASCS K ONPEACIICHHOMY HWITH
OTIpeJieNIIEMOMY Ha OCHOBaHHMU TakoW uHGopManuu (HU3NUYecKoMy JHIy (CyOBEKTY MEpCOHANBHBIX
JIAHHBIX), B TOM 4YHCJE €ro (Gamuius, UMs, OTYECTBO, TOJ, MECSI], JlaTa U MECTO POXKICHHS, aJpec,
ceMeitHoe, coIMalbHOe, MMYIIECTBEHHOE IIOJIOKEeHHE, oOpazoBaHHe, Mpodeccus, MOXOIbI, ApyTras
uHpOpMAITHSL.

IMoGouHble 3JEKTPOMATHHUTHBIE H3JIYYeHHS] M HABOAKH — DJICKTPOMArHWUTHBIC H3ITyYCHUS
TEXHUUYECKUX CPENICTB 00pabOTKH 3amuinaeMoi nH(GOpMAINH, BOZHUKAKOIINE KaK MOO0YHOE SBICHUE U
BBI3BaHHBIC AJIEKTPUYECKUMHU CUTHAIAMH, ACHCTBYIOIIMMHU B UX AJIEKTPUYECKHX M MATHUTHBIX LEMAX, a
TAKXKC JJICKTPOMArHUTHBIC HABOAKH 3THX CHUIHAJIOB HAa TOKOHNPOBOAAIIME JIMHUH, KOHCTPYKIHU U LECIIU
MTUTAHMUA.

IoanTUKa «4UCTOr0 CTOJIAa» — KOMIUIEKC OPTaHWU3AlMOHHBIX MEPONPUSTHIA, KOHTPOJIUPYIOIINX
OTCYTCTBHE 3alTUCHIBAaHMS Ha OyMaKHbIEe HOCUTEIN KITIoUel 1 aTpUOyTOB JI0CTyma (Maposieil) U XpaHeHus
UX BOJIM3M OOBEKTOB JIOCTYIIA.

Ioan3oBaTenb HHGPOPMAIMOHHON CHCTEMbI MEPCOHATBHBIX JAHHBIX — JIUIO, YYaCTBYIOIIEE B
(GYHKIMOHUPOBAHWU HMH(MOPMAIIMOHHOW CHCTEMBl TEPCOHANBHBIX JIAHHBIX WM  UCIOJIB3YIOIIEe
pe3yabTaThl €¢ QYHKIIMOHUPOBAHUS.

IIpaBuna pa3rpanuyeHHusi JOCTyHa — COBOKYITHOCTh IIPaBWJI, PETJIaMEHTUPYIONINX IMpaBa
JIoCTyTa CyOBEKTOB IOCTYIA K 00BEKTaM JIOCTYIA.

IporpamMmmHas 3aKyIaaKa — KOJI IPOTPaMMBI, IIPEeJHAMEPEHHO BHECEHHBIN B MPOrPaMMYy C IEIbI0
OCYIIECTBUTh YTEUKY, H3MEHUTh, OJIOKHPOBATh, YHHUYTOXKUTh WH(MOPMAIUIO WIU YHUUYTOKUTH U
MOIU(PHUIMPOBATh MPOrpaMMHOE obecrieueHre MH(POPMALMOHHONW CHUCTEMBl MEPCOHAIBHBIX IaHHBIX U
(m1n) OIOKMPOBATH alIapaTHBIE CPEICTBA.

IIporpaMmmHoe (mMporpaMMHO-MaTeMaTH4eCKOe) BoO3JdelicTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICHCTBHE Ha PECypchbl aBTOMATU3UPOBAHHOW WH(POPMAIMOHHON CHCTEMBI, OCYIIECTBIISIEMOE C
UCIIOJIb30BaHHEM BPEJIOHOCHBIX TIPOTPaAMM.

PaCKprTI/Ie NEPCOHANBHBIX HAHHBIX —  YMBIIUICHHOC WA cnyqaﬁHoe HapymcHue
KOH(I)I/IZLCHLII/IEU'IBHOCTI/I NEPCOHAIBHBIX NAHHBIX.
PacnpOCTpaHeHHe NEPCOHANBbHBIX JaHHBIX — I[eflCTBPIH, HAIllpaBJICHHBIC Ha TIiepeaady

MEPCOHANIBHBIX JIaHHBIX OIPENEIeHHOMY Kpyry Jjwi (Tiepefada NepCOHaNbHBIX NaHHBIX) WIH Ha
03HAKOMJICHHE C TIEpCOHALHBIME JIaHHBIMH HEOTPAHUYEHHOTO KpyTa JIUI, B TOM Yuclie 00HApOJI0OBaHUE
NEPCOHANBHBIX JaHHBIX B CpEICTBaX MAaccoBOM HHQOpManuM, pa3MelleHHe B HHGPOPMALUOHHO-



TEJIEKOMMYHHKAITMOHHBIX CETSIX WM MPENOCTaBICHHE JOCTYIAa K MEPCOHATBHBIM NaHHBIM KaKUM-JIH0O
WHBIM CIIOCOOOM.

Pecypc nndopManuoHHOil cuCTEMbl — UMEHOBAHHBIN AJIEMEHT CUCTEMHOIO, MPUKJIATHOTO WIN
anmapatHoro obecrevyeHus QyHKIHOHUPOBAaHHUA UHPOPMAIIIOHHOH CHCTEMBI.

CnenuanpHble KaTeropuu MEePCOHAJBHBIX JAAHHBIX — TIEPCOHAJBHBIE IAHHBIEC, KACAIOIIUECS
pacoBoii, HAIIMOHATFHOW MPUHAICKHOCTH, MOTUTHUECKAX B3TIIAJIOB, PEIMTHO3HBIX WIH (hHI0cOo(CKUX
yOeKIIeHHI, COCTOSIHUS 3A0POBbS 1 HHTUMHOM KU3HH CyObEKTa MepCOHaIbHBIX TaHHBIX.

CpencrBa BBIYUCIUTEIbHON TEXHUKM — COBOKYMHOCTh TIPOTPAMMHBIX M TEXHHYECKUX
AJIEMEHTOB CHCTEM OOpabOTKH JAaHHBIX, CIIOCOOHBIX (PYHKIIMOHHPOBATH CAMOCTOATEIHHO WIIA B COCTaBE
JPYTUX CHCTEM.

Cy0bekT aoctyna (cy0beKT) — JMIO WIH TpOLEcC, NEHCTBHS KOTOPOTO pPErIaMEHTHPYIOTCS
MpaBIJIaMH pa3TrpaHUICHHUS JOCTYyIIA.

Texunveckuid KaHaJ yTedkd MH(POPMALMU — COBOKYITHOCTh HOCUTeNsl HH(pOopManuu (CpeacTsa
00paboTKH), (HPU3NYEeCKoil cpenpl pacmpocTpaHEHUs MHPOPMATHBHOTO CHTHajla M CPEACTB, KOTOPBIMHU
OOBIBaeTCS 3amuIacMas HHGOPMAIIHS.

TpancrpanuyHasi mepeada MNEPCOHAJBLHBIX JAaHHBIX — Tepefada IEepPCOHANBHBIX JTaHHBIX
onepaTopoM uepe3 ['ocynapcTBeHHY0 rpanuily Poccuiickoil denepanuy Opraiy BJIaCTH MHOCTPAHHOIO
rocyapcTBa, ((M3MYECKOMY HITH FOPUINIECKOMY JIMIy HHOCTPAHHOTO TOCYJapCTBa.

Yrpo3sl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTH YCJIOBUH W (PaKTOpOB,
CO3/IAI0IIMX OMAaCHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCJE CIy4ailHOro, JOCTyIa K MEepCOHAIbHBIM
JAHHBIM, PE3YJIFTATOM KOTOPOT'O MOXKET CTaTh YHHUTOKCHUE, U3MEHEHHE, OJIOKHPOBaHKE, KOIUPOBAHHE,
pacipocTpaHeHHEe MEePCOHAIBHBIX MAaHHBIX, a TaK)KE€ HHBIX HECAaHKIIMOHHPOBAHHBIX NEHCTBUN TpH WX
00paboTKe B MH()OPMALIMOHHOMN CUCTEME MEPCOHAIBHBIX JIAHHBIX.

YHHMYTOKEHHE NEePCOHAIBLHBIX JAAHHBIX — JICHCTBUS, B pe3yilbTaTeé KOTOPHIX HEBO3MOXKHO
BOCCTaHOBUTHh COJIEpKaHWE IIEPCOHAIBHBIX MaHHBIX B HWH(POPMAIMOHHON CHCTEME IePCOHAIBHBIX
JTAHHBIX WM B PE3yIbTaTEe KOTOPHIX YHHUTOXKAIOTCS MaTepHAIIbHBIE HOCUTEH TIEPCOHATBHBIX TAHHBIX.

YTeuka (3ammiaemoil) MHPOPMAIMHM 1O TeXHHMYECKMM KaHAJIaM — HEKOHTPOJIHpPyeMoe
pacrpocTpaHeHue HHGOPMALMU OT HOCHUTENS 3alluiaeMoil HHPOpMaluK depe3 GU3NIECKYI0 cpely 10
TEXHHYECKOTO CPEJNICTBA, OCYIIECTBISIONIETO MepexBaT HH(PpOpMaIny.

Ys3BUMOCTB — c1a00CTh B CPE/ICTBAX 3alIUThI, KOTOPYIO MOKHO MCIIOJB30BATh Ul HApYyIICHUS
CUCTEMBI UITK coJieprKalleiicss B Hell nHpopMaIHy.

HenoctHocTh wuH(pOPpMAUMH — CHOCOOHOCTh CpPEJCTBA BBIYUCIUTEIHHON TEXHUKH HITU
aBTOMATHU3UPOBAHHON CHCTEMBI 00€CIeYrBaTh HEU3MEHHOCTh WH(OPMAIMHM B YCIOBHUSAX CIy4YailHOTO
W/WITH TIPETHAMEPEHHOT0 UCKAXKECHUS (pa3pyIeHus ).

O00o3HaYeHNA M COKpALlEeHUSA

ABC — aHTUBUPYCHBIE CPEICTBA

APM — aBromMaTn3upoBaHHOe pabodee MECTO

BTCC — BciomorarenbHble TEXHUYECKHE CPEICTBA  CUCTEMBI
NCITH — nadopmanonHas cucteMa NepCoOHaIbHBIX TaHHBIX
K3 — konTponmpyemas 30Ha

JIBC — noxanbHast BEIYUCINTENbHAS CETh

MD — mexceTeBOM 3KpaH

HCJI — HecaHKIITMOHUPOBAaHHBIN TOCTYI

OC — onepanroHHas CUCTEMa

ITJIn — nepcoHanbHbIE JaHHBIE

[IMB — nporpaMMHO-MaTeEMaTHYECKOE BO3/IEIICTBHE

I1O — mporpammHoe obecnieueHue

II9MMUH — no6o4HbIe 31eKTPOMAarHUTHBIE N3TyYEHHS U HABOJIKH

CA3 — CHCTEMa aHaJIn3a 3alUIIeHHOCTH

C3U — Cpe/CTBa 3alIUThl HHPOPMALH

C3I1H — cuctema (mocucTeMa) 3aIIUThI MEPCOHATBHBIX TaHHBIX
COB — cucTeMa oOHapy>KeHHUSI BTOP)KEHUH

TKY U — Texuuyeckue KaHajbl yTeUkd HHpOpMaun
VYBI1/I1 — yrpo3bl 0€301aCHOCTH EPCOHABHBIX JTaHHBIX



BBenenue

Mopens yrpo3 0e30macHOCTH MEPCOHANBHBIX JaHHBIX (fHanmee — Mojens) mpu ux o0paboTke B
UCTLJa MBOY I'mmuazust Ne 2 1. 3203epHOTO CTPOUTCS HA OCHOBAHHUH CIIEIYIOMINX IOKYMEHTOB:

- @epnepanbueiid 3akoH oT 27.07.2006 N 149-03 "OO6 wundopmanuu, HHOOPMAIUOHHBIX
TEXHOJIOTHSIX U O 3alIuTe nHPOopMaun';

- ®enepanbHbIi 3akoH OT 27.07.2006 N 152-03 "O mepcoHanbHBIX JaHHBIX

- TpeboBaHMs K 3aLIUTE IEPCOHATBHBIX AAHHBIX MPH UX 00pab0oTKe B MH()OPMALMOHHBIX CUCTEMAX
MIEPCOHANBHBIX JaHHBIX, YTBEPKACHHBIE MocTaHoBieHreM [IpaBurensctBa Poccuiickoit depepannu ot 1
HOs10pst 2012 1. Ne 1119;

- IIpukaz ®CTOK Poccum ot 18.02.2013 Ne 21 "O6 yrBepknmenun CocTaBa W COAep)KaHUS
OpraHU3allMOHHBIX U TEXHUYECKUX MEp Mo oOecredeHHI0 0e30MacHOCTH NMEPCOHAIBHBIX AaHHBIX TPU UX
00paboTke B MHGOPMAIMMOHHBIX CHCTEMaX IMEPCOHAIBHBIX JTaHHBIX";

B momemn yrpo3 mpezncraBneHo omucanmne cTpyktypel MCIIJIH, coctaBa n pexxnma o0pabOTKU
[TH, x7accupuKanuio MOTEHIMATBHBIX HApYLIMTENEH, OLUEHKY HCXOIHOTO YPOBHS 3allUIIEHHOCTH,
aHanmu3 yrpo3 0e30MacHOCTH MEePCOHATBHBIX TaHHBIX.

Mopnens yrpo3 SBISETCS METOAMYECKAM JOKYMEHTOM M TpeNHa3HadeHa Uil JODKHOCTHBIX U
OTBETCTBEHHBIX JIMI[ Oleparopa MEPCOHANBHBIX IaHHBIX, anmMuHucTpatopoB WCII/IH, pa3paboTumkoB
NCTIIn 1 ux moacucTem.

Anamn3 YBII/IH BKIro4YaeT:
Onucanue yrpos.
OreHKy BepOSTHOCTH BO3HUKHOBEHHS YTPO3.
OreHKy peam3yeMOoCTH yrpo3.
OLEeHKY 0acHOCTH yTpo3.
e OmnpeneneHue aKTyalbHOCTH yTPO3.
B 3akimouennn qaHBl pEKOMEHIAINA 10 MEpaM 3aIlUTHI JJI1 YMEHBIIIEHHUS OTTACHOCTH aKTyallbHBIX

yIpo3.

1.0mucanune UCIIn

WUCIIJH 1o3BONSET OCYIIECTBISATH COOp, XpaHEHHe, WCIONb30BAHUE W  YHHUUTOXKCHHE
MEPCOHANBHBIX JIAHHBIX, COAEPKAIIMX HH(POPMAINIO, TO3BOJISIONIYIO TONXYYUTHh JIOTOJHUTEIBHYIO
MHPOPMALUIO 0 CyOBEKTE NEPCOHAIBHBIX JAHHBIX.

1.1 Coctas IO UCII/In

Hns nmamnorr UCII[lH B memoM HeoOXOMUMO 0OECHEYHTh CIEAYIONUE XapaKTePUCTUKU
Oe3omacHoCcTH MH(POPMALIUU — KOH(PHUACHIIUAIBHOCTD, 1IEIOCTHOCTb.

KondunenuuanbHocTh nHGOpMANMUA — 00S3aTENBHOE IS BBIIOJIHEHUS JIMIIOM, IOYYHBIIAM
JIOCTYTI K oTpenenéHHol nHpopmanuu, TpeboBaHNE HE MepeaBaTh TaKyr HH(POPMAIIUIO TPETHUM JIUIaM
0e3 cormnacus eé obmamarens.

HenoctHocTh WHGpOPMAIMUM — CHOCOOHOCTH CPEJACTBA BBIYUCIMTEIBHON TEXHUKU HJIU
WH(POPMAITMOHHOM CHCTEMbI 00eCIeYnBaTh HEM3MEHHOCTh MH(OPMAIINH B YCIOBUSIX CIyYailHOTO W/HITU
MIPEAHAMEPEHHOTO BO3JICHCTBUSL.



2. [Toan3oBaTen

B MBOY I'mvnuazus Ne 2 1. 3ao3epHoro 00paOOTKa NMEepCOHANBHBIX AAHHBIX OCYIIECTBISETCS B
MHOTOTOJIB30BATENILCKOM PEKUME C pa3rpaHUUYCHHUEM MPaB JOCTYyIIA.

Pexum 00paboTku mpenycMaTpuBaeT ClEAyIoIne ACHCTBHS C MEPCOHATIBHBIMH JaHHBIMU: COOD,
CHCTEMaTH3allUI0, HAKOIUIGHHE, XpaHeHHWe, yTodHeHHe (OOHOBIEHHE, H3MEHEHHE), HCIOJIb30BaHHE,
pacmpocTpaneHne (B TOM 4UHClIe Iiepernady), oOe3nmuuMBaHWe, OJOKHPOBaHHWE, YHUYTO)KCHHE
MEPCOHANBHBIX JaHHBIX.

Bce monb3oBarenu MCIIJIH umeror cobctBeHHBIEe poiu. CIMCOK THIIOBBIX pOJel MpeIcTaBieH B
BHJIE MAaTPHIIBI IOCTyMa B TadiuIe 2.

Tabmuma 1 — Marpuma gocrymna

I'pynna YposeHs npocryna k 11/ PaspelieHHbIe 1EeHCTBHS
Obnanaet noaHol nHpOpMaLUe o
CHCTEMHOM U IPUKIaTHOM
MIPOTPaMMHOM OOECIICUCHHIH
NCIIAn.
Oo6magaer moHOW WHpOpPMAIHEN O 60
TEXHUYECKUX CPEACTBaX U p
- cCTeMaTH3alus
koHpuryparun UCIIIH. HAKOILICHIE
Nmeet goctyn ko BceM
Anmunuctparop UCII/Ix - XpaHeHHue
TEXHUYECKUM CPEICTBaM TOUHCHHE
00paboTkn HHMOpMALIUU H M
sanssiv T - UCTIONIb30BaHHE
) - YHUUYTOKEHUE
OO6manaer mpaBaMu y
KOH(UTYpUPOBaHUSA 1
aIMUHUCTPATUBHONU HACTPOHKHU
texHundeckux cpeacts UCII/Ix.
Obnanaet nmpaBaMu
Anmmunuctparopa UCIdH.
Ob6nanaer momHOM WHpOPMAITHEH 60
06 VCTT/Ix. p
- ccTeMaTH3aIus
Nwmeer noctyn k cpencream HAKOILICHIe
AIMHUHHUCTPATOP 3alUTHl MHPOPMALIIH U ADAHCHIE
0e3omacHoOCTH MPOTOKOJUPOBAHUS U K YaCTH EO‘IHCHHG
KItoueBbIX a7emMenToB MCII/IH. ZICHOHBOB&HHG
He umeer npas nocrtymna k HIUTOKCHIC
KOH(UTI'YPUPOBAHHUIO TEXHUUECKUX Y
CPEJCTB CETU 32 UCKIIOUECHHEM
KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).
- coop
- ccTeMaTH3aIus
Obnanaet BceMr HEOOXOJUMBIMH HAKOIUICHIe
aTpuOyTaMu U paBaMH
Omneparop UCIIx Tpuby P ’ - XpaHeHHe
00ecneYnBaonuMH JIOCTYT KO
sce T - YTOYHEHHUE
' - HCIIOJIb30BaHUE
- YHUUTOXKEHHE

HpeZ[OCTaBJ'IeHI/IC WM HOPCEKpallCHUE OO0CTyIMa K I/ICHHH OCYHICCTBIIACTCA B COOTBCTCTBHU C
IIPUKa30M O Ha3HAYCHHWU Ha JOJDKHOCTH UJIU IPUKA30M 00 YBOJIbHCHHH.

3. Tun UCI1An

Tabnuna 3 — [Mapamerpst UCITIH

3aiaHHbIC XaPaKTEPUCTUKU 0€30I1aCHOCTH

TumoBast ”HGOpPMAITMOHHAS CHCTEMa
NEPCOHANBHBIX JAHHBIX




CrpykTypa HH)OpMAIIMOHHON CUCTEMBI JlokanbHas nHQOPMALIMOHHAS CHCTEMa

IMoaxmouenne HHGHOPMAITUOHHON CUCTEMBI K

CeTsIM OOIIIETO TOJIB30BaHUS U (HITH) CETSIM Nwmeercs
MEXKIYHapOIHOTO HHG)OPMALIMOHHOTO 00OMEHa
PexnmM 00paboTKH MEPCOHANBHBIX JaHHBIX MHoromnosp30BaTenbcKas CuCTEMa
Pexxum pasrpanudeHuns mpas AOCTYIIA
. C pasrpaHu4eHueM JIOCTyIIa
TI0JIb30BaTeNNeH
MecToHax0X/IeHUE TEXHUUYECKUX CPEJICTB Bce TexHnueckue cpencTBa HaXOAATCS B IpeAenax
MHQOPMAITMOHHON CUCTEMBI Poccuiickoit @epepanuu

K NEPCOHATIBHBIM JaHHBIM IIPCABABIACTCA

JlononHuTeNBbHAS UHpOPMAIIHS
TpeOOBaHME ETOCTHOCTH U (FITN) JOCTYITHOCTH

JINC 1I tuna — nokanbHas WH(OOPMAIMOHHAS CHCTEMa, UMEIOIIAs TOJKIIOUYCHUE K CETSAM CBS3U
00II1ero Mob30BaHMs U (WIIH) CETSAM MEXIYHapOJHOTO WH(GOPMAIIMOHHOTO O0OMeHa WH(OpPMAIMOHHBIE
CUCTEMBI, C pa3rpaHHYEHUEM IPaB JIOCTYyIIA.

4. Ucxoanblii ypoBensb 3amumenHoctu UCIIIn

ITox oOmUM ypOBHEM 3allUIICHHOCTH IMOHMMAaeTCs OOOOIICHHBIN IOKa3aTeib, 3aBUCSINANA OT
TEXHUYECKUX M IKCIUTyaTannoHHbIX xapakrepuctuk MCITIH (Yy).

B Tabnwme mnpencTaBieHBl XapaKTEPUCTUKHA YPOBHS UcXomHO# 3ammmieHHocTH mius WCIIa
MBOY T'umuazust Ne 2 r. 3a03epHOro.

Tabmuiia 2 — MicXoHbIi yPOBEHD 3aIUIIICHHOCTH

YpoBeHb
[o3uuns TexHHUECKHE U SKCIUTyaTallHOHHbIE XapaKTEPUCTUKU
3aIUIIEHHOCTH
1 ITo TeppuTopranbHOMY pa3MELICHUIO Bricokuii
2 [To HanMUMIO COEMUHEHHS C CETSIMH OOIIETO MOJIb30BAHUS Cpennuit
3 ITo BCTpoeHHBIM (JIerajibHBIM) OIIEPALMSIM C 3aucsiMu 0a3 Huskuii
TIePCOHATBHBIX JTaHHBIX
4 Io pa3rpanudeHHI0 JOCTyNa K NEPCOHAIBHBIM TaHHBIM Cpennuit
5 Io Hanwuuto coequuennit ¢ npyrumu 6azamu 11 napix UCIIH Bricoknii
6 o ypoHto (06e3nmmumnBanus) [1/1H Huzkwmit
7 [o o6bemy I1/1H, KOTOpBIE MPEIOCTABIISIOTCS CTOPOHHUM S——
nonb3oBatessim UCII/In 6e3 npensaputensHoil 00padoTku

OrmpeaeneHne UCXOTHOW CTEMEHU 3aIUIIICHHOCTH

1. UCIIJIH wmMmeeT BBICOKMA YypOBEHb HCXOIHOW 3amuieHHocTH, eciu He wmenee 70 %
XapaKTEPUCTUK COOTBETCTBYIOT YPOBHIO «BBICOKHIN;

2. UCII/Iz nmeeT cpeaHMiA ypOBEHb MCXOIHOM 3aIUIICHHOCTH, €CITH HE BBIMONHIIOTCS yCIOBHUS
o myHKTy 1 1 He menee 70 % xapaktepructuk MCIIIH COOTBETCTBYIOT YPOBHIO HE HHUKE «CPEITHHINN;

3. UCIIIH uMeeT HU3KYIO CTEMEHb UCXOIHOM 3alllUIIEHHOCTH, €CJIU HE BBIMOJIHAIOTCS YCIOBUS 110
IMyHKTaM 1 u 2.

Taonuma 4
3HavYCHHE XapaKTEPUCTUKH . IIponieHT 3HAaUEHUI HE HUXKE
Ne ni/m KonmgecTBo 3HAUCHMIA
(YpOBEHB 3alTUINIEHHOCTH) JTAHHOT'O YPOBHSI
1 Bricoknii 3 42%
2 Cpenauii 2 29%
3 Husknii 2 29%




B cooTBeTCTBHH C MOJNyYEHHBIMH JIAHHBIMH yCTaHABIMBACTCS CPeIHUI MOKa3aTeJlb MCXOIHOU
3alIMIEHHOCTH, 3HaUCHHEe Koadduimenrta Y =5,

5. BeposiTHOCTB peaqn3anuy yrpo3 6e30MacHOCTH
5.1 Knaccudukauus yrpo3 6e30nacHoOCTH

[lepedyenp yrpos, ysA3BUMOCTEH M TE€XHHYECKHX KaHAJIOB YTeuku HH(popManuu cHOpMHPOBaH B
COOTBETCTBHH C TPeOOBaHUAMH pyKoBOAAmNX MokyMeHTOB @PCTIK Poccum.

CocraB u copepxkanue YBII/IH onpeaenseTcss COBOKYIMHOCTBIO YCIOBHI U (PaKTOPOB, CO3IAIOIINX
OMAacHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM 4YHcJe ciy4aiHoro, goctyna k [1/[H oOpabaTbiBacMbIM B
UCIIAH.

UCIIn VYwupexneHus MpeacTaBiseT coOOH COBOKYMHOCTh MH()OPMALMOHHBIX M MPOTPaMMHO-
amnmapaTHBIX 3JIEMEHTOB M MX OCOOEHHOCTEH Kak 00beKTOB obecmeueHus Oe3omacHOCTH. OCHOBHBIMU
snementamu UCITIH SBIsroTCS:

- MepCcoHaJbHBIC TJaHHbIE, 00padaTbiBacMbie B MCIT/IH;

- nH(POPMALIMOHHBIE TEXHOJIOTUH, KaK COBOKYITHOCTh MPHEMOB, CIOCOOOB U METOI0B TIPUMECHEHHUSI
CPEJCTB BBIYMCIUTENBHON TEXHUKH TIpU 00padotke [1/1H;

- texanueckne  cpeactBa  MCIIJIH, ocymectBustommme  obpabotky IIJIn  (cpeacta
BeuucIuTeNbHON TexHuku (CBT), nHGOPMAMOHHO-BHIYUCIUTENLHBIE KOMIUICKCH U CETH, CPEICTBA U
CHCTEMBI Tiepeniauu, npuema u oopadoTku [1/1H;

- MIpOrpaMMHBIE CPEJICTBA (OTEpAIMOHHBIE CHCTEMBI, CHCTEMBI ympaBiieHHs 0azaMHu IaHHBIX U
T.IL);

- cpeacrsa 3anuthl nHGopmaruu (C3U), Brmouas CK3U;

- BCIIOMOTaTEJIbHbIE TEXHUYECKHE CPEACTBA U CHCTEMbI (TEXHMYECKHE CPEICTBA M CHUCTEMBI, HX
KOMMYHMKALlUM, HE NpenHa3HaueHHble At oOpaborku II/IH, HO pa3MelleHHblE B IMOMELICHUSX, B
koTophIx pacnoioxensl UCII/IH, Takue Kak cpeacTBa BBIYMCIUTENBHON TEXHUKH, CPEJACTBA U CUCTEMBI
OXpaHHOM M TIOKAPHOW CHUTHANIM3alMU, CpPEICTBA U CHUCTEMBl KOHIAUIMOHUPOBAHMS, CpEICTBA
ANIEKTPOHHOU oprrexHuku u T.11.) (nanee - BTCC);

- noxymeHTtanus Ha CK3U u Ha TexHn4eckue u nporpammusie komrnoHeHTsl MCI/IH;
- KIII04eBasi, ayTeHTH(GUIUPYIOIas ¥ apojibHas HH)OpMaIIs;

- TOMEIIEHUs, B KOTOPBIX HAXOISATCS 3allUIIaeMbIe PECYPCHI.

Bosmoxnoctn uctounnkoB YBII/IH 00ycloBIE€HB COBOKYITHOCTHIO METOJOB M CHOCO0OB
HECaHKIIMOHUPOBAaHHOTO M (Wiu) ciydaiiHoro poctyna kK IIJ[H, B pe3yipTare KOTOPOTO BO3MOXKHO
HapylIeHne KOH(PHUIEHIMATFHOCTH (KOMUpPOBaHHE, HEMPAaBOMEPHOE PACIPOCTPaHEHHUE), IETOCTHOCTH
(yHUYTOXEHHE, I3MEHEHHE) U JocTymHOCTH (OnokupoBanne) 11/1H.

Yrpoza 6e3onacHoctu [1/JH peanusyercst B pe3yibpTaTe 00pa3oBaHus KaHaita peanm3anuu Y BI1Ia
MEXJ1y UCTOYHUKOM YI'pO3bl U HOcHUTEIeM (McTouHUKOM) T1JIH, 4TO co3/aeT HEOOXOAUMBIE YCIOBUS IS
HapymieHus 6e3onacHoctH [1/]H (HecaHKITMOHUPOBAHHBIA WIIH CITYYalHBIA JJOCTYII).

OCHOBHBIMU 3JIeMeHTaMU KaHaina peanusanuu Y BIIJIH sBisroTcs:

- uctounuk YBIIJ[H — cyOBbekT, MaTepHaibHbIi OOBEKT WIH (U3HYECKOE SIBIICHHE,
coznarorue Y BITIH;

- cpena (myTh) pacrpoctpaneHus [1JIH niu Bo3meHCTBUI, B KOTOPOH (u3WYECcKOe IMOJIe, CUTHA,
JIaHHbIE WJIM MPOrpaMMbl MOTYT PAaCHOpOCTPaHSATHCS U BO3JACHCTBOBAaTh Ha 3alllMIAEMbIE CBOMCTBA
(KOH(UIAESHIIHAILHOCTD, LIEJIOCTHOCTD, TOCTYIHOCTS) [1/1H;

- Hocutens I/l — ¢uznyeckoe MU0 UK MaTepUalIbHBI OOBEKT, B TOM Yuciie GU3HIECcKOe M0,
B KoTopoM [I/lH HaxXOUT cBOE OTpa’keHHE B BHJIE CHUMBOJIOB, 00pa30B, CHTHAJIOB, TEXHHYECKUX PEIIEHUH
Y TIPOIIECCOB, KOJTMYECTBEHHBIX XapaKTEPUCTUK (PM3NUECKUX BEITHYNH.

Uctounnkamu yrpoz HCJl 8 UCITIx MoryT OBITE:

- HapyUIUTEIb;

- HOCHUTEIb BPEJOHOCHON MPOTrpaMMBl.



5.2 Knaccuukanusa HapyuiaTeJiei

ITo nmpusnaky npunagnexxHocty Kk UCII/IH Bce HapymuTeny AeAATCS Ha ABE TPYIIIbI:

BHEIIHUE HapyWIUTeNu — (Pu3nyeckue jula, HE MMEIOIIME NpaBa NpeObIBaHUS HA TEPPUTOPHUU
KOHTPOJINPYEMOM 30HBI, B Ipeiesiax KoTopo pasmemnraercs obopynoBanue NCI/IH;

BHYTPEHHHE HapYIIUTENHd — (PU3MYECKUE JIMLA, UMEIOLIME MPaBo NpeOBbIBAaHUS HA TEPPUTOPUHU
KOHTPOJIMPYEMOH 30HBI, B IIpeaenax KoTopoi pasMemaercs odopyaoBanue MCIT/IH.

BHemHuii HapylumMTeJib

B kadecTBe BHEImIHEro Hapymmresns HHGOOPMALMOHHOW O€30MacHOCTH, paccMaTpUBACTCs
HapyIIUTENb, KOTOPBIH HE UMEET HEMOCPEICTBEHHOIO JOCTYIAa K TEXHUYECKUM CPEJCTBAM M pecypcam
CUCTEMBI, HaXOJAIIKUMCS B TIPeJiesiaX KOHTPOJINPYEMON 30HBI.

IIpenmonaraercs, 4TO BHEIIHMHM HapyIIUTENb HE MOXET BO3JCHCTBOBATh HA 3aIUINAEMYIO
MHQOpPMALMIO 10 TEXHMYECKHMM KaHallaM yTeYKH, Tak Kak o0beM HH(POpPMALWH, XPaHUMOW H
obpabateiBaemoii B MCII/IH, sBisieTcs HEJOCTATOYHBIM Ui BO3MOYKHOH MOTHBALIMM BHEIIHETO
HAapyLIMUTENsl K OCYILIECTBICHHUIO ICHCTBHM, HANPABICHHBIX YTEUKY HH(POPMAIMM IO TEXHHUYECKUM
KaHaJlaM YTEUKH.

[Ipennonaraercsi, 4YTO BHEIIHWH HApYLIWTENb MOXET BO3JCHCTBOBATh Ha 3allUIIAEMYIO
MH(OPMALIUIO TOJBKO BO BpeMs €€ Iepeaayd 1o KaHajuaM CBA3H.

BuyTpennnii HapymmuTeab

B03MOXHOCTH BHYTPEHHETO HapyIIUTENsl CYIIECTBEHHBIM 00pa3oM 3aBUCST OT JICHCTBYIOIIUX B
npeenax KOHTPOJMPYEMOH 30HBI OTPaHUYUTENBHBIX (DAaKTOPOB, M3 KOTOPBIX OCHOBHBIM SIBISETCS
peanu3zanys KOMIUIEKCa OPraHW3alMOHHO-TEXHUYECKUX MEP, B TOM YHUCIIE MO MOA00pPY, pacCTaHOBKE U
00eCTeYeHNIO BBICOKOH MPOQEeCcCHOHANBHONW TMOATOTOBKH KaJpOB, JOMYCKY (U3UUECKUX JIUI BHYTPb
KOHTPOJIMPYEMOM 30HBI M KOHTPOJIO 3a TMOPSIIKOM IpOBEACHHUs paldoT, HampaBlICHHBIX Ha
NPEIOTBPAIIECHUE U MPeceUeHUE HECAHKLIMOHUPOBAHHOTO AOCTYIIA.

Cucrema pazrpanmueHus goctyna UCII/Ia obecnieunBaeT pa3rpaHUYeHHe TIPaB MOIh30BATENeH Ha
JOCTYM K UHPOPMAIIMOHHBIM, IPOTPaMMHBIM, armapaTtHeiM U ApyruM pecypcam UCII/IH B cooTBeTCTBUU
C MPHUHATON MOJUTHUKOW MH(OpMAIMOHHOW Oe3omacHOCTH (MpaBmiaMu). K BHYTpeHHMM HapymIUTEIsIM
MOTYT OTHOCHUTBCSI:

agmunauctparopsl UCI1/H (kateropus 1);

aJIMAHUCTPATOPBl KOHKPETHBIX mojickucTeM win 6a3 qanueix UCIH (kateropus 1I);

nons3oBatenu UCII/Ix (kaTeropus I1I);

MOJIL30BATEIH, SIBIISIONIUECS BHEITHUMH IO OTHOIIeHHIO K KOHKpeTHOH AC (kareropus [V);

nvIa, o0JaaoIIre BO3MOKHOCTBIO JIOCTYIA K CUCTEME Mepejaul JaHHbIX (KaTteropus V);

COTPYAHUKH, MMEIOUINE CAaHKLIMOHUPOBAHHBIN MOCTYNl B CIYXEOHBIX LESX B IOMELICHUS, B
KOTOpbIX pazmematorcs anementsl UCII/IH, HO He nmeromue mpasa goctyna K HuM (kareropus VI);

obcykuBaromuii nepconan JIIIY (oxpaHa, paOOTHUKH WHXEHEPHO—TEXHHYECKUX CITY)KO H T.1.)
(xareropus VII);

YIIOJIHOMOYEHHBIH nepcoHan paszpaborunkoB WCII/IH, KOTOphI Ha JOrOBOPHOM OCHOBE HMMEET
NpaBo Ha TEXHUUYECKOe 00CTyknBanue u Mmoaudukanmo komnoHenToB UCII/Iu (kareropus VIII).

Ha nun xateropuit | u |l Bo3noxkeHs! 3a1a4u 10 aIMUHUCTPUPOBAHHIO MPOTPAMMHO-aNIIaPaTHBIX
cpeactB u 06a3 manHbix MCIIJH s wHTEerpammu M oOecreyeHHs B3aUMOACUCTBHS PAa3IHUUHBIX
nogcucreM, Bxomamux B coctaB MCII[H. AQMHMHUCTpAaTOphl MOTEHLHMAIBHO MOTYT PEaJM30BBIBATH
yrposel VB, ucnonb3yst BO3MOKHOCTH 110 HETIOCPEJICTBEHHOMY JOCTYIY K 3alUIaeMod WHQOpMAIHH,
oOpabatbeiBaemoii n xpanumoii B UCII/IH, a Takxke K TeXHHYeCKUM U niporpaMMHbIM cpeactBam WCIT/H,
BKJIFOUAs CPEJICTBA 3alIUTHI, UCIIOJIb3yeMble B KOHKPETHBIX AC, B COOTBETCTBHHU C YCTAHOBJIEHHBIMU JJIS
HUX aJMIHHUCTPATUBHBIMH MTOTHOMOYHSMHU.

OTH JWIa XOpOIIO 3HAKOMBI C OCHOBHBIMH AJITOPUTMAaMH, MPOTOKOJIAMH, DPEATU3yEeMBIMH H
UCIONB3yEMBIMU B KOHKpeTHbIX mnoacucreMax u HCIIJIlH B menoM, a Takke ¢ NpUMEHSIEMBIMHU
MPUHLMTIAMH U KOHIENIUAMHU 0€3011acHOCTH.

IIpenmonaraercsi, 4To OHM MOTJIHM OBl HCIIONB30BaTh CTaHIAPTHOE OOOpYyIOBaHWE JHOO IS
uaeHTHPUKALUN ya3BUMOCTel, Jnbo i peanuzanuu yrpo3 Mb. JlaHHoe o0opyzoBaHHe MOXET OBITH
KaK 4YacThl0 IITATHBIX CPEACTB, TaK M MOXKET OTHOCHTBCS K JIETKO TMOJydaeMoMy (Hampumep,
MporpaMMHOe oOecTieueHue, MOTyuYeHHOE U3 OOIIEOCTYITHBIX BHEIIHUX NCTOYHUKOB).

Kpome ToOro, mpeamonaraercs, 4TO 3TH JUIa MOTJIM OBl pacrojiaraTh CIENHATH3UPOBAHHBIM
0o0opyIoBaHUEM.




K mumam karteropwii | u |l BBy mx mckmouutenbHol ponn B MCII/IH gomkeH mpUMEHSTHCS
KOMIIJIEKC OCOOBIX OPTaHH3AIMOHHO-PEXUMHBIX MEp 10 UX MOI00PY, MPHHATHIO HA paboTy, HA3HAYCHUIO
HAa JIOJDKHOCTH ¥ KOHTPOJTIO BBIIOJTHEHUS (DYHKITMOHAIBHBIX 00s3aHHOCTEH.

[Ipenmonaraercs, 4o B yucio Jmi kareropuii | u |l OyayT BKItoYaThCsl TOIBKO TOBEPEHHBIC JTUIIA
Y TMI03TOMY YKa3aHHBIC JIMIA HCKITFOYAIOTCS U3 YHCIIa BEPOSITHBIX HAPYIIUTEICH.

IIpenmomnaraercs, uro numa kareropwuii 111-VIIl oTHOCATCS K BEpOATHBIM HApyIITUTEISIM.

[Ipenmonaraercsi, 4TO BO3MOXHOCTh CrOBOpa BHYTPEHHUX HAPYIIMTEICH MAJOBEPOSTHA BBHILY
MPUHSATHIX OPTaHU3AIMOHHBIX U KOHTPOJIUPYIOIIUX Mep.

Ilpennosio:xkenust 00 umemouleiics y HapymmuTeass uHGopManuu 00 00beKTax peaau3aluu

yrpos

B kxadecTBe OCHOBHBIX ypOBHEW 3HaHWH HapymuTeneit 00 AC MOXXHO BBIJIEIIUTH CIEAYIOIIHE:

0bwas ungopmayus — vHOPMaLUK 0 Ha3HAUYEHHS 1 o0ux xapaktepuctukax UCIIH;

9KCHIYamayuonHas, —umgopmayus — wuHPOpMaUUs, TIONyYeHHas W3 OKCIUTyaTalMuOHHOU
JIOKyMEHTAIIWH;

yyecmeumenvhas uHgopmayus — THPOPMALHSL, TOTOJHSIIOIAS IKCIUTyaTallMOHHYI0 HHPOPMAIIIO
00 UCIIn (nanpumep, CBeACHUS U3 poeKTHOU gokymenTtanuu MCI1/IH).

B wacTHOCTH, HApyIINUTENb MOYKET UMETH!

JaHHble 00 OpraHu3alMy padOThl, CTPYKTYpPE M HCHOJIb3YEMBIX TEXHHYECKUX, HPOTrPaMMHBIX H
nporpammHo-TexHuueckux cpeactBax UCII/IH;

ceeneHus 00 mHopmannoHubix pecypcax MCIIJIH: mopsaok ¥ mpaBwiia CO3JaHHs, XPAHCHUS H
nepeaayr HHGOPMAIMH, CTPYKTYpa U CBOMCTBA MH(OPMALIMOHHBIX ITIOTOKOB;

JaHHble 00 YS3BUMOCTSX, BKJIOYash JaHHBIE O HEJOKYMECHTHPOBAaHHBIX (HEICKIApPUPOBAHHBIX )
BO3MOKHOCTSX TEXHUUECKUX, TPOrPaMMHBIX U ITporpaMmmMHo-TexHuueckux cpeacts UCII/H;

JaHHble 0 peanu3oBaHHbIX B [IC3U npuHUuMNax u anroputMax;

WCXOAHBIE TeKCTHI porpammHoro obecneuenus: UCII/H;

CBEJICHHSI O BO3MOXKHBIX KaHalax peaqu3alyy yrpos;

HHGOPMAITUIO O CII0CO0axX peain3aluy yrpos.

[Ipenmonaraercs, uro numa kateropuu Il u xareropun IV BmageroT TONIBKO 3KCILTyaTAITMOHHON
uHpOpMaIeid, 4To obecriedynBaeTcsl OpraHu3allMOHHBIME MepaMu. [Ipu sToM Jmna kareropuu IV He
BJIQJICIOT TAapOJIbHOM, ayTeHTH(GHIMPYIOUMIEH W KI4eBOH HH(popMmaiuen, ucnoiaszyemoid B AUC, k
KOTOPBIM OHH HE HMEIOT CaHKIIHOHUPOBAHHOTO JOCTYIIA.

IIpeamonaraercs, 4To Juna Kateropud V BIAACIOT B TOW WIM MHOM 4YacTH YyBCTBUTEIILHOW U
JKCILTyaTallMOHHOHM MH(OopMalHeit o cucteme mepenadu nHpopmaiuu u oomeit napopmanueit 06 AVC,
UCIIOJIB3YIOIIUX 3Ty CUCTEMY Nepeaayr nHGOPMaLUH, 4TO 00ECIeYMBAETCs OpPraHU3alMOHHBIMI MEPaMH.
[Ipu »TOM nmma kateropuu V HE BIANCIOT MapOJIbHOW M ayTeHTUUIMpYIONIed WHOpMaIHeH,
ucnoaszyemoit B AVIC.

IIpenmonaraercsi, urto mnuma kateropuu VI n guma xareropuu VIl mo ypoBHIO 3HaHUN He
MPEBOCXOAT JIMLA KaTeropuu V.

[Mpeamonaraetcs, uro nuna kareropun VIl obnanaroT uyBcTBUTEBHOM HHPOpMatueit 00 UCITIx
u QyHKmMoHanbHO opueHTUpoBaHHBIX ANWC, Bkimovas wHGOpMaIHIO 00 YSI3BUMOCTAX TEXHUYECKUX H
nporpammusbix cpeacts UCIIIn. Opraau3aiiMOHHBIMUA MEpaMH IPEANOIaracTcs UCKIFOYATE JOCTYII JINLL
kareropun VIl k Texumueckum u mnporpammubiM cpeactBam HWCII[IlH B MomeHT o0paloTku c
UCIIOJIb30BaHUEM 3TUX CPEJICTB 3alUIIAeMOl HHPOPMAITHH.

Takum oOpazom, HanbOonee nHpopmupoBaHHbIMU 00 AVC sBmustrores nmua xareropuu |l n nuna
kareropuu VIII.

Crenens WH(OOPMHUPOBAHHOCTH HAPYIIUTENS 3aBHUCHT OT MHOTHX (AKTOpPOB, BKIIOYAS
peanuzoBaHHble B JIIIY KOHKpeTHBIE OPraHU3aLMOHHBIE MEPBl M KOMIIETEHLIMIO HapymuTeneil. IToaromy
O0BEKTHBHO OLIEHUTh O0BEM 3HAaHUH BEPOSATHOTO HAapyHIMTENsE B OOLIEM ciydae HPaKTHYECKH
HEBO3MOKHO.

B cBs3u ¢ M3MOKEHHBIM, C IIETBI0 CO3/IaHUS OIPENETICHHOTO 3amaca MPOYHOCTH MPeaIoiaraercs,
YTO BEPOSITHBIE HAPYIIUTENIH O0OJagaroT Bceld WHQOpManuei, HeOOXOAMMOHW Uil TOATOTOBKU U
peanuzanyy Yrpos, 3a HCKIIOYEHHEM HWH(QOPMAIMH, JOCTYyl K KOTOPOH CO CTOPOHBI HApYIIUTEIs
UCKIJIOYaeTcsi CUCTeMOM 3amuThl wHpopmaruu. K Takoil wuHboOpMmanuu, HampuMep, OTHOCHUTCS
napoiibHasi, ay TCHTU(QHUIMPYIOIIAs U KIFoueBasi HHpopMaIusl.



Ipeanosio:kenns 06 UMEIMXCHA Y HAPYIINTES CPEACTBAX peaju3aluy yrpo3

IIpenmonaraercs, YTO HAPYIIUTENb UMEET:
- anmapaTtHbie komnoHeHThl C3I1Jn u CO C3I1/H;
- IOCTYIHbIE B CBOOOJHOI MIPpoAake TEXHUUECKHE CPEACTBA U IPOrpaMMHOE 00eCIIeUeHNE;
- CIIELMAJIbHO Pa3paboTaHHbIE TEXHUYECKUE CPEICTBA U IPOrPaMMHOE OOecreueHHe.

BryTpeHHuil HapyIIMTEIh MOXKET UCIIOIB30BaTh IITATHBIE CPEJICTRA.

CocTaB UMEIOLINXCS Y HAPYIIUTENS! CPENCTB, KOTOPhIe OH MOXET HCIIONb30BaTh AJS peaan3alun
yrpo3 Wb, a Takke BO3MOMKHOCTH IO HX IPUMEHEHHMIO 33aBUCAT OT MHOTMX (DaKTOpOB, BKIIOYas
peann3oBaHHble Ha 00bekTax JIITY KOHKpeTHbIE OpraHU3allMOHHBIE MEpHI, ((PHHAHCOBBIE BO3SMOXKHOCTH U
KOMIIETCHIIMIO Hapymurteneld. [lo3ToMy OOBEKTHBHO OLIEGHUTH COCTAB HMEIOLIMXCS Y HapyLIUTENs
CPEICTB pean3aliy yrpo3 B 00IIEM Cllyyae IPaKTUIECKH HEBO3MOXKHO.

IToaromy, ansa cozpanus ycroitumBoil C3IIJIH mpeamonaraeTcs, 4TO BEPOSATHBIM HapyLIUTENb
uMeeT Bce HEoOXOIMMBIEC Ui pealii3aldd yrpo3 CPelCTBa, BO3MOXKHOCTH KOTOPBIX HE MPEBOCXOIST
BO3MOXXHOCTH aHAJOTMYHBIX CPEACTB pPEalHU3aldi yrpo3 Ha HMH(OPMALHIO, COACPXKAIIYI0 CBEICHMS,
COCTABJISIFOIINE TOCYIapCTBEHHYIO TaliHy, M TEXHUYECKHE U IIPOrpaMMHBIE CpPEACTBa, 0OpaldaThIBaroIIe
3Ty UH(pOPMAIHIO.

Bwmecre ¢ TeM npeanonaraercs, 9T0 HAPYIIUTEb HE HMEET:

- CPEJICTB MepexBaTa B TEXHUYECKUX KaHalIaX YTEUKH;

- CPEJICTB BO3/IEUCTBUS Uepe3 CUTHAJIbHBIE LETH;

- CpPEJICTB BO3/IEUCTBUS HA HCTOYHUKH U Yepe3 LIEeMU MUTaHUS;

- CPEJICTB BO3AEHUCTBUSA Yepe3 LENH 3a36MIICHUS;

- CpPEACTB aKTHBHOTO BO3/ICHCTBHS Ha TEXHUUECKUE CPEACTBA (CPEACTB OOIyUCHHS).

[Mpeamonaraercs, 4To HanboJiee COBEPIICHHBIMU CPEIICTBAMU PEANN3allui Yrpo3 00J1aJaroT JIuna
kareropuu |l u muma xkareropuu VIII.

5.3 Knaccudukanus ysizspumocteid UCITIn

Vszeumocts UCII[lH — HemoctaTok mim cimaboe MECTO B CHUCTEMHOM WIH TPUKIATHOM
NpOrpaMMHOM  (TIpOTpaMMHO-ANMapaTHOM) OOECTeYeHUH aBTOMATH3UPOBAHHOW WHPOPMAIMOHHON
CUCTEMBI, KOTOPOE€ MOXET OBITh UCIIOIB30BAHO JJISl PEean3alliil Yyrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX
JaHHBIM.

[TpuurHaMK BO3SHUKHOBEHHUS YS3BUMOCTEH SBIISFOTCS:

- OIIMOKK MpH TNPOCKTHPOBAHUM M pa3pabdOTKe MNpPOrpaMMHOro (MpPOrpaMMHO-AMIAPATHOTO)
obecreyeHus;

- IpeJHaMEepeHHbIE JEHCTBUS 110 BHECEHHUIO YS3BUMOCTEH B X0JI€ MMPOSKTHUPOBAHUS U Pa3pabOTKH
IPOrpaMMHOTro (IIPOrpaMMHO-aIapaTHOTO) 00eCTIeUeHUs;

- HENpaBWJIbHBIE HACTPOMKH MPOrpaMMHOIO OOECIeYEeHUs], HENPAaBOMEPHOE M3MEHEHHE PEXMMOB
paboThI yCTPOICTB U IPOrpaMm;

- HECAHKIMOHMPOBAaHHOE BHEAPEHHE W HCIIOJIb30BAHME HEYYTEHHBIX MPOTPaMM C IOCIEAYIOIIUM
HEOOOCHOBAaHHBIM PACXOAOBaHHEM PECYPCOB (3arpys3ka Ipoleccopa, 3aXBaT ONEPaTUBHON MaMmsITH U
NaMsITH Ha BHEITHUX HOCHUTEIISX);

= BHCAPCHUEC BPCAOHOCHBIX NPOTrpaMM, CO3AA0INHNUX YA3BUMOCTHU B MPOrpaMMHOM U IMPOTrpaMMHO-
arfrapaTHoM 066CH€‘IGHI/II/I;

=~ HCCAHKAIIMOHUPOBAHHBIC HCYMBIIIIJICHHBIC ﬂeﬁCTBHH HOJ'H:3OBaT€J'ICI>i, MMpUBOAAIINC K
BO3HUKHOBCHHUIO yﬂ3BHMOCTeﬁ;

- cbom B paboTe ammapaTHOr0o H MPOrpaMMHOrO oOecredeHus: (BBI3BaHHBIE COOSMH B
AJIEKTPONUTAHUM, BBIXOJOM W3 CTPOS aIllapaTHBIX DIIEMEHTOB B PE3yJbTaTe€ CTAPCHUS W CHIDKCHUS
HaJCKHOCTH, BHEIIHUMH BO3JCHCTBUSIMH JICKTPOMArHUTHBIX TOJICH TEXHUYECKUX YCTPOMCTB | JIp.).

PaznnyaroT ciemyroliue rpyIbsl OCHOBHBIX YS3BHUMOCTEH:

- YS3BHUMOCTH CHCTEMHOTO MPOTPAaMMHOTO oOecredeHusi (B TOM YHCIIE MPOTOKOJIOB CETEBOTO
B3aMMOJICHCTBHA);

- YS3BHUMOCTH TIPUKIQJHOTO MPOTpaMMHOrO obecredeHns (B TOM YHCIE CPEACTB 3alluThl
UHQOpMAIIH).



5.4 Ilepeuensb Bo3MOkHBIXY BI1/{H

Hns UCI s YupexaeHus: MOXKHO BBIJICIUTH CIEAYIOIMINUE YTPO3bI:

1. Yrpo3sl OT yTEUKH IO TEXHUIECKUM KaHaJIaM.

1.1. Yrpo3sl yTeukn akyCcTHIecKol HHGOPMAITHH.

1.2. YTpo3sl yTeUKH BUAOBOW HHPOPMALHH.

1.3. Yrpossr yreukn uadopmanmu o kanagam [I9MUH.

2. YTpOo3BI HECAHKIIMOHUPOBAHHOTO AOCTYIA K MHPOPMAIIHH.

2.1. Yrpo3sl yHUUYTOXEHHMS, XHIIeHHs ammapaTHeiXx cpeactB MCIIAH Hocutenelt mHbopmannu
nyTeM (huzndeckoro goctyna k anementam UCIIAH.

2.1.1. Kpaxa [19BM,;

2.1.2. Kpaxka Hocuteneit uapopmanumy;

2.1.3. Kpaxa kiroueli u aTpu0yToB IOCTYyIA,

2.1.4. Kpaxwu, Mmoauukanmy, yHUITOKEHUS HHPOPMAIIHH;

2.1.5. BeBog u3 ctpos y3moB [IDBM, kaHamoB cBs3u;

2.1.6. HecaHKIIMOHNPOBaHHOE OTKJIFOYEHHE CPEJCTB 3aIUTHI.

2.2. Yrpo3sl XUIIEHUs, HECAaHKITMOHNPOBAHHOW MOMU(UKAIINN MM OJOKHPOBaHUS WHPOPMAITIH 32
cyer HecaHkuumonupoBanHoro pocryna (HCJ) ¢ npumeHeHMeM NpOrpaMMHO-alIIapaTHBIX U
MIPOrpaMMHBIX CPEICTB (B TOM YHUCIIE IPOTPaMMHO-MAaTEMaTHUYECKUX BO3IEHCTBHI).

2.2.1. JleficTBUS BpEeIOHOCHBIX IPOrpamMM (BUPYCOB);

2.2.2. HenexnapupoBaHHbIe BO3MOkHOCTH cucTeMHOTO [1O u 1O mist 06paboTky mepcoHaTbHBIX
JAHHBIX;

2.2.3. YcranoBka [10 He cBSI3aHHOTO C HCIIOTHEHUEM CITYKEOHBIX 00s3aHHOCTEH.

2.3. VYrpo3el HEe NpeaHAMEPEHHBIX NEHCTBHI TONb30BaTENe ¥ HApyIIeHWH Oe30MacHOCTH
¢ynaxmmonuposanus MICII/Ix u C3I1/]x B ee cocTaBe n3-3a cOOEB B MPOrpaMMHOM 00ECTIEUeHUH, a TAKKE
OT Yrpo3 HEaHTPONOreHHoro (cOoeB ammapaTypbl HW3-32 HEHAIEKHOCTH JJIEMEHTOB, CcOOEB
3JEKTPONUTAHUA) U CTUXUHHOTO (YIapOB MOJHUMN, T0KapOB, HABOJHEHUI! U T.I1.) XapakTepa.

2.3.1. Y1para kimto4eit 1 aTpuOyTOB JOCTYTIA;

2.3.2. Henpennamepennasi Monudukanus (YHHYTOXKEHHE) HHQOpMaIMK COTPYTHUKAMU;

2.3.3. HempeanamepeHHOE OTKIIIOUEHHE CPEICTB 3aIIUTHI;

2.3.4. Brixo U3 CTpOs anmapaTHO-MPOrPaMMHBIX CPEJICTB;

2.3.5. COoli cucTeMbl 3IEKTPOCHAOKEHUS;

2.3.6. CruxuiiHoe OecTBHE.

2.4. Yrpo3sl IpeTHaMEPEHHBIX IEHCTBUI BHYTPEHHUX HapyIIUTENEH.

2.4.1. Hoctyn k wuHpopmauuu, MoAM(UKALMS, YHUITOKEHHE JIMI HE JOMyLICHHBIX K €€
00paboTke;

2.4.2. Pasriamenne nHGOpMAIK, MOJTUPHKAIINS, YHUUYTOKEHHE COTPYAHUKAMH JIOMYIIEHHBIMH K
ee oOpaboTke.

2.5. YTp0o3bl HECAHKITMOHUPOBAHHOTO JIOCTYTIA IO KaHAJIaM CBSI3H.

2.5.1. VYrpo3a «Ananu3 cereBoro tpaduka» ¢ mnepexsatoM rmnepenaBaemoin uz WCIIJIH wu
NPYHUMAaeMON U3 BHELIHUX ceTel nHdopManuu:

2.5.1.1. IlepexBar 3a nepeaenaMu ¢ KOHTPOJIUPYEMOU 30HBI;

2.5.1.2. [lepexBat B mpenenax KOHTPOJINPYEMOI 30HBI BHEITHIMH HAPYIIUTEISIMI,

2.5.1.3. IlepexBat B mpesenax KOHTPOIMPYEMOI 30HbI BHYTPEHHUMU HAPYIIUTEIAMHU.

2.5.2. YTpo3sl CKaHUPOBAaHHS, HAIPaBJICHHbIC Ha BBIIBICHUE THUIA WJIH TUIOB HCIIOJIb3yEMBIX
OTIEPAIIMOHHBIX CHCTEM, CETEeBBIX anapecoB padoumx crannuid MCIIIH, TOMOJIOTHH CETH, OTKPBITHIX
MIOPTOB H CITYKO, OTKPBITBIX COSJNHEHUH | JIP.

2.5.3. Yrpo3sl BHIABICHHUS TAPOJIEH IO CETH.

2.5.4. Yrpo3bl HaBsSI3bIBAHKE JIOXKHOTO MapIIpyTa CETH.

2.5.5. YTpo3bl MOJIMEHBI IOBEPEHHOTO OOBEKTA B CETH.

2.5.6. Yrpo3sl BHeIpeHus JI0)KHOTO 00bekTa Kak B ICII/IH, Tak ¥ BO BHEIITHHX CETSAX.

2.5.7. Yrpo3sl Tuna «OTKa3 B 00CIy)KUBAaHUMY.

2.5.8. Yrpo3sl yaaneHHOro 3amycKa MPHI0KEeHUH.

2.5.9. Yrpo3bl BHEJIPEHNUS IO CETH BPEAOHOCHBIX POTPaMM.



5. 5 BepositHocTh peasu3zanuu YBIIIn

[lon BEpOSATHOCTHIO peaU3aliil  YIrPo3bl MOHUMAETCS OIPEACIIICMbIH SKCIEPTHBIM IyTeM
MOKa3aTelb, XapaKTCPU3YIOIIUN, HACKOIBKO BEPOSATHBIM SBISCTCSA peanu3aius KOHKPETHOH Yrpo3bl
6e3omacuoctu [1/1x amsg UCII[lH B cKiIaIpIBAOIIMXCS YCIOBUAX 0OCTAHOBKH.

Uncnosoit koaddurment (Y,) 1T OIIEHKH BEPOSTHOCTH BOSHIUKHOBEHHUS YTPO3BI ONPEACISETCS 110
4 BepOaLHBIM TPAJANUSIM TOTO TIOKA3aTEeIIs:

MAaJIOBEPOSITHO - OTCYTCTBYIOT ~ OOBEKTHBHBIE  TPEINOCBUIKA ISl OCYIIECTBICHHS YTPO3BI
(Y2=0);

HHU3Kasi BEPOATHOCThb- OOBCKTUBHBIC MPEAMOCHUIKH JIJIs pPealli3allii yrpo3bl CYIIECTBYIOT, HO
NPUHATHIC MEPBI CYIIECTBEHHO 3aTpyaHSIOT ee peanusanuio (Y, = 2);

cpeHsisi BEPOSITHOCTb - OOBEKTHBHBIE MPEANOCHUTKN U PEATH3aliN YTPO3bI CYIMIECTBYIOT, HO
NpUHATBIC MepbI obecrieueHus Oe3omacHocTH [T/ HeqocTarounsl (Y, = 5);

BBICOKASI BEPOSITHOCTh - OOBCKTUBHBIC MPEIIOCHUIKH IS PEATU3aI[Ui YTPO3bl CYIIECTBYIOT H
MepHI o obecrieuenuto 6ezomacuoctr I1J{a ve mpunster (Y, = 10).

5.5.1 ¥Yrpo3sl yreukn nHGOPMAIUM 10 TEXHHYECKUM KaHAJIaM
5.5.1.1 ¥Yrpo3sl yTeuku akycTu4ueckoi (pedepoii) nngopmauuu.

Bo3HUKHOBEHHE Yrpo3 yTEUKH aKyCTHYecKoW (pedeBoil) wuHGOpMaNWHU, coAepiKaiiencs
HETMOCPEICTBEHHO B Tpom3HOcuMon peun mons3oBatens WCII/IH, npu obpadorke I1Jm B MCII/IH,
BO3MOJXKHO NpHU Hamuuuu (yHKImiA rojgocoBoro Beoja [1/{n B MUCIIJIH unu GyHKIUE BOCIIPOU3BEICHUS
ITn akyctrueckumu cpeactsamu UCI .

B UCIIAn ¢yskmun rtonocoBoro BBoma IIJIn wmm  ¢yskmum  Bocmpowssenenus [1/1x
AaKyCTHYECKUMH CPEACTBAMHU OTCYTCTBYIOT.

BeposaTHocTh peanuzanuy yrpo3sl — MajJoBepoOsiTHA.

5.5.1.2 ¥Yrpo3sl yreuku BU10BOI UHpopManuu.

Peanuzanust yrpo3sl yTeuky BUIOBON WH(POPMAIIMK BO3MOXKHA 33 CUET MPOCMOTpa HH(GOPMAIIUHU C
MOMOIIBI0 ONTHYECKUX (ONTUKO-3JIEKTPOHHBIX) CPEACTB C JKPAaHOB IUCIJIEEB M APYTHX CPEICTB
O0TOOpaXXeHHsI CPEACTB BBIYMCIMTENBHOW TEXHHKH, HH(QOPMAIMOHHO-BBIYHUCIUTEIBHBIX KOMILIEKCOB,
TEXHUYECKUX CPEJICTB 00paboTKH rpaduvecKoi, BUaeo 1 OyKBEHHO-IU(PPOBOH WHPOPMAITUH, BXOSIIUX
B coctaB UCIT/IH.

Ha okHax ucmone3yroTcs >Kalro3d W 3aHaBecKd. [lOCTyn MOCTOpPOHHUX JIMIl B NMOMEIICHUS, B
KOTOPBIX mpou3BoauTcs oopadotka [1/1H, orpanuyes.

BeposiTHOCT peanu3aiuu yrpo3sl — MaJ0BepOsITHA.

5.5.1.3 ¥Yrpo3sl yreuku uddopmanuu no kanaaam IIDMUH.

Yrpo3sl yreukn uHpopmamuu no kxaHamy I[IOMUWH, Bo3MOXHBI H3-3a HaaM4Usl MApa3UTHBIX
3JEKTPOMAarHUTHBIX W3NMy4deHuid y anementos MCI1/IH.

VYrpo3a yreukn uHbopmarmu, comepxameid [I/ln, mno xamamy [IDMUWH Bo3MokHa, 3a cueT
nepexBaTa TEXHUUECKMMH CpEACTBAMM pa3BEAKM 3a NpefenaMu KoHTponupyemoi 30Hbl [IOMIUH,
Bo3HUKatomux mpu obpaborke IIJIn cpeacrBamm BbrumcnurenpHON TexHUKH MCIIJH. Hambomee
OTTACHBIM PEKUMOM pabOThI CPEJICTB BBIYMCIUTEILHON TEXHUKH SIBIISIETCS BEIBOJ MHGQOpMAIMK HA IKpaH
MOHHUTOPa aBTOMAaTU3UPOBAHHOTO pabouero Mecra oneparopa (nojis3osatens) UCIIIH.

Onementsl UMCIIJIH  HaxomgsgTcs B caMOM IEHTPE 3AaHHA M OKPAHUPYIOTCS HECKOIbKUMH
HECYIINMH CT€HaMH, ¥ TTapa3uTHBIA CUTHAJ MAacCKUPYeTCsd C MHOXKECTBOM JAPYTHX Mapa3uTHBIX CHTHAJIOB
anemeHTOB He Bxoasmux B UCIT/IH.

BeposTHOCTB peanuzanuu yrpo3sl — MAJIOBEPOSITHA.



5.5.2. Yrpo3bl HeCAHKIIMOHMPOBAHHOTO J0CTYNA K HHGopMauuu

Peanuzaus yrpo3z HCJI k urdoOpMammu MOKET MPUBOIUTH K CICAYIOIIUM BUJIaM HApYIICHUS €¢
0e30MmacHOCTH:

- HapyIIEHUIO KOH(PUACHITNATFHOCTH (KOTIMPOBaHNE, HEMPAaBOMEPHOE PacIpOCTPaHEHHE);

- HApYIICHUIO [EIOCTHOCTH (YHUUITOXKECHHUE, N3MEHEHHE);

- HapPYIICHUIO JOCTYIMHOCTH (OJOKHPOBAHHKE).

5.5.2.1 ¥Yrpo3bl yHHYTOKeHUsI, XullleHUus1 annapatHbix cpeactB UCI/Ix, Hocureei
uHpopManun nyreM ¢puzndeckoro pocryna kK aemenram UCIIn

Kpasica I[I3BM.

VYrposa ocymectsiserca myreMm HCJl BHEIIHUMHY ¥ BHYTPEHHUMH HapyIIUTEISIMU B IOMEIICHUSX,
rae pacnonoxensl anemeHTs! UCIT/Ih.

B VupexzaeHun BBeOeH KOHTPOJb AocTyna. Kirouum OT cepBEpHOrO0 MOMELIEHUS YUPEKIACHUS
XpaHITCA y CUCTEMHOTO agMUHUCTpaTopa. KabuHeTs! nmosp3oBaresiel 3anuparoTcsl Ha KII0UH.

BeposaTHocTh peanu3aniy yrpo3sl — MaJoBeposiTHA.

Kpaswca nocumeneii ungpopmayuu

VYrposa ocymectBisiercss myreM HC/[ BHEIIHUMH U BHYTPEHHHUMH HApyLIUTEISIMU K HOCHUTEISIM
uHpopmanuu. B pe3ynbpraTe BO3MOXXKHO HECAHKIIMOHMPOBAHHOE KOMMPOBAHUE PAa3lENOB CHCTEMBI
XpaHEHUs JaHHBIX IITAaTHBIMU CPEJICTBAMH Ha ChEMHBIE YCTPOCTBA XPaHEHMSL.

B VYupexaenun BBeOeH KOHTPOJb AocTyna. Kirouum OT cepBEpHOr0 MOMELICHUS YUPEKACHUS
XpaHSTCSl Y CUCTEMHOTO aAMUHHCTpaTopa. KaOuHeThl mobp30BaTelNeil 3amupaloTest Ha KIOUYH. XpaHeHHe
HOCHUTENIeH OCyIeCTBISIETCS B cefide.

Hoctynm x texumueckuM cpeactBam HWCIIJIH mpu oOciyXuBaHMA BO3MOXEH TOJBKO TIOJ
KOHTPOJIEM CO CTOPOHBI CUCTEMHOTO aAMHUHHUCTpaTopa. [lepeHocHble komnbroTepsl st oopabotku 11/IH
B UCII/IH He ncrnonb3yroTcs.

BeposatHocTh peanuzanuy yrpo3sl — MajJoBepoOsiTHA.

Kpasica knwueit u ampudymoe oocmyna.

VYrposa ocymectsisierca myTrem HCJl BHEIIHUME ¥ BHYTPEHHUMHU HapYIIUTEISIMH B TIOMEIICHHSX,
i€ IPOUCXOUT paboTa MOJIb30BaTENEH.

B VupexaeHuu BBeOeH KOHTPOJNb AocTyna. Kiroum OT cepBepHOTO NMOMELICHUS YUPEKICHHUS
XpaHATCS y CHCTEMHOTO aAMUHUCTpaTopa. KabuHeTs! nmosp30oBarenelt 3anuparoTcsl Ha KII0UH.

BeposaTHocTh peanu3ay yrpo3sl — MajJoBepoOsiTHA.

Kpasicu, mooupuxayuu, ynuumoosrcenusn ungpopmayuu

VYrpo3sa ocymectsisiercs mytéM HCJl BHEIIHUMH M BHYTPEHHUMH HapyLIUTEISIMHU B IIOMEILECHUSAX,
rie pacnoiokensl aeMenTsl UCII/IH 1 cpeacTBa 3aluThl, a TAKXKe MPOUCXOAUT PaboTa MoIb30BaTECH.

B Vupexnennu BBeZeH KOHTpoJb JocTyma. Kilodw OT CEpBEPHOTO TOMEIICHHUS YUYPeKICHUS
XpaHATCSA y CHCTEMHOTO aAMUHUCTpaTopa. KabuHeTs! nmosp3oBareneld 3anuparoTcsl Ha KII04H.

BeposaTHocTh peanu3auy yrpo3sl — MajJoBepoOsiTHA.

Bv1600 u3 cmposa y3noe II3BM u kananoe ceasu

VYrpo3sa ocymectBisiercs myreM HC/l BHEIIHUMH W BHYTPEHHUMH HapYIIUTEISIMH B IIOMELICHNUS,
rae pacnonoxensl aneMeHTsl UCIIJIH u npoXosaT KaHajbl CBSI3U.

B VYupexaennn BBeneH KOHTPOJh AocTymna. Kiloum OT CepBEpHOTO MOMEMICHHS YUPEKISHUS
XpaHATCS Y CHCTEMHOTO aAMUHUCTpaTopa. KaOuHeTs! nmosb30Barenelt 3anuparoTcesl Ha KII0UH.

BeposTHOCTB peanuzanuu yrpo3sl — MAJIOBEPOSITHA.

Hecankuyuonupogannoe omkuioueHue cpeocme 3auiuniol.

Yrposa ocymectsisierca mytem HCJl BHEIIHUME ¥ BHYTPEHHUMH HaPYIIUTEISIMH B TIOMEIICHHSX,
TZie pacnosiokeHsl cpenctia 3amuTel UCII/IH.

B VYupexaennn BBeneH KOHTPOJb aocTymna. KillouMm OT CepBEpHOrO MOMEUICHHSA YUPEKISHUS
XPaHATCS Y CHCTEMHOTO afMHUHHICTpaTopa. KaOuHeTHI mosib30BaTeel 3aupatoTcs Ha KIIFOYH.

Bo3MmoXHOCTE OTKIIOYEHMs WM u3MeHeHus HacTtpoek C3UM mnonb3oBareneM  3ampelneHa.
Hactpoiika cpencts pasrpanndyeHus npoctyna kK pecypcam MCII[IH mpou3BoAMTCS CHCTEMHBIM
aJMHHHACTPATOPOM.

BeposiTHOCTS peanuzaiinu yrpo3sl — MaJI0BepOsITHA.



5.5.2.2 Yrpo3sl XullleHUus1, HeCAHKIMOHMPOBAHHON MOTU(PUKAIIMN WU OJTOKUPOBAHMS
HH(poOpPMALUM 32 cueT HecaHKIMOHUPoBaHHOTo AocTyna (HC/I) ¢ npuMeHeHHeM mMporpaMMHoO-
annapaTHbIX U NPOrpaMMHBIX CPeICTB (B TOM YK CJIe MPOrPAMMHO-MATEMATHYECKUX
BO3/1eiicTBUIA).

Heiicmeusn 6pedoHoCHbIX npozpamm (6upycoeg).

[TporpaMMHO-MaTeMaTH4ecKOe BO3ACUCTBHE - 5TO BO3ACHUCTBHE C TIOMOLIBIO BPEIOHOCHBIX
nporpamm. [IporpammMoii ¢ MOTEHIMAIBHO OMACHBIMHU TMOCJEACTBUAMHM WJIM BPEIOHOCHOM IporpaMMon
(BupycOM) Ha3BIBAIOT HEKOTOPYIO CaMOCTOATENbHYIO WporpamMMmy (Ha0Op WHCTPYKLHH), KOTOpas
CHOCOOHA BBIMIOTHATD JII000€ HEMYyCTOE OAMHOKECTBO CISAYIOMIMNX (PYHKITHA:

- CKpBIBAaTh MPHU3HAKHU CBOETO MPUCYTCTBUS B MPOTPAMMHOM Cpelie KOMIIbIOTEPa;

- o0jamaTe CIIOCOOHOCTBIO K CaMOAyOJIMPOBAaHUIO, AaCCONMHUPOBAHUIO ce0s C JOpyruMHu
nporpamMmMamMu u (WIM) TEPEHOCY CBOMX ()parMEHTOB B WHBIC OOJACTH ONCPATHBHOW WJIM BHEIIHEH
MaMsTH;

- pa3pymath (MCKaKaTh MPOU3BOIBHBIM 00Pa30M) KO/ IPOTPaMM B OTIEPATHBHOM TaMSTH;

- BBINOJHATH 0€3 WHUIIMHPOBAHUS CO CTOPOHBI MOJIb30BaTENA (ITOIH30BATENHCKOI TIPOrpaMMbl B
HITATHOM PEKUME €€ BBIMOJHEHMs) JeCTPYKTHBHbIE (YHKIMH (KOMMPOBAHUS, YHUUYTOXKCHUS,
OJIOKMPOBAHUS U T.I1.);

- COXpaHATh PparMeHTHl HH(OPMAIIUU U3 OTIEPATHBHOMN MAMATH B HEKOTOPHIX 00JIACTSIX BHEITHEH
MaMSATH MPSIMOTO JOCTYTIA (JIOKAIBHBIX WIN YIAJIEHHBIX);

- UCKaXaTh NPOU3BOJILHBIM 00pa3oM, OJIOKMpOBaTh W (WJIM) TOAMEHSTH BBIBOAMMBINA BO
BHEIIHIOI TaMsTh WM B KaHall CBSI3M MAacCHB WH(OpPMAaNWH, 00pa3oBaBIIMICS B pe3yibTaTe paboTHI
IMMPUKIIAJHBIX ITPOrpaMM, NI YK€ HaXOAAIUeCa BO BHEIITHEH ITaMsATH MaCCHUBBI JaHHbIX.

B Vupexnennu na Bcex snementax MCII/IH ycTaHoBiIeHa aHTUBUPYCHAS 3allUTa, MOJIH30BATEIH
MPOMHCTPYKTHPOBAHBI O Mepax MPeIOTBPAICHUS BUPYCHOTO 3apakeHUSI.

BeposTHOCTD peanu3aiiuu yrpo3bl — A61AemcA HUZKOU.

Heoexnapupoesannsie so3mosrcnocmu cucmemnozo 110 u I10 ona oopabomku nepcoHanbHvix
OaHHBIX.

HenexnapupoBaHHbIle BO3MOXXHOCTH — ()YHKIIHOHAEHBIE BO3MOXHOCTH CPEJCTB BBEIYHUCITHTEIHHON
TEXHUKH, HC ONMCAHHBLIC WX HEC COOTBETCTBYIOMIUEC OIMMMCAHHBIM B JOKYMCHTAIIUU, IIPU HUCIIOJIB30BaAHUU
KOTOPBIX BO3MO>KHO HapyHaicHUe KOH(i)I/I):[eHHI/IaJIBHOCTI/I, OOCTYITHOCTH HJIN OEJIO0CTHOCTHU
o0OpabaTeiBaeMoit HHMDOPMAITUH.

BeposiTHOCTB peanu3aniuu yrpo3bl OBBIIAETCS:

- IIpH YBEJIMYEHMH 3JIEMEHTOB, B TOM 4HucIIe IporpaMMHoro odecrneuenus, MCII1H;
- IIpH yBEIMYCHUH YUclia PYHKIIMOHATBHBIX CBI3EH MEXIY dJIeMEHTaMU;

- HaJIMYUU TOJKIFOYCHHUS K CETSIM OOIIEro OoCTyna U (MIH) MEXIyHapOIHOTO OOMEHa.
O0001ICHHBIH CIIUCOK BEPOSTHOCTH peanu3amnuu yrpo3 st pazasix tunoB UCII/IH npeacrasieH B
Tabmnue 5.

Tabmuua 5
Koadd. BepostHOCTH
Tun UCITu Beposrrocts peanusanun peanu3annu yrpossl
YTposbl HapyLIUTEIEeM
AsronomHas MC | tuna MaJIOBEPOSATHAS 0
Asronomnas UC Il Tuna MaJIOBEpOsATHAs 0
Apronomuas MC Il tuna MaJIOBEPOsITHAS 0
Asronomuas C IV tuna MaJIOBEPOSTHAS 0
AsrtoHomHas C V tumna MaJIOBEPOSTHAS 0
Asronomnas MIC VI tuna MaJIOBEpOsATHAs 0
JIUC | tuna MaJIOBEPOsITHAS 0
JIMC |l Tama HU3Kast 2
Pacnpenenennas UC | tuma HH3Kas 2
Pacnpenenennast UC |l tuna HU3Kast 2

B ciryuae ecniu B 06paboTKe mepcoHaIbHBIX NaHHBIX ydacTByeT 11O coGCTBeHHOM pa3paboTKu Uil
cranaaptaoe [10, nopaboTaHHOE MO HYKAbl YUPEHKACHHUS, TO CIEAYET MOBLICUTh 3HAYCHNUE BEPOATHOCTH
pean3annu yrpo3bl:



- s Beex tunoB UCII/IH, kpomeABToHOMHast IC | Trma, Ha mopsIoK;

- mns Pacnipenenennoit UC |l Tuma Ha aBa mopsiaka.

B mannOM citydae paccmatpuBaetcs Jlokanpraas UC |l Tuma.

BeposiTHOCTB peanuzanuu yrpo3sl — IBJISIeTCH HU3KOM.

Yemanoeka 110 ne ceéaszannozo c ucnonnenuem caysncedOHvix 006a3annocmenii

Yrpo3a ocymiecTBIsSeTcs IyTeM HECaHKIIMOHUPOBaHHOW ycraHoBkA [IO  BHyTpeHHUMH
HApYIIATEISIMA, YTO MOXET TPUBECTH K HAPYIICHUIO KOH(PHUASHIIMATBFHOCTH, IEJIOCTHOCTH |
noctynHocTH Beeit UCII/IH nnu ee »ieMeHTOoB.

B Vupexnennn BBemeHO pa3rpaHHYEHHE TIpaBaMU TIOJb30Bareneil Ha yctaHoBky 11O m
OCYIIECTBISIETCSI KOHTPOJIb, TIOJIH30BATEIN MPOMHCTPYKTUPOBAHEI O MONMTHKE ycTaHoBKH [10.

BeposTHOCTB peanuzanuu yrpo3sl —MaJgoBepOsATHA.

5.5.2.3 ¥Yrpo3sbl He mpeIHAMePeHHbIX /ieiicTBHIi MoJIb30BaTe/ el U HApylIeHUiT 0e30MacHOCTH
¢pynxuuonuposanus UCII[In u C3I1/Ix B ee cocTaBe n3-3a c60eB B IPOrpaMMHOM o0ecliedeHHH, a
TaK:Ke 0T YIP0O3 HEAHTPONOreHHOro (c00eB annmapaTypsl H3-3a HEHA/Ie:KHOCTH 3JIeMEHTOB, c00eB
3JIEKTPONIUTAHUS) U CTUXUHHOIO (YI1apOB MOJIHUM, I03KAPOB, HABOJHEHUI1 U T.II.) XapaKTepa.

Ympama xnroueii u ampuodymoe oocmyna.

Yrpo3a MOXKET OCYIIECTBIATHCA 3a CUET 4YelioBeueckoro Qakropa mnoib3oBateneii MCII/IH,
KOTOpBIC HApYIIAIOT MOJIOKEHUS MAPOIbHON ITOJIMTHUKKA B YaCTH WX CO3MaHUSA (CO3MAIOT JIETKHE WITU
MyCThI€ NMapojH, HE MEHSIOT MapoJid MO HUCTEUEHUH CpPOKa MX >KM3HHM WM KOMIIPOMETAIMH U T.I.) U
XpaHeHus (3aMUChIBAIOT MApPOJIH Ha OyMasKHbIE HOCHUTEINH, MEPEAa0T KIFOYH JOCTYNa TPETHUM JTUIaM H
T.I1.) WJIK HE OCBEIOMJICHBI O HHX.

B Vupexnenun BBeneHa NapoNibHAs MOJNUTHKA, NpPEAyCMATPUBAIONIAasl CIIOKHOCTH TAapois U
MIEPUOANYECKYIO €r0 CMEHY, BBEIEHA MOJIUTHKA «YUCTOTr0 cTosiay. Iloap30BaTenu NpOMHCTPYKTHPOBAHBI
0 MapOoJHHON TIOJIUTHKE U O ACHCTBUAX B CIIydae yTPaThl WU KOMIIPOMETAIINN TapoJieii.

BeposTHOCTB peanu3anuu yrpo3sl — SIBJSIETCS HU3KOM.

Henpeonamepennaa mooupuxayusa (yHuumoosicenue) ungpopmayuu compyoHuKom.

Yrpo3a MOXKET OCYIIECTBIATBCS 3a CUET 4YeJIOBe4YecKoro Qakropa mnoibs3oBatened MCII/IH,
KOTOpBIC HApPYMIAOT MpaBuia paboTel ¢ KOHGUACHINATBHON HHOpMaInei.

Ilepen HauanoM paboThl KaXXIbIH TONB30BaTeNb H3y4daeT WHCTpyKUWIO Tmoip30oBaTens. B
VYupexxJIeHnu OCYIIECTBISIETCSl  pe3epBHOE KomwpoBaHHe oOpabarbiBaeMbixI1/IH, mosk30Barenu
NPOMHCTPYKTHPOBaHb! 0 padote ¢ UCIIH.

BeposiTHOCTB peanu3anuu yrpo3sl — MaJIOBEPOSITHA.

Henpeonamepennoe omkniouenue cpeocme 3aujumaol

Yrpo3a ocymiecTBisieTcs 3a cueT JeicTBUS uenoBeuyeckoro gaxrtopa noib3oBateneir UCIIH,
KOTOpBIE HapYIIAIOT MOJOXEHHsI MPUHATHIX mpaBwmi padoTsl ¢ MCIIJIH u cpeacTBaMu 3aiiuThl WK HE
OCBEJIOMJIEHBI O HUX.

B VYupexnenun BBeleH KOHTPOJIb JOCTYIAa B KOHTPOJIHPYEMYIO 30HY, JIBEPH 3aKpBIBAIOTCS Ha
3aMOK, OCYIIECTBIISIETCS pa3rpaHUuYEHHe JOCTylla K HACTPOWKAM pPEXHMOB CPEJICTB 3allUTHI,
M0JIb30BaTEIIM POUHCTPYKTUPOBaHbI 0 padote ¢ MCIIdH,

BeposTHoCTh peanu3aiuil yrpo3sl - MaJOBepPOsITHA.

Buixo0 uz cmposa annapamuo-npozpammuslx cpeocme

VYrpo3a ocyIIecTBIsETCS BCIEICTBUE HECOBEPIIEHCTBA AMIapaTHO-NPOTPAMMHBIX CPEACTB, M3-3a
KOTOPBIX MOYKET IPOUCXOIUTH HAPYIIECHHE [ETOCTHOCTH U JOCTYITHOCTH 3aIlIUIaeMOl HHPOPMAIIHH.

B VupexaeHnnocymecTBIsSIeTCs pe3epBHOE KOMMMPOBAHNE MHHOPMATIHH.

BeposiTHOCTB peanuzaniuu yrpo3sl — MAJIOBEPOSITHA.

Cooit cucmemuvt I1eKMPOCHAOIHCEHUA

Yrpo3a OCyIIECTBISIETCS BCIEACTBHE HECOBEPIIEHCTBA CHCTEMBI 3JIEKTPOCHAOKEHHS, M3-3a YETO
MOYKET MPOUCXOANTH HapyIIEHHE ETOCTHOCTH U JOCTYITHOCTH 3allIMIIaeMoi HH(OpMAaIHH.

B VYupexnenun ko Bcem kiatoueBbIM 3neMeHTaM  WCIIJIH MNOIKIIOYEHBl HCTOYHUKH
OecriepeOOHOTO MUTAHUS M OCYIIECTBISIETCS] pe3epBHOE KOMMMPOBaHKe HH(pOpMaIIHy.

BeposiTHOCTB peanuzaniuu yrpo3sl — MAJIOBEPOSITHA.

Cmuxuiinoe 6eocmeue

Yrpo3a ocymecTBISIETCSs BCIECACTBIE HECOOMIOIEHUS MEp TIOKApHOU 0e301MacHOCTH.

B Yupexnenun ycTaHOBIE€HA MOXKapHAs CHUTHAIU3AIMUS, MOIH30BATEIN MPOMHCTPYKTUPOBAHBI O
JICHCTBUSX B Clly4yae BO3SHUKHOBEHHUS BHEIITATHBIX CUTYalUH.



BeposiTHOCTD peanu3anny yrpo3bl — MaJ0BEPOSITHA.

5.5.2.4 Yrpo3sl npeiHaMepeHHbIX AelcTBUII BHYyTPEHHUX HAPYIIUTe el

Jlocmyn Kk ungpopmayuu, moougukayus, ynuumodicenue uy, He 0ONYUEHHbIX K ee 00pabomke

Vrposza ocymectBisercss nmyrem HCJl BHEmIHUX HapymIuTeNned B MOMEIIEHUS, I7Ie PacioI0kKEeHbI
anemeHTs! UCIIJIH 1 cpemcTBa 3alInThI, a TaK YKe IPOUCXOIUT padoTa IMOTh30BATEIICH.

B VYupexneHnun BBeAEH KOHTPOJIb AOCTYNA B KOHTPOJHPYEMYIO 30HY, IBEPH 3aKpPHIBAIOTCS Ha
3aMOK.

BeposTHOCTB peanuzaliuu yrpo3sl — MAJOBePOSITHA.

Pazenawmenue ungpopmayuu, moougukayus, yHuumoxcenue compyoOHuKamu OORYueHHbIMU K
ee obpabomke

Yrpo3a OCyIIECTBISCTCS 3a CUET JNCHUCTBUS deioBedeckoro (akrtopa monb3oBatenerr WCIT/IH,
KOTOpBIE HAPYMIAIOT TIOJIOXKEHHS O Hepas3TallleHny 00padaTeiBaeMoil WH(GOPMAIIH WK HE OCBEJOMIICHBI
0 HUX.

B YupexxaeHnu nonb3oBaTead OCBEIOMIICHBI O MOPsIKE PadOThl ¢ MEPCOHAILHBIMHU JaHHBIMH, a
Tak xe noanucanu CoriameHue o HepasTialleHHH.

BeposTHOCTE peanu3alnuy yrpo3bl — ABJSIETCH HU3KOM.

5.5.2.5 ¥Yrpo3bl HECAHKIIMOHUPOBAHHOIO I0CTYNA MO KAHAJIAM CBS3HM

B coorBerctBUM ¢ «TumoBoil Mojenbpl0 Yrpo3 O€30MacHOCTH MEPCOHANBHBIX JaHHBIX,
oOpabateiBaeMbIX B pacnpeneneHHbix UCIIJIH, nMeromux NoAKI0YeHHE K CETAM OOIIero MOJIb30BaHUS
U (WIM) MeXIyHapoIHOro WH(GOPMAIMOHHOTO oOMeHay» (1. 6.6.ba3oBoit Moxenu yrpo3 6e30macHOCTH
NEPCOHANBHBIX JAaHHBIX NMPH MX 00paboTKe B MH(GOPMALMOHHBIX CHCTEMaxX IEPCOHAIBHBIX JAaHHBIX,
yTBepxkacHHOM 3amectureneM nupekropa @CTOK Poccun 15 deppans 2008 r.), mist UCIIIH MoxHO
paccMaTpuBaTh CJIEIyIOIIME YIpo3bl, peau3yeMble C HCIOJb30BAaHUEM IPOTOKOJIOB MEXKCETEBOIO
B3aHMOJEHCTBUS:

- yrpo3a «AHanu3 ceteBoro Tpaduka» ¢ nepexsatom nepenasaemoirt u3 UCIIIH u npuanmaemoit
13 BHELIHHUX ceTel nHpopmManmu;

- yrpo3bl CKAaHUPOBAaHUs, HAlpaBJCHHblE HA BBIABICHUWE THIA WJIM TUIOB HCIIOIb3yEMBIX
OINEPALMOHHBIX CHUCTEM, CEeTeBBIX ajapecoB paboumx cranumii MCII/IH, TOmomoruu ceTH, OTKPBITHIX
MIOPTOB U CIIY>K0, OTKPBITHIX COCAMHEHHUN U IP.;

- yrpo3bl BBISIBJICHUS IAPOJIeH IO CETH;

- Yrpo3bl HaBs3bIBAHHE JIOKHOT'O MapIIpyTa CETH;

- Yrpo3bl IOJMEHbI JOBEPEHHOT'O 00BEKTA B CETH;

- yrpo3sl BHEAPeHUs J10KkHOTO 00bekTa kak B MCII/IH, Tak 1 BO BHEIIHUX CETSX;
- yrpo3sl Thna «OTka3 B 00CITyKUBaHUN;

- Yrpo3bl yIAJIEHHOTO 3aIlycKa MPUII0KEHUil;

- YIpO3bI BHEAPEHHUS 110 CETH BPEAOHOCHBIX IIPOrPaMM.

Yepoza «Ananuz cemegozo mpagura»

Ota yrposa peajm3yercs ¢ IMOMOILIbIO CIICIMAIBLHON IpOorpaMMbl-aHamu3aTopa makeros (sniffer),
HepeXBaTBIBaI-OIIIefI BC€ IIAKCThI, INEPEAaBacMbIC 110 CEIrMEHTY CCTHU, U BBIZICHSIIOIHeﬁ Cp€au HUX TEC, B
KOTOPBIX TNEpeNaroTcs HASHTH(UKATOP MOJB30BaTENsl M €ro maponb. B Xone peanu3anud yrposbl
HapyLIUTENb:

= U3y4acT JIOTUKY pa6OTBI HCHI[H - TO €CTb CTPCMUTCH IMOJYUYUTb OJHO3HAYHOC COOTBCTCTBUC
CO6BITI/II>1, IpoucCxoadmux B CHCTEMC, U KOMaH[, HNCEPCCbUIACMLBIX IIpU 3TOM XOCTaMH, B MOMCHT
IOSABJICHUSA JaHHBIX coOwITUi. B HaHLHefIHJeM 9TO TMO3BOJIACT 3JIOYMBINIJICHHUKY Ha OCHOBEC 3adaHHsA
COOTBCTCTBYIOIINX KOMaHA IMOJYYWUTb, HAIIPUMEDP, IPUBUJIICTUPOBAHHELIC IIpaBa Ha JICI71CTBI/I$I B CHCTEMC
WJIKM paClIMpUTh CBOU IOJJHOMOYHUA B Hef/i;

- MepexBaThIBAET NMOTOK IEPEIaBaeMbIX JaHHBIX, KOTOPHIMA OOMEHMBAIOTCS KOMIIOHEHTHI CETEBOU
OTEPaLMOHHON CHUCTEMBI, JUIS M3BJICUEHUS! KOHPHUICHINAIBHONW MM WACHTH()HUKAMOHHON HHpOpMaLUK
(HampuMep, CTaTUYECKUX IMApoJiedl Monb30BaTeel Uil JOCTyNa K yJaJIEHHBIM XOCTaM IO MPOTOKOJIaM
FTP u TELNET, He npemxycMaTpuBaromux mudpoBaHue), ee MoIMeHbl, MOJU(pUKAIIUY U T.11.



Ilepexeam 3a nepedenramu KOHmMPOAUPYeMOll 30Hbl.
Ecnu B Yupexxaenuu odpadateiBacMble [1J]IH He mepechUIaloTCs M0 CETSIM OOIICTo IMOJIb30BaAHMS H

MCKAYHApOOAHOTO 06MCH3, TO BEPOATHOCTD pe€ain3alilui yIrpo3bl — ABJIACTCH Ma.HOBePOHTHOﬁ.

Bo Bcex npyrux cinydasix A0KHA OBITh OIICHEHA BEPOSTHOCTh PEAM3AIUU YTPO3bI.
O0600IIeHHBIN CITUCOK BEPOSTHOCTH peann3anuu yrpo3 st pasHbix tTunoB MCIIJIH mpenctasneH B

Tabmre 6.
Tabmuia 6
Koadd. BeposTHOCTH
Tun UCITIa BeposrhocTs peanusaiin peanu3alnuy yrpo3sl
Yrposbl HAPYIIUTEICM

AgrtonomHas MC | Tuna MaJIOBEPOSTHAS 0
Asronomuas VC Il tuma HU3Kas 2
Astonomuas VC Il tuma MaJIOBEPOSTHAS 0
Asronomuas VC IV tuna HU3Kas 2
AgrtonomHas MC V tumna MaJIOBEPOSTHAS 0
Asronomuas IC VI tuna HHU3Kas 2
JIUC | Tuna MaJIOBEpOSTHAS 0
JIVC 1l Tuma HU3Kas 2
Pacripenenennas VIC | tuna MaJIOBEpOSTHAS 0
Pacnipenenennas UC Il Tuma HU3Kas 2

B namewm ciygae, npeanomnaraercs Jlokansnas UC |l tama.

BeposaTHOCTh peanu3aluu yrpossl — ABJASETCH HU3KOM.

Ilepexeam 6 npedenax KOHMPOAUPYEMOU 30HbL GHEUWIHUMU HAPYUIUM ENAMU

B VupexneHun BBeAEH KOHTPOJIb AOCTYNA B KOHTPOIMPYEMYIO 30HY, IBEPH 3aKpBIBAIOTCS Ha
3aMOK.

BeposTHOCTB peanu3aluu yrpo3sl — MaJa10BepPOsITHA.

Ilepexeam 6 npedenax KOHMPOAUPYEMOU 30HbL GHYMPEHHUMU HAPYUWIUMEIAMU.

B VupexneHnn BBeZeH KOHTPOJIb JOCTYIIA B KOHTPOJIUPYEMYIO 30HY, JBEPH 3aKpBIBAIOTCS Ha
3aMOK

BeposTHOCTB peanu3aluu yrpo3sl — MaJa10BepPOsITHA.

Yepoza «Cranuposanue cemuy 6 nokanvnoi cemu.

CyIIHOCTh Mpolecca peann3ali Yrpo3bl 3aKIII0YaeTcsl B Iepeayue 3anpocoB CETEBBIM CIIyX0am
xoctoB UCIIIH u aHanu3e oTBETOB OT HUX. Llenb - BBIIBIEHHE HCIIONB3YEMBIX POTOKOJIOB, JOCTYITHBIX
MOPTOB CETEBBIX CIYX O, 3aKOHOB (OPMUPOBaHMSA HIACHTU(DHUKATOPOB COCAMHEHHH, ONIpeAeiIeHue
AKTHUBHBIX CETEBBIX CEPBHCOB, MOAOOP WACHTU(PHUKATOPOB M Napojied moib3oBaresedl. Peanmzanus
JTAHHOW YTPO3bI B JIOKAJILHOW CETH HanboJee BEPOsTHA CO CTOPOHBI BHYTPEHHETO HAPYIIHUTEINS.

Ecinu B Yupexaenuu odpadareiBacMble [1J]IH He mepechuIaloTcs 1o CETSM OOIIEro IMOJIb30BaHUS
MEXIYHapOIHOr0 0OMEHa, TO BEPOSITHOCTh Peaii3aly YTPo3bl — sIBJIsIeTCS MaJOBEPOSITHOI.

Bo Bcex apyrux ciaydasix A0KHA ObITh OIIEHEHA BEPOSITHOCTh PEAIN3alliy yTPO3bl.

O000IICHHBIH CITHCOK BEPOSTHOCTH peau3anuy yrpo3 it pasHeix tunoB MCII/IH npencrasieH B
Tabuwe 7.

Tabnuua 7
Koadd. BepostHOCTH
Tun UCIT/a BeposrrocTs peanusaiun peau3alu yrpo3bl
YTPosbl HapyIIUTEIeM
AsronomHas MC | tuna MaJIOBEPOSTHAS 0
Asronomnas UC Il Tuna MaJIOBEpOsATHAs 0
Asronomnas MC Il Tuna MaJIOBEpOsATHAs 0
Asronomuas C IV tuna MaJIOBEPOsITHAS 0
AptoHomHas MC V tumna MaJIOBEPOsITHAS 0
AsronomHas VIC VI tuna MaJIOBEpOsTHAs 0
JIUC | tuna MaJIOBEpOSATHAs 0
JIC 1l Tuna MaJIOBEPOsITHAS 0




Pacnpenenennas UC | tuma MaJIOBEPOSTHAS 0

Pacnipenenennas MC Il Tuna HH3Kas 2

CereBoe obopynoBanue, npumensiemoe B MCIIJIH, pasmemaeTcs B CIy)KEOHBIX MOMEIICHUSIX B
npejienax KOHTPOJIMpyeMol 30HbBI. [locTym B cepBepHblE MOMEIIEHUS M IOMEIIECHUS Y3JI0B CBS3U
pa3pelieH TOIbKO OTPAHUYEHHOMY KpPYTY JIHIL.

B namewm ciayqae nmeem: Jlokansnas UC 11 tuna.

BeposTHOCTb peanuzaliuu yrpo3sl — MAJIOBEpPOSITHA.

Yeposa eévisenenun naponeii.

Hens peanmzanmu yrpo3sl coctouT B noiydernd HCJI myTem mpeomoneHus: mapobHOM 3allyThL
3NOYMBIIUIEHHUK MOXET PeaIn30BbIBaTh YIPO3y C IMOMOILBIO IIEJIOT0 psa METOAOB, TAKUX KaK IMPOCTOMH
nepedop, mepedop ¢ UCTIONF30BaHNEM CIIEIIHAIBHBIX CIOBapel, yCTaHOBKA BPEIOHOCHON TPOTPaMMBI ISt
nepexBaTa mapoiis, moaMeHa goBepeHHoro oorekra cetu (IP-Spoofing) u mepexsar makeroB (sniffing). B
OCHOBHOM I peajM3alli Yrpo3bl HCIOJB3YIOTCS CIEHUAIbHBIE MPOrpaMMbl, KOTOPBIE MBITAIOTCS
NOJYYUTh JOCTYH XOCTY IIyTeM I[OCJeNoBaTeNbHOr0 Mmoadopa mapoieid. B cimywae ycmexa,
3IIOYMBIIIUICHHUK MOXET C€O37aTh JUIS Ce0sl «mmpoxom» uis Oyaymiero IOcTyma, KOTOphIH Oymer
JIEHCTBOBATh, AAXKE €CIU Ha XOCTE€ U3MEHUTh MApOJIb JOCTYIA.

Ecnu B Yupexaenun odpadateiBacMble [1J]IH He mepechUIaloTcs O CETSM OOILIEro MOJIh30BaHMS
MEXIyHApOIHOTO 0OMEHA, TO BEPOSITHOCTh PeaTM3alliil YTPO3bI — SAAIBJISIETCS MAJIOBEPOSITHOI.

Bo Bcex npyrux cinydasx AOKHA OBITh OIICHEHA BEPOSTHOCTh PEATH3aIiN YTPO3bI.

O0001ICHHBIH CIIHCOK BEpOSTHOCTH peau3annu yrpo3 i pasHeix tunoB MCII/IH npencrasieH B
Tabmnue 8.

Tabmuma 8
Koadd. BepostHOCTH
Tun UCITIu Beposrrocts peanusarun peau3alru yrpo3bl
Yposbl HapyIIATEIEeM
AsrtonomHas VC | Tuna MaJIOBEpOSTHAS 0
AsronomHas MC Il tuma HU3Kas 2
Asronomuas MC Ill tuna MaJIOBEPOSITHAS 0
Astonomuast UC IV tuna HU3Kas 2
AsronomHas C V tuna MaJIOBEPOSTHAS 0
Astonomuas IC VI tuna HM3Kas 2
JIUC | tuna MaJIOBEPOSITHAS 0
JIUC Il Tuma HU3Kas 2
Pacnpenenennas VC | Tuma MaJIOBEPOSITHAS 0
Pacnipenenennas VC Il Tuma cpeaHsis 5

CereBoe oOopynoBanue, npumensiemoe B MCIIJIH, pa3smemaeTcs B CIy)KEOHBIX MOMEIIECHUSIX B
mpejienax KOHTPOJMpyeMol 30HBI. JlocTym B cepBEepHBIE IMOMEIIEHUS W IIOMEIIEHUS Y3JIOB CBS3U
paspeliieH TOJIbKO OTPAaHUIEHHOMY KPYTY JIHII.

B namewm cygae JlokanpHas MC Il Tuma.

BeposTHOCTH peanu3aiiu yrpo3bl — HU3Kas BEPOSITHOCTD.

Yepo3vl nasazvieanue noxcrnozo mapupyma cemu

JanHast yrposa peanm3yercs OJHHUM U3 JIByX CIIOCOOOB: MyTE€M BHYTPHUCETMEHTHOTO HWITU
MEXCETMEHTHOTO HaBs3bIBaHHS. BO3MOXXHOCTH HAaBS3BIBAHUS JIOXKHOI'O Mapuipyra OOYyCIIOBJICHA
HEJOCTaTKaMH, MPHUCYIIUMHU alTOPUTMaM  MapmpyTm3anuu (B YacTHOCTH M3-32  IPOOJIEMBI
UACHTU(UKAIINN CETEBBIX YIIPABIISIOMINX YCTPOMCTB), B PE3yJIbTAaTe Y€r0 MOKHO TIONACTh, HAPUMED, Ha
XOCT WJIH B CETh 3JIOYMBIIIJICHHUKA, TJIe MOYKHO BOMTH B OTIEPAIMOHHYIO CPely TEXHHUECKOT0 CPE/ICTBA B
cocrtae WCIIJIn. Peanmmsanmm yrpo3bl OCHOBBIBAE€TCS Ha HECAHKIIMOHHPOBAHHOM HWCTIOJIH30BAaHUU
npotokonoB mapmpytm3anuu (RIP, OSPF, LSP) u ynpaenenus cetsto (ICMP, SNMP) nns BHeceHus
W3MEHEHHUI B MapIIPyTHO-aJIpecHble TaOauIbl. [Ipy 3TOM HapyIIMTEI0 HEOOXOIUMO IOCIaTh OT UMEHU
CETEBOTO YIPABIISAIONIECTO YCTPOHCTBA (HApUMEp, MapIIPyTH3aTOPa) YIPABIISIONIEE COOOIICHHE.

Eciu B Yupexnenun obpadateiBaemble [1J]IH He mepechuIaloTcs o ceTsM OOIIEro MOJIh30BAHUS H
MEXTyHapOTHOTO 0OMEHA, TO BEPOSITHOCTh PeasTU3allii YIPO3bl — SIBJISIETCS MAJIOBEPOSITHOIM.

Bo Bcex apyrux ciaydasx A0DKHA ObITh OIICHEHA BEPOSTHOCTh PEaM3aliuy yrPO3bl.

OO0O0O0IIEHHBIN CITUCOK BEPOSTHOCTH pean3anuu yrpo3 st pasHeix tTunos MCIIJIH npencrasieH B
Tabmuue 9.



Tabnuma 9

Koadd. BepostHOCTH
Tun UCITIu BeposrhocTs peanusaiin peanu3anuu yrposbl
M HAPYIIUTEIEM

Astonomuas C | Tuma MaJIOBEPOSTHAS 0
Astonomuas VIC Il tuma MaJIOBEPOSTHAS 0
Astonomuas VIC Il tuma MaJIOBEPOSTHAS 0
Asronomuas C IV tuna MaJIOBEPOSTHAS 0
AgtoHomHas MC V tumna MaJIOBEPOsTHAS 0
Astonomuas MIC VI tuna MaJIOBEPOSTHAS 0
JIUC | tuna MaJI0BEPOSTHAS 0
JIC Il Tuma MaJoBEepOsTHAS 0
Pacnipenenennas VIC | tuna MaJIOBEPOsTHAS 0
Pacnipenenennas UC Il Tuma HU3Kas 2

B nawem cinyuae Jlokansnas UC II tuna.

BeposTHOCTS peanu3anuy yrpo3sl — MaJa10BEPOSITHA.

Yepo3vt noomenwvt 0oeepennozo oo6vexma

Takast yrpoza 3QQeKTHBHO peanu3yercsi B CHCTEMax, B KOTOPBIX NPUMEHSIOTCS HECTOWKHE
ANTOPUTMBl MICHTU(HUKAIMKM W ayTeHTH(PHKALWU XOCTOB, MOJb30BaTened W T.n. [log HoBepeHHBIM
00BEKTOM MMOHUMAETCsI O0BEKT CeTH (KOMITBIOTED, MEKCETEBOM SKPaH, MapIIpyTH3aTOP U T.I1.), JIErajJbHO
MIOJKITIOUCHHBIN K CEpBeEpy.

MoryT OBITh BBIIENICHBI [IBE Pa3HOBUAHOCTH TMpolecca peanu3aliyd YKa3aHHOH yrposbl: C
YCTaHOBJICHHEM U 0€3 yCTAaHOBJICHUS BUPTYaJIbHOTO COCTUHEHUSI.

IIpouecc peanu3anuy C yCTAaHOBICHUEM BUPTYaJIbHOTO COEIMHEHHUSI COCTOMT B IPHCBOCHHUU IpaB
JOBEPEHHOTO CyOBEKTa B3aMMOJICHCTBUS, UTO ITO3BOJISICT HAPYIIMUTEII0 BECTH CEaHC PabOTHI ¢ OOBEKTOM
CeTH OT MMEHU JOBEPEHHOro cyObekTa. Peammsanmst yrpossl JaHHOTO Tuma TpeOyeT HpeomosICHUS
CHCTEMbI UICHTU(PHKAIIMY U ayTeHTU(HUKALNK COOOIIeHNU T (Hampumep, ataka rsh-ciayxos1 UNIX-xocra).

IIpouecc peanuzannu yrposbl 6€3 yCTaHOBICHHUS! BUPTYaJbHOTO COCIMHEHHSI MOXKET UMETh MECTO
B CETAX, OCYLIECTBIIAIOMNX MACHTU(HKAILMIO TIEPEAaBaEMbIX COOOILICHHUH TOJBKO MO CETEBOMY aJpecy
ormpaButensi. CyIIHOCTh 3aKIIOYAaeTCss B Iepefade Ciay)KeOHbIX COOOIIEHHH OT WMEHH CETEeBBIX
YIOPaBISIOMINX YCTPOWCTB (HAaIpUMep, OT HWMEHHM MAapLIpyTH3aTOpPOB) 00 HM3MEHEHMH MAapLIpyTHO-

AIPCCHBIX JaHHBbIX.

B pesynprate peanuzanuu yrpo3bl HAapyUIUTENb MOJIy4YaeT IpaBa JOCTyHa K TEXHHYECKOMY

cpenctBy UCII[IH - nenu yrpos.

Ecnu B Yupexnenun oOpabarsiBaeMele [I/[H He mepechuiaroTcs 1Mo ceTsiM OOLIEro MOJb30BaHus U
MEXIyHapOIHOTO 0OMEHa, TO BEPOSITHOCTh peasi3alliil YIPO3bl — SIBJISIETCS MAJIOBEPOSITHOM.

Bo Bcex apyrux ciaydasx H0KHA ObITh OIIEHEHA BEPOSTHOCTH pPealu3aiy yTrpo3bl.

O0001IeHHBIN CIHCOK BEPOATHOCTH peaiu3auny yrpo3 i pasubix tunoB MCII/IH npencrasieH B

tabmune 10.
Tabmuua 10
Koadd. BepostHoCTH
BepositHOCTB peanuzanun
Tun UCIT/In i~ peanu3anuu yrpossl
HapyHIATEIEeM
Asronomuas MC | Tuna MaJIOBEPOSITHAS 0
AptonomHas VC Il Tuna MaJIOBEPOSTHAS 0
AptonomHas UC III tuna MaJIOBEPOSTHAS 0
ApronomHas MC IV tuna MaJIOBEPOsITHAS 0
Asronomuas UC V tuna MaJIOBEPOsTHAS 0
AsronomHas MUC VI tuna MaJIOBEPOsITHAS 0
JIMC I Tuna MaJIOBEPOSTHAS 0
JIMC II Tuna MaJIOBEPOSTHAS 0
Pacnipenenennas C I tuna MAaJIOBEPOSITHAS 0
Pacnpenenennas UC I tTumna HH3Kas 2

B namewm cinyqae Jloxansnas UC Il Tuna.




BeposTHOCTS peanuzalinu yrpo3sl — MaJIOBepOsITHA.

Bueopenue nosxcnozo o6vexkma cemu

Ota yrpo3a 0OCHOBaHa Ha MCIIOJIb30BAHUU HEJIOCTATKOB AJITOPUTMOB YAAJICHHOTO TIoucka. B ciydae
eclii OOBEKTHl CETH HM3HAYaJIbHO HE HMEIOT ajapecHol HMH(OpMAluu JPYyr O JpYyre, UCHOIb3YHOTCS
pasnMyHbIe MPOTOKOJBI yaaneHHoro moucka (mampumep, SAP B cersx NovellNetWare; ARP, DNS,
WINS B ceTsix co crekom npotokosnoB TCP/IP), 3akimrouaromipecs B mepeaade M0 CETH CIIEHHAIbHBIX
3alpOCOB U TOJYYCHUH Ha HUX OTBETOB C UCKOMOU mH(popmMarmeii. [Ipu 3ToM cyiiecTByeT BO3MOXHOCTh
repexBaTa HapyIIUTENeM IOHMCKOBOTO 3alpoca W BBIJAYM Ha HETO JIOXKHOTO OTBETa, HCIOIh30BAHHE
KOTOpOTO TIpHBENET K TpeOyeMOMY M3MEHEHHIO MapIIpyTHO-aIpEeCHBIX AaHHBIX. B HanpHeiIeM Bech
MOTOK MH(OPMAIIUU, aCCOIUMUPOBAHHBIN C 00BEKTOM-KEPTBOM, OyIET MPOXOAUTH Yepe3 JOKHBIH 00BEKT
CETH.

Ecmu B Yupexnennun obpadaTteiBacMble [1JIH He epechUTaroTCs MO CETSAM OOIIETo MOIB30BaHMS U
MEXTyHapOTHOTO 0OMEHA, TO BEPOSITHOCTh Peallu3allii YIPO3bl — SIBJISIETCS MAJIOBEPOSITHOI.

Bo Bcex npyrux cinydasix A0KHA OBITh OIICHEHA BEPOSTHOCTh PEAM3aIUU YTPO3bI.

O000IIEeHHBIN CITUCOK BEPOSTHOCTH peanu3anud yrpo3 st pasaeix tunos MCII/{H npencrasiexd B
tabmmre 11.

Tabmmna 11
Koadd. BepostHoCTH
Tun UCITIu Beposrrocts peanusarun peanu3anuu yrpossl
YTPOsHI HapyLIHUTEIeM

AgronomHas MC | Tuna MaJIOBEPOsTHAS 0
Asronomuas MC Il tuma MaJIOBEPOSTHAS 0
Aprtonomnas VMC Ill tuna MaJIOBEpOSTHAS 0
Asronomuas VC IV tuna MaJIOBEpOSTHAS 0
AsronomHas MIC V tuma MaJIOBEpOSTHAS 0
AsronomHas MC VI Tuna MaJIOBEPOSITHAS 0
JIC | Tuna MaJIOBEPOSITHAS 0
JIMC Il Tuna MaJIOBEpOsITHAs 0
Pacnpenenennas MC | tTuna MaJIOBEPOSTHAS 0
Pacnpenenennas VC |l Tuna HU3Kas 2

B namewm ciyqaeJlokansnas VC 11 tuma.

BeposTHOCTD peanu3anuy yrpo3sl — MaJ10BEpPOSITHA..

Yzpo3vt muna «Omxkas ¢ oocnyncusanuuy.

OTH yrpo3bl OCHOBAHBI HA HEJIOCTATKAaX CETEBOTO MPOIPAMMHOTO 00eCIeUeHUs, ero YSI3BUMOCTSIX,
MO3BOJIIONINX HApYLIMTENIO CO34aBaTh YCIOBHS, KOIJa OINEpAalMOHHAs CUCTEMa OKa3bIBaeTCs HE B
COCTOSIHUM 00padaThIBaTh MOCTYMAOIIE MAKETHI.

MoryT OBITh BBIZIENIEHBI HECKOJIBKO Pa3HOBUAHOCTEN TaKUX yTpo3:

- CKPBITBI OTKa3 B OOCIY)KMBaHHM, BBI3BaHHBIA mpuBiedueHHeM 4vacTh pecypcoB MCIIIH Ha
00paboTKy MAaKeTOB, IepelaBacMbIX 3JIOYMBIIIJICHHUKOM CO CHI)KEHHEM IPOMYCKHOW CIIOCOOHOCTH
KaHaJOB CBS3WM, NPOM3BOJIUTEIBHOCTH CETEBBIX YCTPOWCTB, HapyIIeHHMEM TpeOOBaHWH K BpPEMEHHU
00paboTku 3amnpocos. [IpuMepaMu peanuzanuu yrpo3 HoJOOHOTO PoAa MOTYT CIIY>KWTh: HalpaBJICHHBIH
mTopM 3x0-3ampocoB 1o mpotokony ICMP (Pingflooding), mtopm 3ampocoB Ha ycraHoBienue TCP-
coenunenuit (SYN-flooding), mropm 3ampocos k FTP-cepsepy;

- SIBHBIM OTKa3 B OOCITy>)KMBaHWH, BBI3BaHHBIN ucuepnanueM pecypcoB MCII/a mpu ob6paboTke
MaKeTOB, NepelaBacMbIX 3JIOYMBIIIICHHUKOM (3aHATHE BCEH IOJIOCHI NPOITYCKAaHUS KaHAJIOB CBS3H,
TIEPETIOIHEHUE OYepeeil 3ampoCcoB Ha OOCIyKHMBaHWE), TIPH KOTOPOM JIETAJIbHBIE 3allPOCHI HE MOTYT
OBITH TepemaHbl Yepe3 CeTh H3-3a HEJOCTYIHOCTH CpeAbl Iepenadd, Ju00 TMOIy4aroT OTKa3 B
00CIIy>)KMBaHUM BBUJY IIEPENIOTHEHUsI odepeneil 3ampocoB, AMCKOBOTO NPOCTPAHCTBA MaMITH U T.A.
[Ipumepamu yrpo3 IaHHOTO THINA MOTYT CIYXUTh IUTOPM IMIMpokoBemaTensHbix ICMP-3x0-3ampocos
(Smurf), nanpasnennsiii mTopm (SYN-flooding), mropm cooOmeHuid TouToBOMY cepBepy (Spam);

- SIBHBIH OTKa3 B OOCHYXMBAHWH, BBI3BAHHBIH HAPYIICHHEM JIOTUYECKOW CBA3HOCTH MEXKIY
texHuaeckuM cpenctamu VCIIJIH npu nepenave HapylmIuTesaeM yNpaBisIOMIMX COOOLIEHUH OT MMEHU



CETEBBIX YCTPOWCTB, MPHUBOAIINX K HM3MEHEHHUIO MapIIpYyTHO-aIpecHBIX MaHHBIX (Hampumep, ICMP
RedirectHost, DNS-flooding) mmu uaeHTH(GHUKAIIMOHHON U ayTeHTH()UKAITHOHHONH HH(OPMAIINH;

- SIBHBIH OTKa3 B OOCIy>KMBaHWHW, BBI3BaHHBIA Tiepefadell 3J0yMBIIUIGHHHKOM TaKeTOB C
HecTaHAapTHBIMU aTpuOyTamu (yrpossl Tuna «Landy, «TearDropy, «Bonk», «Nuke», « UDP-bomby) unu
MMEIONINX JUTHHY, TIPEBHIIAIONTYI0 MAaKCUMAIBHO JOIMyCTUMBINH pa3mep (yrposa tuma «PingDeathy), aro
MOJKET TPUBECTH K COOI0 CETEBBIX YCTPOMCTB, y4acTBYIOIIMX B 00paOOTKE 3ampocoB, NMPH YCIOBUH
HaJIM4HMs OMIMOOK B IPOTrpaMMaXx, Pealn3yIonX MPOTOKOJIBI CETEBOr0 OOMEHA.

PesynpraTrom peanuzanuum OaHHOW Yrpo3sl MOXET CTaTh HapylleHHe paboTOCIOCOOHOCTH
COOTBETCTBYIOIIEH cITy>ObI ipefocTaBienns ynaiennoro noctyna x [1/{a 8 UCII/IH, mepenaya ¢ ogHOTO
aZipeca TaKOro KOJHMYECTBAa 3alPOCOB Ha MOAKIIOYCHHE K TeXHHUUecKoMy cpeacTBy B coctaBe UCII/H,
KOTOpOE€ MaKCHMAaJIbHO MOXKET «BMECTHTH» TpaHK (HampaBieHHBIH «IITOPM 3alIPOCOBY), UTO BICUET 3a
co0OH MepenonHeHne OYepeqy 3alpocoB M OTKAa3 OJHOM M3 CETEBBIX CIYKO WM IOJIHAas OCTAHOBKA
NCIIH n3-32 HEBO3MOKHOCTH CUCTEMBI 3aHUMAaThCSI HIUEM IPYTrUM, KpoMe 00padOoTKU 3alpOCOB.

Ecnu B Yupexnenun obpadarsiBaeMeie [1/[H He mepechuiaroTcs Mo ceTsiM OO0IIEero Mojib30BaHus U
MEXIYHapOIHOIO 0OMEHa, TO BEPOSITHOCTh Pealu3ally YTPO3bl — SIBJSIeTCS MaJOBEPOSITHOIM.

Bo Bcex npyrux ciyyasix 10JKHA ObITh OLICHEHA BEPOSTHOCTD PEATM3aLUN YTPO3BI.

O0001ICHHBIN CIIHCOK BEPOSTHOCTH peau3anuu yrpo3 i pasHeix tunoB MCII/IH npencrasieH B
Tabmuue 12.

Tabmuma 12
BepositHOCTE peanuzanuu Kood. seposrnoctu
Tun UCITIu - pean3alunuu yrpo3sl
HapyImuTeIeM
AsrtonomHas VC | Tuna MaJIOBEpOSTHAS 0
Asronomuas MC Il tuma MaJIOBEPOsTHAS 0
AgrtonomHas MC Il tuna MaJIOBEPOSITHAS 0
Asronomuas MC IV tuna MaJIOBEPOSITHAS 0
Asronomuas MC V tumna MaJIOBEpOSTHAS 0
AsronomHas IC VI tuma MaJIOBEpOSTHAS 0
JIC | Tuna MaJIOBEPOsTHAS 0
JINC Il Tuma HU3Kas 2
Pacnipenenennas VC | tuna HU3Kas 2
Pacripenenennas VIC Il Tuma HU3Kas 2

Cepgeps! MCIT/IH, a Takxe cermeHT MCII/[H B yupexaeHnH 3aIUIEHB] MEKCETEBBIM 3KpaHoM. B
HameM ciydae JlokansHas UC II Tuma.

BeposTHOCTB peanuzanuu yrpo3sl — HU3Kasi BEPOATHOCTb.

Yepo3wt yoanennozo 3anycka npunoscenuit

VYrpos3a 3akimodaercs B cTpemieHuH 3amycTuth Ha Xxocte MCIIJIH pa3nuuHble mpeaBapUTEIbHO
BHEJPEHHBIE BPEJOHOCHBIE IPOrPaMMBI: POTPAMMBI-3aKJIaIKH, BUPYCHI, «CETEBBIE IIITUOHBD), OCHOBHAs
1eJTb KOTOPBIX - HapylIeHne KOHOUACHIINATLHOCTH, IIETIOCTHOCTH, IOCTYITHOCTH HH(OPMAIINHU ¥ TTOJTHBIN
KOHTpOJIb 3a paboroit xocta. Kpome TOro, Bo3MOXKEH HECaHKIIMOHMPOBAHHBIM 3alycK MPHUKIATHBIX
OporpaMM MOJb30BaTeNel Uil HECAaHKIMOHWPOBAHHOTO IIOJIyYCHHS HEOOXOIMUMBIX HapyLIUTEIIO
JTaHHBIX, U1 3aIlycKa YIpPaBIsEMbIX IPUKIAJHON TPOrpaMMOi IIPOLIECCOB U JIP.

Brigenstor Tpu noakiacca JaHHBIX yTPo3:

pacrpocTpanenue (HaiiioB, coep KalluX HECAHKIMOHUPOBAHHBINA UCTIOIHSAEMbIH KOJI;

yIaJEeHHBIN 3aIyCcK MPUIIOKEHUS IyTeM IepenoyiHeHus Oydepa mpuiioKeHnuii-cepBepoB;

yAaJeHHBIN 3aIyCK MPIIOKEHUS MTyTeM HCTOIb30BAHNS BO3MOKHOCTEW y/AJICHHOTO YIPaBIECHUS
CHUCTEMOH, TPEIOCTaBISIEMbIX CKPBITHIMH TPOTPAMMHBIMH ¥ aNlapaTHBIMH 3aKJIafKaMH, JH00
UCIOJIb3yEMBIMH ITaTHBIMU CPEICTBAMMU.

TumnoBble yrpo3sl TEPBOTO W3 YKa3aHHBIX IIOJKJIACCOB OCHOBBIBAIOTCA HAa AaKTHBH3AINH
pacrpocTpanseMbix (ailloB Tpu ciaydaiiHOM oOpaimieHnd K HuM. [lpumepamu Takux (ailioB MOTyT
CITy>KUTb: (ailiIbl, coepKallie UCIOMHIEMBIHA KOl B BUJ JOKYMEHTBI, COACPIKAIINE UCTIONHIEMbIH KO B
Buse aneMeHToB ActiveX, Java-anmieroB, HWHTEPIPETHPYEMBIX CKPUNTOB (HAmpHMEp, TEKCThl Ha
JavaScript); daiibl, coaepikaiie CTIOTHIEMbIE KOl Tporpamm. st pacrpocTpaHeHus GpailioB MOTYT
MCIIOTIB30BAThCS CIYKOBI 3JIEKTPOHHOM MOYTEHI, Iepeaun (aiioB, ceTeBoi (ailioBOi CHCTEMBI.

IIpu yrpozax BTOpOro IMmojkJjacca MCIOJIb3YIOTCS HEAOCTAaTKH MpOrpaMM, PEAIU3yIOIINX CETEBBIE
CepBHCHl (B YaCTHOCTH, OTCYTCTBHE KOHTPOJS 3a mepemnoiHeHneM Oydepa). HacTpoiikoit cucTeMHbIX



PETHUCTPOB MHOT/IA yAETCs MEePEKII0YUTh MPOIECCOP MOCIe MPEepPBIBAHMUS, BRI3BAHHOTO MEPETIOTHEHUEM
Oydepa, Ha HCIIOJHEHHE KOIa, COJEpIKalllerocs 3a rpanuiei Oydepa. [Ipumepom peanusaiuu Takoi
YTPO3BI MOXKET CIYKUTh BHEJIPEHHE IIHPOKO U3BECTHOTO «BUpYyca Moppucay.

IIpu yrposax TpeTbero IMoOAKJIAcCa HAPYIIMTENb HCHOIB3YET BO3MOXHOCTH YyIAJIEHHOTO
YVIOpaBIeHUsT CHUCTEMOI, NpeoCTaBiIsieMble CKPBITBIMA KOMIIOHEHTAMHU (HAIpPUMED, «TPOSHCKUMID)
nporpammamu  Tuma  Back.Orifice, NetBus), 100 [mITaTHBIMA CpPEICTBAMH  YIpPABICHHS U
aJIMIHUCTPHUPOBaHUs KoMmibloTepHbIx ceteil (LandeskManagementSuite, Managewise, BackOrifice u T.
1.). B pe3ynpTare ux NCNoap30BaHUS yIAETCS TOOUTHCS YOAIEHHOTO KOHTPOJIS Ha/l CTAHIIMEW B CETH.

Ecmu B Yupexnenun oopadaTteiBacmble [1J{H He mepechUTaroTcs IO CETSAM OOIIEro MOIb30BaHUSI U
MEXKIYHapOIHOTO O0OMEHa, yCTaHOBJIEHA aHTUBHPYCHAs 3alliTa, TO BEPOSTHOCTh Pealn3aluyl yrpo3bl —
AABJIAETCH MAJIOBEPOSATHOM.

Bo Bcex npyrux cinydasx AOJKHA OBITh OIICHEHA BEPOSTHOCTh PEATH3aliy YTPO3bI.

O0001IeHHBIN CIIUCOK BEPOSATHOCTH peau3anny yrpo3 i pasHeix tunoB MCII/IH npeacrasieH B
tabmuue 13.

Tabmuma 13
Koadd. BepostHOCTH
Tun UCTIu Beposrrocts peanusarun peau3alru yrpo3bl
M HapyIIUTEIeM
AsronomHas MC | Tuma MaJIOBEpOSTHAS 0
AstonomHas VC Il Tuma HU3Kas 2
Asronomuas MC |1l tuna MaJIOBEPOsTHAS 0
AgrtonomHas MC IV tuna HU3Kas 2
AstonomHas UC V tuma MaJIOBEpOSTHAS 0
AsrtonomHas UC VI tuna HU3Kas 2
JIUC | Tuna MaJIOBEpOSTHAS 0
JIC Il Tuma HU3Kas 2
Pacnpenenennast UC | Tuma MaJIOBEPOSATHAS 0
Pacmipenenennas VC Il Tama CpemHss 5

B namewm ciygae Jlokamsaas WUC 11 tuma.

BeposaTHocTh peanu3anuy yrpo3sl — HU3Kas BePOSITHOCTD.

Yepo3zvl 6nedpenua no cemu epedonocnwvix npozpamm

K BpenoHOCHBIM Iporpammam, BHEAPSEMBIM IO CETH, OTHOCATCS BUPYCHI, KOTOpPBIE JUII CBOETO
pacrpoCTpaHeHus] aKTUBHO HCIOIB3YIOT MPOTOKOIBI H BO3MOXXHOCTH JIOKANBHBIX W TJIOOAIBHBIX CETEH.
OCHOBHBIM HPUHIMIIOM PabOTHI CETEBOr0 BUpYyCa SBISIETCS BO3MOXXHOCTH CaMOCTOSTENBFHO IEpeAaTh
CBOW KOJ Ha yJaJleHHBIH cepBep WM pabouyio craHuuio. «llonHoIeHHBIE» ceTeBble BUPYCHI IPU 3TOM
00JaiatoT erle ¥ BO3MOKHOCTBIO 3aIlyCTUTh Ha BBINMOJHEHHE CBOM KO/ Ha YJalIEeHHOM KOMITBIOTEpE MIIH,
0 KpaifHeil Mepe, «IOATOIKHYTHY TI0JIb30BaTeNs K 3aIyCKy 3apayKeHHOTo (aiina.

BpenonocubiMu nporpammamu, obecneuuBaromumu ocymectsienne HC/I, MoryT ObITh:

MpOrpaMMBbI TOJI00pa ¥ BCKPBITHUS MapoJieil;

MIPOrpaMMBbl, PeaTU3YIOLIUE YTPO3HI;

MpPOrpaMMBbl,  JEMOHCTPHUPYIOIIUE  HCIOJB30BAHME  HEJCKIAPUPOBAHHBIX  BO3MOXHOCTEHN
IPOrpaMMHOI0 M porpaMmHo-amnmnapaTHoro odoecneuenus MCI1/Ix;

MPOrpaMMBI-T€HEPATOPHI KOMITBIOTEPHBIX BUPYCOB;

NPOrpaMMBl, IEMOHCTPUPYIOLINE YI3BUMOCTH CPEICTB 3alIUThl HHPOPMALIUH U JIp.

Ecnu B Yupexnenun oOpabarsiBaemeie [1[[H He mepecbuialoTcs 1Mo CeTsSM OOIIEro MoJIb30BaHus U
MEXIyHapOIHOTO OOMEHa, YCTAaHOBJIEHA aHTUBUPYCHAS 3alliTa, TO BEPOSITHOCTh PeaM3alliél YIPO3bl —
AIBJISIETCS] MAJIOBEPOSITHOI.

Bo Bcex apyrux ciyyasix 10JKHa OBITh OLIEHEHA BEPOSTHOCTD PEan3aliuil YrPO3bl.

OO000IICHHBIN CITHCOK BEPOSATHOCTH peanu3anuy yrpo3 st pazusix tunos UCIIJIH npeacrasieH B
Tabmuue 14.

Tabnuna 14

BepositHOCTE peanuzanuu Kood. seposrrocTu
Tun UCTI/H P P H peau3alu yrpo3bl

03bI
yrb HapyIHIATEIeM

Asronomnas MC | tuna MaJIOBEPOSTHAS 0




Aptonomuas VIC |l tuma HM3Kas 2
Astonomuas VIC Il tuma MaJIOBEpOSTHAS 0
AgrtonomHas MC IV Tuma HU3Kast 2
ApronomHas MC V tumna MaJIOBEPOSTHAS 0
AgrtonomHas MC VI tuna HU3Kas 2
JIUC | tuna MaJIOBEpOsATHAS 0

JINC Il Tima HU3Kast 2
Pacnpenenennas UC | tuma MaJIOBEPOSTHAS 0
Pacnpenenennast UC |l Tuna CpenHss 5

B namewm cnygae Jlokamsaas UC Il Tuma.

BeposiTHOCTS peanu3anuy yrpo3sl — HU3Kasi BEPOSITHOCTb.

6. PeanmsyemocTth yrpo3

[To wurtoram omueHkH ypoBHs 3aumiieHHOCTH (Y;) u BeposTHOCTH peanusanuu yrpossl (YY),
paccuutbiBaeTcsi KoddduimeHt peanusyemoctd yrpo3sl (Y) U ompenensieTcss BO3MOKHOCTh peau3aliin
yrpo3bl. Koaddunuent peannszyemoctu yrpo3sl Y OyzaeT onpezaesstsest cootHomenuem Y = (Yi+ Y,)/20

Ornenka peanmusyemoctu YBII/IH npencTaBiieHa B TaduIle.

Tabmuma 15 — Peanusyemocts YBI1/ln

II1OMUH

Koadpdumment
Bo3MoxHOCTB
Tun yrpo3 6ezonacuoctu [1/1x peau3yeMOCTH YTpO3bl
peanuzanuu
Y)

1. Yrpo3sl OT yTE€UKH IO TEXHUYECKUM KaHajaM.
1.1. Yrpo3sl yTeuky akyCTUYECKONM HH(POPMAIHH 0,25 HU3Kas
1.2. Yrpo3sl yTeuku BUJ0BOH HH(DOpMALIUU 0,25 HU3Kas

1.3. Yrpo3sl yTeuku HHPOPMALIMU 10 KaHadaMm

P T (opman 0,25 HU3Kast

2. YTpo3bl HECAHKIIMOHUPOBAHHOT'O JIOCTYTa K HH()OpMaIHy.

2.1. YTpo3sl yHUUTOKEHHS, XUlleHUs annapatHeix cpeacts UCIIJIxH Hocureneit nndopmannu myrem
(usnyeckoro nocrymna K anementam UCITIx

CPEJICTB 3aIUTHI

2.1.1. Kpaxa [19BM 0,25 HU3Kas

2.1.2. Kpaxxa HOcuTenel nHpopmanun 0,25 HU3Kas

2.1.3. Kpaxa xirouelt u arpuOyTOB J1oCcTyna 0,25 HU3Kast

2.1.4. Kpaxu, MoTUpUKaIINU, YHUYTOKEHHS 0,25 —
nHpOpMAITUH

2.1.5. BeiBog u3 ctpos y3noB [I9BM, kananos 0,25 sKas

CBSI3U
2.1.6. HecaHKIIMOHHPOBAHHOE OTKIIOUEHHE 0,25 HH3Kas

2.2. YTpOo3bl XHIIEHNs, HECAHKIMOHUPOBAaHHON MOAU(UKALMHU Wi OJOKUPOBAaHHUSA UHPOPMAIMH 32 CUET
HecaHkunonupoBanHoro gocryna (HC/I) ¢ npumeneHreM nporpaMMHO-alIapaTHEIX U IPOTrPaMMHBIX
CpeJICTB (B TOM YHCIIe TPOTPAMMHO-MaTEMaTHUECKUX BO3JICHCTBHI).

2.2.1. JleficTBUS BpPEIOHOCHBIX ITPOrpaMM

HCIIOJTHCHUEM CJ'Iy>Ke6HBIX 00s13aHHOCTEH

(BHpYCOB) 0,35 CpenHss
2.2.2. HenexnapupoBaHHBIE BO3MOKHOCTH
cucremtoro [10 u [1O mis 06paboTku 0,35 CpenHss
MePCOHANBHBIX JJAHHBIX
2.2.3. Ycranoska I10 He cBsi3aHHOTO C©
0,25 HU3Kas

2.3. Yrpo3sl He TIpeHaMEPEHHBIX AeHCTBUN TIOJIB30BaTENe U HapyIIeHN 0€30IIaCHOCTH
dbyaxkumonuposanwst MCIIIa u C3I1/1H B ee cocTaBe n3-3a cOOEB B MPOTPaMMHOM O0OECIICUCHUH, a
TaKXe OT YIp03 HEaHTPOIIOI€HHOI0 (cO0eB anmapaTypbl M3-32 HEHAIEKHOCTH 3JIEMEHTOB, COOEB




9NEKTPONHUTAHMSI) M CTUXUIHOTO (YAapOB MOJHHUH, MT0XKApOB, HABOAHEHHH U T.I1.) Xapakrepa.

2.3.1. V1para kio4ei u aTpuOyTOB JOCTyIa 0,35 CpeIHss

2.3.2. HenpenqnamepeHHass MOAM(UKAIIHAS

0,25 HU3Kas
(yauuTOXEHHE) HHPOPMAIMH COTPYIHUKAMU
2.3.3. HenpeanamMepeHHOe OTKIIOYCHHE CPEJACTB
ped P ped 0,25 HU3Kast
3ALUATEI
2.3.4. Beixox u3 cTpos amnmapaTHO-IIPOrpaMMHBIX
A p p porp 0,25 HU3Kast
CPEJICTB
2.3.5. COoli CUCTEMBI 3JICKTPOCHA0KCHHUS 0,25 HU3Kas
2.3.6. CtuxuiiHoe OencrTBUe 0,25 HU3Kast

2.4. Yrpo3sl IpeTHaMEPEHHBIX TeHCTBII BHYTPEHHUX HapyIIUTENEH

2.4.1. doctyn k nHGOpMauu, Moaudukanus,

YHUYTOXCHUE JIUI HE JIOIMYIICHHBIX K €€ 0,25 HU3Kas
00paboTke
2.4.2. Pasrinamenune nHbOpMaIun, MOTH(DUKAITAS,
YHUYTOXEHHE COTPYTHUKAMH JIOMYIIEHHBIMU K €€ 0,35 cpenHss
00paboTke

2.5.Y1po3bl HECAaHKIMOHUPOBAHHOTO AOCTYIA M0 KAHAJIAM CBSI3H.

2.5.1.Yrpo3a «AHanu3 cereBoro Tpaduka» ¢ nepexsatoM nepegasaemoit n3 MCIIJIH n mpuHIMaeMoit
13 BHEIIHMX CeTel MHPOPMaIIUK:

2.5.1.1. IlepexBart 3a nmpeaeaaMu ¢
p Tpea 0,35 CpemHsist
KOHTPOJHUPYEMOH 30HBI
2.5.1.2. IlepexBat B npeeIax KOHTPOIUPYEMOH
P pel POTHpPY 0,25 HU3Kast
30HbI BHEIITHUMH HAPYIIUTEIISIMU
2.5.1.3.IlepexBart B npejeaax KOHTPOIUPYEMOit
P pel TPOIHPY 0,25 HU3Kast
30HBI BHYTPEHHUMH HAPYIIHTEISIMIL.
2.5.2.Yrpo3bl CKaHUPOBAHUS, HAIIPABJICHHbBIC HA
BBISIBIICHHE TUTIA WJIM THUIIOB UCTIOJIB3YEMbIX
OTIEPAIlMOHHBIX CHCTEM, CETEBBIX aJpPECOB
pan N i AP 0,25 HU3Kas
pabounx cranmii UCI1/IH, Tononoruu cetw,
OTKPBITHIX MTOPTOB U CIIYkKO, OTKPBITHIX
COEJIMHEeHUI U JIp.
2.5.3.¥Y1po3sl BEISIBICHUS NApPOJIEH 110 CETH 0,25 HU3Kas
2.5.4.YTpo3bl HaBsA3BIBAHUE JIOKHOI'0 MapIIpyTa
P PHIPYT 0,25 HU3Kast
ceTu
2.5.5.Y1rpo3sl NOIMEHEI JOBEPEHHOTIO 00BEKTA B
P A JlOBEp 0,25 HU3Kas
cetu
2.5.6.Yrpo3bl BHEAPEHHS JOXKHOTO 00BbEKTa KaK B
0,25 HU3Kas
HCII/IH, Tak 1 BO BHEIIHUX CETSX
2.5.7.Yrpo3sl Tina «OTKa3 B 00CIyKUBAHUN 0,35 CpeHsIS
2.5.8.Y1po3bl yJAJIEHHOTO 3aITycKa MPUIOKEHAN 0,35 CpeaHsis
2.5.9.Yrpo3sl BHEAPEHUS 110 CETH BPETOHOCHBIX
P P P 0,35 CpeHss
porpamMm

7. OueHka onacHOCTH Yrpo3

Onenka omacHoctn YBII/IH mpom3BoaMTCSs Ha OCHOBE ONpOCa CIEMUAINCTOB IO 3aIuTe
nHGOPMAIUH U ONpeIeiseTcs BepOaabHbIM M0Ka3aTejeM ONacHOCTH, KOTOPBIH UMEET TPY 3HAUYCHUS:

HHM3KAasl ONACHOCTB - €CIIM pealu3alysl yrpo3bl MOXKET IPUBECTH K HE3HAYUTEIbHBIM HEraTUBHBIM
MTOCJICICTBUSAM VIS CYOBEKTOB TIEPCOHATBHBIX JTAHHBIX;

CpeaHssi OMacHOCTb - €CJIM pfain3alvsd YIpO3bl MOXKET NPUBECTHU K HCTATUBHBIM ITOCJICACTBUAM
JUIs CyObEKTOB NEPCOHAIBHBIX JJAHHBIX;

BBICOKASl OMACHOCTB - €CJIM pealn3alys yrpo3bl MOKET MPUBECTH K 3HAUUTEIBHBIM HEraTUBHBIM
MTOCJICICTBUSAM IS CYOBEKTOB TIEPCOHATBHBIX TAHHBIX.

Onenka omacHoct Y BIT/IH npeacTasiena tadiuiie.

Tab6mmma 16 — OnacHocts YBIT/H



Tun yrpo3 6e3onacuoctu [1/1n Omacrocts
YTPO3BI
1. Yrpo3sl OT yTEUKHU IO TEXHUYECKUM KaHajaMm.
1.1. Yrpo3sl yTeuku aKyCTHIECKOW HHPOPMAIIHH HU3Kast
1.2. Yrpo3sl yTeukn BUAOBOM HH(pOpMAaun HH3Kas
1.3. Yrposs! yreuku udopmarmn mo karagam [IDMNH HH3Kas

2. Yrpo3bl HECAaHKITMOHUPOBAHHOTO IOCTYIA K HHQOpMAaIKH.

2.1. YTpo3sl yHUUTOKEHHS, XuleHus anmnapatHeix cpeacts UCIIIn Hocureneit nndpopmannu myreMm
¢usngeckoro nocrymna K anemenTam UCI/Ia

2.1.1. Kpaxa [I159BM HH3Kas

2.1.2. Kpaka HocuTeneit napopmannu HU3Kas

2.1.3. Kpaxa xiroueld U aTprOyToB I0CTyIa HU3Kas

2.1.4. Kpaxxu, MomuduKaluy, yHUUYTOKEHHs HHPOpMaIuu HU3Kas
2.1.5. BeiBog u3 crpos y3moB [I9BM, kaHanoB cBs3u HU3Kas
2.1.6. HecaHKIIMOHUPOBAHHOE OTKIIFOUEHUE CPENICTB 3AILUTHI HH3Kas

2.2. YTpo3bl XMIICHHUS, HECAHKIIMOHUPOBAHHOW MOAM(UKALUK Wi OJOKHpOBaHUs MHpOpMaIyH 3a
cdeT HecaHKIMoHupoBaHHOTO noctyna (HC/) ¢ npuMeHeHreM nporpaMMHO-annapaTHbIX |
IPOrpaMMHBIX CPEACTB (B TOM YHCJIE MPOrPaMMHO-MaTEeMaTHYECKUX BO3JCHCTBUM).

2.2.1. JleficTBUS BPEJJOHOCHBIX MTPOTpamMM (BHPYCOB) cpenmHss

2.2.2. HenexnapupoBanusie Bo3MOkHOCTH cucTemHoro I10 u [1O mst

HU3Kast
00pabOTKH MEePCOHANBHBIX JJAHHBIX

2.2.3. Ycranoska [10O He CBSI3aHHOTO C HCIIOTHEHHUEM CITYKEOHBIX

. HU3Kas
o0s13aHHOCTEH

2.3. YTpo3sl He IpeTHaMepPEeHHBIX JCHCTBHUI MOIb30BaTeNeH U HapyIeHUH 6e30MacHOCTH
¢ynakuronuposanus MCI1/In u C3I1/IH B ee cocTaBe u3-3a cOOEB B MPOrpaMMHOM 00ECIICUCHUH, a
TaK)Xe OT yTPO3 HEAHTPOIIOTEHHOTO (COOEB ammaparypbl U3-3a HEHAIEKHOCTH IIEMEHTOB, COOEB
UIEKTPONMUTAHMS) ¥ CTUXMHHOTO (YAapOB MOJIHUI, NOXAPOB, HABOJAHEHHUH M T.II.) XapakTepa.

2.3.1. V1para Kio4eit u aTpuOyTOB JJOCTYIa cpeaHsis

2.3.2. Henpennamepennasi Moaudukanus (YHUUTOKEHUE ) HHPOpMaIH K
COTPYJHUKAMHU

2.3.3. HenpegHamepeHHOE OTKJIIOYEHHE CPEACTB 3aIUThHI HU3Kas

2.3.4. Beixon 13 CTPOsI anmapaTHO-IIPOTPAMMHBIX CPEJICTB HU3Kast

2.3.5. CO0M CHCTEeMBI 3JIEKTPOCHA0KEHUS HU3Kas

2.3.6. CtuxuiiHoe OencTBre HU3Kasg

2.4. Yrpo3sl IpeTHaMEPEHHBIX ICHCTBUI BHYTPEHHUX HapyIIHUTENEH

2.4.1. loctyn k nHPOpMAINN, MOIUPHUKAIIS, YHHYTOXKEHHE JIUIl HE

HH3Kast
JIOTIYIIEHHBIX K ee 00paboTke

2.4.2. Pazrnamenve HHQOPMAaIAN, MOIU(PHUKAIIS, YHHYTOXKEHIE

HU3Kas
COTPYIHHKaMH JONYIIEHHBIMH K e 00padoTke

2.5.¥YTpo3bl HECAaHKITMOHUPOBAHHOTO JOCTYTIA 110 KaHaJlaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 cereBoro Tpaduka» ¢ nepexsatoM nepenapaemoit u3 MCIIJIH u npuaumMaemoi
13 BHEIIHHUX ceTed nHpopmanuu:

2.5.1.1. Ilepexsar 3a npeaenaMu ¢ KOHTPOIUPYEMOI 30HBI HU3Kas

2.5.1.2. [lepexBat B mpenenax KOHTPOJINPYEMOI 30HBI BHEITHIUMH S
HapyIIHUTEISIMU

2.5.1.3.IlepexBat B npeaenax KOHTPOJIUPYEMON 30HBI BHYTPEHHUMH S
HapYIIUTEISIMH.

2.5.2.Y1po3sl CKaHUPOBAHUS, HAIIPABJICHHBIC HAa BRISIBJICHUE THIIA I THIIOB
HCIIOJIb3YEMBIX OTIEPAIMOHHBIX CHCTEM, CETEBBIX aJIPECOB pa0OUYUX CTAHIIUN

UCIIH, TONONOruu CeTH, OTKPBITHIX IOPTOB U CITY>KO, OTKPBITHIX HHskas
COEJIMHEHU U JIp.

2.5.3.Yrpo35l BRISBICHUS TTApOJIei IO CETH cpemHsis

2.5.4.Y1po3bl HaBsI3bIBaHKE JIOXKHOIO MapHIpyTa CETH HH3Kas

2.5.5.YTpo3sl NOMEHBI IOBEPEHHOTO 00BEKTA B CETH HH3Kas




2.5.6.Y1po3bl BHeApeHHs T0xkHOT0 00bekTa kak B UCII/IH, Tak u BO —
BHEIIHUX CETAX

2.5.7.Y1po3sl Tama «OTKa3 B 00CITy>KUBAHUI HU3Kast

2.5.8.Yrpo3bl yAaIEHHOr0 3ayCcKa MPHI0KCHHI HU3Kas

2.5.9.¥Yrpo3sl BHEApEHHS IO CETH BPEAOHOCHBIX IPOTrpaMM CpeIHsIst

8. Onpenenenue aktyajabnoctu yrpo3 B UCIIAn

B cootBercTBHM C TpaBWIIaMU OTHECEHHsS YIrpo3bl Oe3omacHOcTH K akryaibHou, mist MCIIIx

OIIPCACITIAIOTCA aKTYaJIbHBIC U HCAKTYaJIbHBIC YI'DO3BI.

Tabmura 17 — [IpaBuna onpenenenus akryansHoctd Y BI1JIH

ITokxazaTenb OMacHOCTH yTPO3bl
Bo3moxxHOCTB
peanuzanuu
YTPO3bI Huzkas Cpenusisa Bricokas
Huzkas HeaKTyaJbHast HeaKTyaJbHas aKTyaJbHas
Cpennsist HeakTyaJbHast aKTyanbHas aKTyanbHas
Bricokas aKTyaJbHas aKkTyaJlbHas aKTyaJbHas
OueHb BBICOKas aKTyanbHas aKTyasibHas aKTyanbHas
O1eHKa aKTyaJIbHOCTH yTrpo3 0€30MacHOCTH Mpe/icTaBieHa B TabiuIle.
Tabmuia 18 — AkryaneHocts YBIIIH
OnacHocTh
Tun yrpo3 6e3onacuoctu [1/1H
YIPO3bI
1. Yrpo3sl OT yTeuKH 110 TEXHUYECKUM KaHaJlaM.
1.1. Yrpo3sl yTeukH aKycTHUECKOH HHQOpMauu HEaKTyaJlbHas
1.2. Yrpo3sl yTeukH BUAOBOH HH(OpMAMU HEaKTyaJlbHas
1.3. Yrpo3sl yreuku uHdopmanuu 1o kanainam [IOMUH HEaKTyaJbHas

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO IOCTYMA K HHPOPMAIHH.

2.1. YTpo3bl yHUUTOXKEHHS, XulleHus anmnapatHbix cpeacts UCITIH Hocutenelt nHGopMauy myteMm

¢uznueckoro gocryna K snementam UCI

2.1.1. Kpaxa IIDBM HEaKTyalbHas

2.1.2. Kpaxa HocuTenel naopmanun HeaKTyaJIbHas

2.1.3. Kpaxa kiroueid u arprOyToB JI0CTyIa HeaKTyaJIbHas

2.1.4. Kpaxu, MmoguduKanyy, yHUATOKEHUS HHPOPMAIIHN HEaKTyaJlbHas
2.1.5. BeiBog u3 ctpos y3noB II9BM, kaHasioB cBs3u HEaKTyalbHas
2.1.6. HecaHKIIMOHMPOBAHHOE OTKIIOYEHHE CPECTB 3aITUTHI HeaKTyaJbHas

2.2. Yrpo3bl XUILEHUs, HECAHKITMOHUPOBAHHOM MOIU(UKALIMN HIIM OJIOKMPOBaHUS HHGOPMAIUH 32

CUCT HCCAHKIITMOHUPOBAHHOI'O JOCTYyIIa (HCZ[) C MPUMCHCHUEM NIPOTPaMMHO-AIIIIapaTHBIX U
IMPpOrpaMMHBIX CPCACTB (B TOM YHCJIC ITPOTPAMMHO-MATCMATUICCKUX BO3)1€I>10TBI/II>1).

2.2.1. JleficTBUS BPEJJOHOCHBIX MTPOTpamMM (BHPYCOB) aKTyaJbHast
2.2.2. HenexnapupoBaHHble Bo3MoxHocTH cucteMHoro [10 u T10 anst
HeakTyaJbHast
00pabOTKH MEPCOHATBHBIX TAaHHBIX
2.2.3. Ycranoska [10 He cBA3aHHOIO C HCHOIHEHHEM CITYKEOHBIX
o HeaKkTyalbHast
00s13aHHOCTEH

2.3. Yrpo3sl HE IpeAHAMEPEHHBIX AeHCTBUI TIOJIB30BaTENe U HapyIIeHN 0€30IIaCHOCTH

¢ynkumonuposanust UCITIn u C3I1/IH B ee cocTaBe u3-3a cO0EB B MPOrpaMMHOM O0OECIIEYEHUH, a
TaKXe OT yrpo3 HEAHTPOIIOTCHHOTO (cO0eB ammapaTypbl U3-3a HEHAAEKHOCTH 3JIEMEHTOB, COOEB
JNEKTPONUTAHUS) U CTUXUIHOTO (YAapOB MOJHUH, TOXKapOB, HABOJIHEHUH U T.II.) XapakTepa.




2.3.1. YTpara xiroueil u aTpuOyTOB AOCTYyNA aKTyaJbHas
2.3.2. Henpennamepensas moaudukanus (YHUYTOXKEHUE ) HHPOpMaIuu
p p COTp(b;/HHHKaMIEIy ) ngop HeaKkTyalbHast
2.3.3. HenpegnamepeHHOE OTKJIIOUEHHUE CPEACTB 3aITUTHI HeaKTyaJIbHas
2.3.4. Bpixon U3 cTposi anmapaTHO-NPOrpaMMHBIX CPEACTB HeakTyaJbHast
2.3.5. COoM cHCTEMBI SIeKTPOCHAOKEHHUS HeaKTyaJbHas
2.3.6. CtuxuiiHoe GencTere HeaKTyaJbHas
2.4. Yrpo3sl IpefTHaMEPEHHBIX TEHCTBII BHYTPEHHUX HapyIIUTENCH
2.4.1. doctyn k nHpopMaum, MOAU(UKALINS, YHHUTOKEHHUE UL HE
JIOTIYIEHHBIX K €€ 00paboTKe Heaktyabas
2.4.2. Pazrnamenve HHQOPMAAN, MOTU(PHUKAIIIS, YHHYTOXKEHIIE
COTPYIHUKaMH JONYHIEHHBIMH K ee 00paboTke Heaktyabas
2.5.¥Y1po3bl HECAaHKIIMOHUPOBAHHOTO JOCTYINA MO KaHaJlaM CBSI3H.
2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpapuka» ¢ NepexBaToM IeperaBacMoil u3
WCIIJlg n nppHAMaeMOil M3 BHENTHUX ceTel HHMOPMAIIHH:
2.5.1.1. IlepexBar 3a npeaeaMu ¢ KOHTPOJIUPYEMOI 30HBI HEaKTyaJlbHas
2.5.1.2. [lepexBart B mpenenax KOHTPOIUPYEMOI 30HbI BHEITHUMHU
HApY AT IMH HeakTyaJlbHast
2.5.1.3.IlepexBaT B npeaenax KOHTPOIUPYEMOHN 30HBI BHYTPEHHUMH
p p Hapymnzglil?., yIp HeaKkTyalbHast
2.5.2.Y1po3bl CKaHUPOBaHMs1, HANIPABJICHHBIC HA BBISIBJICHUE THUIIA WK THIIOB
HCTIOJIb3YEMBIX OINEPAIIIOHHBIX CHCTEM, CETEBBIX aJpECcOB pabOUMX CTAHIUH
NCIIH, TomoNoruu CeTH, OTKPHITHIX TTIOPTOB U CITY’KO, OTKPBITHIX Heaktyabas
COEJIMHEHU U JIp.
2.5.3.Yrpo3sl BRISBICHUS NTAPOJICH IO CETH HeaKTyaJIbHas
2.5.4.Y1po3bl HaBsI3bIBaHKE JIOKHOT'O MapIIpyTa CETH HeaKTyaJbHas
2.5.5.YTpo3sl NOAMEHBI TOBEPEHHOTO 00BEKTA B CETH HEaKTyaJlbHas
2.5.6.Y1po3sl BHeApeHwus J0xHoro o0brekTa kak B UCII/IH, Tak u BO
BHEIITHHUX CETAX HeaKTyabias
2.5.7.Yrpo3bl Tina «OTKa3 B 00CIYKUBAHUN HeaKTyaJIbHas
2.5.8.Y1po3b!l YJAJIEHHOIO 3aIlyCKa MPUIOKEHUN HEaKTyaJlbHas
2.5.9.Y1po3sl BHEAPEHMS 1O CETH BPEIOHOCHBIX TPOrpPaMM aKTyajlbHas

Bblu BbIABJIEHBI ClIeAyIOIIHE AKTYaJIbHbIE YTPO3bI:
- IEUCTBUS BPEJOHOCHBIX ITPOTrpaMM (BUPYCOB)
- yTpara KJIo4Yei u aTpu0yToB AOCTYyNa
- YTpO3bI BHEIPEHMSI 10 CETH BPEJOHOCHBIX MTPOrpamMm

JU1sl CHUZKEeHHS ONACHOCTH pealu3anun akTyaabHbIXY BII/IH pexomenayercs:

- Ha3HauY€HUE OTBETCTBEHHOI'0 3a 0O€30IacHOCTh NEPCOHAJIBHBIX JAaHHBIX W3 YHCJIa COTPYAHUKOB

YUPEKIACHUS;

- nHCcTpyKumH nosszoBareieid MCII/IH, B KOTOPBIX OTpaskeHbl mopanok 6e3onacHoi padotel ¢ UCII/IH, a

TaK e ¢ KJII0YaMH U aTpuOyTaMH JOCTYIIA;

- opraHu3alys pasrpaHWYeHHs NpaB IMOJIb30BaTeNed Ha YCTaHOBKY cTopoHHero IO, ycraHOBKY
anmapaTHbIX CPEACTB, MOIKIIOYEHHS MOOWIIBHBIX YCTPOWCTB W BHEIIHMX HOCHTENIEH, YCTAaHOBKY H

HacTpoiiky anemeHToB UCII/IH 1 cpeAcTB 3alUTHL.
- MIOCTOSIHHOE OOHOBJICHUE aHTUBUPYCHBIX 0as3.

Hupekrop

(I10JI1MCh, NevaTh)

MapteiHoBa Hanexna
BiragumuposHa
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